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A Design Of An Integrated Cloud-based Intrusion
Detection System With Third Party Cloud Service
it grew rapidly until it became the preferred choice of every individual and organization involved in the IT industry
due to the revolution that it made in IT world with its new
Abstract: Although cloud computing is considered the most
computing and communication paradigms. For instance, it
widespread technology nowadays, it still suffers from many
offers dynamically scalable and virtualized resources which
challenges, especially related to its security. Due to the
can be quickly provisioned and released with worry-free
open and distributed nature of the cloud environment, this
management effort from the users. Further, these shared
makes the cloud itself vulnerable to various attacks. In this
resources such as storage, information, platforms, applicapaper, the design of a novel integrated Cloud-based Intrutions, and servers are provided to the cloud users as services
sion Detection System (CIDS) is proposed to immunise the
on demand. Therefore, the users only pay for resources that
cloud against any possible attacks. The proposed CIDS conthey use. Accordingly, this pay-per-use manner makes it
sists of five main modules to do the following actions: monpossible for many business organizations to avoid capital
itoring the network, capturing the traffic flows, extracting
expenditure for traditional IT which they might not able to
features, analyzing the flows, detecting intrusions, taking
afford [44].
a reaction, and logging all activities. Furthermore an enBasically, cloud computing consists of three abstract
hanced bagging ensemble system of three deep learning
layers, namely, system layer, platform layer and application
models is utilized to predict intrusions effectively. Morelayer. Whereas, the first two layers related to the Virtual Maover, a third-party Cloud-based Intrusion Detection System
chines (VM) and operating system, the last one includes
Service (CIDSS) is also exploited to control the proposed
applications provided by the cloud such as web-based apCIDS and provide the reporting service. Finally, it has been
plications. Moreover, the services are provided to the users
shown that the proposed approach overcomes all problems
in three different models: Infrastructure as a Service (IaaS),
associated with attacks on the cloud raised in the literature.
Platform as a Service (PaaS), and Software as a Service
Keywords: Cloud Security, Deep Learning, Intrusion Detec- (SaaS). IaaS targets the administrators for full controlling
tion, Particle Swarm Optimization, Ensemble System
and maintaining of the VMs and network. Meanwhile, PaaS
model targets the developers to deploy user-created applications in the cloud, SaaS enables users to execute provider’s
applications. The cloud architecture comprises of two se1 Introduction
quential components. The first is known as front-end which
is the part seen by the user, e.g. the user’s network or comIn recent years, cloud computing is deemed to be the most
puter, and the application that used to access the cloud
emerging Internet-based technology in the Information
via a user-interface. The second component is the backTechnology (IT) world. It first started when Google introend which is the cloud itself and it consists of various
duced the concept of cloud computing in 2006. Thereafter,
servers [46].
Along with the benefits and popularity of cloud computing, it suffers from serious obstacles which act as barriers
of its success. One of which is the cloud security that is
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other vulnerability of cloud security is that the users access these issues. The aims and contributions of this research
their data on remote servers in the cloud with no responsi- are four-fold:
bilities of data storing and maintaining which is done solely
– In this paper, we extend our former work [19–22] in
by the Cloud Service Provider (CSP). This relinquishing of
masquerade detection and network intrusion detecthe control over data and applications poses critical contion to study the concerns and challenges in cloud
cerns of data integrity, confidentiality and availability [17].
intrusion detection area.
Cloud security is an active area of research and many
– An integrated cloud-based intrusion detection syssolutions are proposed and evolved. The traditional cloud
tem is proposed using an ensemble system and metaarchitecture opens doors for the risk of a cloud intrusion.
heuristics.The proposed CIDS can monitor the entire
An intrusion is defined as an attempt to compromise Connetwork of the cloud, detect possible intrusions, and
fidentiality, Integrity and Availability (CIA) of a computer,
log all events.
network or cloud. This can be handled by executing one or
– The proposed CIDS is superior to the existing CIDSs
more of intrusive attacks. There are many of attacks that
in the literature in terms of performance, security,
can take place in cloud computing, e.g., Distributed Denial
robustness, consistency and stability.
of Service (DDoS), flooding, and port scanning. One of the
– To provide transparency, a third-party cloud service
accurate mechanisms to prevent such attacks is using a
is introduced at the top of the cloud.
cloud-based intrusion detection system [31].
The rest of this paper is organized as follows. A sumCIDSs vary depending on their type and the detection
mary
of literature review is presented in Section 2. In Secmethod that they use. There are three famous types of CIDS,
tion
3,
a set of essential concepts, processes and algorithms
namely, Host-based Intrusion Detection System (HIDS),
are
introduced.
Section 4 then explores the usage of enNetwork-based Intrusion Detection System (NIDS), and Distributed Intrusion Detection System (DIDS). HIDS runs on semble system and which models are used. Meanwhile Seca specific host machine to monitor and analyze collected tion 5 presents the design of the proposed CIDS, Section 6
data to detect intrusive events. NIDS identifies intrusions describes the functionality of the proposed CIDSS. Finally,
on key network points by monitoring and capturing all traf- Section 7 generalises the analysis and advantages of the
fic on the entire network. DIDS uses both HIDS and NIDS. proposed CIDS and CIDSS. Conclusions are drawn in SecRegarding detection methods, in the open literature, there tion 8.
are three well-known techniques, namely, signature-based
detection, anomaly-based detection, and hybrid detection.
Signature-based detection or also so-called misuse detec- 2 Related Work
tion identifies intrusions by matching the collected data
with a database of patterns of renowned attacks or pre- There are many of previous studies on the field of cloud indefined set of rules. The main drawback of the latter tech- trusion detection. However, in this study, we focus only on
nique is that it can only detect known attacks. On the other the design of CIDSs and services rather than the detection
hand, anomaly-based detection detects intrusions by com- method used. To start with, Yee et al. designed a CIDS to
paring the collected data against an established baseline. protect web services against certain attacks [68]. The proIf the current activity deviates from the normal case, then posed web service cannot be controlled by the cloud users.
it raises an alarm of a possible malicious attack. The main A model for new generation of CIDS is introduced by Bosin
advantage of anomaly-based detection is that it can detect et al. [8]. They proposed a web service to enable users to
either known or unknown attacks. Hybrid detection com- access intrusion detection services whenever needed. Morebines signature-based and anomaly-based together in one over, their web service does not allow the cloud users to
process. It was reported that CIDS which use hybrid detec- control the entire CIDS.
tion achieve better results than in other techniques [51].
Vieira et al. proposed a CIDS at cloud middleware layer
In the literature, there are many CIDSs that have been for capturing data packets and then analyzing them using
proposed to detect intrusion in cloud computing. Despite a hybrid CIDS [64]. They simulated their proposed CIDS
of this, most of existing CIDSs have some limitations such and found its performance acceptable for real-time cloud
as the ability to adapt with a high rate access in the network environment. Despite that, they did not include a reportof the cloud, vulnerability of detecting new and distributed ing mechanism to the cloud users within their CIDS. In
attacks, and lack of control from users [26]. Therefore, there the study of Roschke et al. [55], they introduced a central
is a need to develop a reliable CIDS taking into account all CIDS management that cooperates with a web service based
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on the VM-based CIDS proposed by Laureano et al. [37].
Their framework used many sensors for capturing data
from different cloud layers. Then the audit data is stored in
a database and analyzed by the analysis component. If the
central CIDS finds an attack, it will notify the user and give
him a full control to monitor and administer the CIDS. A
distributed system for intrusion detection in clouds using
mobile agents is proposed by Dastjerdi et al. [15]. It was
located at each VM to detect known and unknown attacks
in real-time. In spite of that, their system has a weakness
point on the number of VMs to be visited.
Lo et al. proposed a cooperative Intrusion Detection
System (IDS) framework for cloud computing networks [39].
Their distributed framework comprised of two separated
components which are a web service and an IDS. The web
service is designed to immunise the cloud from DDoS attacks. On the other hand, the IDS is implemented according
to the studies of [52, 59]. Mazzariello et al. emplaced a NIDS
on virtual switch of the physical machine that hosting user
virtual machines [42]. Their NIDS proved its efficiency in
terms of load sharing of large volumes of data. An IDS in
VMs for securing cloud from DDoS attacks is introduced in
the study of [6]. It was a NIDS that can detect only known
DDoS attacks efficiently.
Patel et al. proposed an autonomic agent-based selfmanagement cloud Intrusion Detection and Prevention System (IDPS) to detect most types of attacks in real-time [50].
Although they did not give any details about the implementation of their work. A distributed CIDS model is introduced by Gul et al. in which it can handle a large amount
of traffic flow by using multithreading [26]. Further, they
implemented a third-party CIDSS that is responsible for
monitoring and sending information to the cloud user as
well as an expert advice to the CSP. Lee et al. designed a
multi-level HIDS and log management at each guest operating system in cloud computing [38]. Their hybrid HIDS can
detect attacks at fast rate but consumes more resources for
high level users as a limitation.
Furthermore, one of the significant researches on the
field is the work of Kholidy et al. who developed a framework for a CIDS. Their framework is scalable and elastic
with no central coordination which can detect threats in a
hybrid manner [32]. If an attack is detected, then the system alerts the CSP by a report. Alsafi et al. introduced an
effective and efficient IDPS which combines both IDS and Intrusion Prevention System (IPS) in one mechanism [2]. The
proposed IDPS is a hybrid detection system that can detect a
various number of attacks and stop them. A scalable IDS is
developed based on cloud computing by Zarrabi et al. [69].
It benefits from cloud computing features and it also overcomes the cyber attacks. In the study of Shaikh et al. [56], a
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trust-based framework was proposed for achieving security
within cloud environments. The proposed framework depends on calculating a trust value which can be utilized as
a security strength evaluator for both CSP and users. Shelke
et al. introduced a multi-threaded distributed CIDS [58]. It
uses a hybrid detection method to detect attacks within
cloud and sends reports to the users by a third party cloud
service.
Kholidy et al. proposed a hierarchical, autonomous,
and forecasting-based CIDS that can monitor, analyze the
system events, and evaluate the risk level [33]. It is a NIDS
that depends on a forecasting engine that runs the HoltWinters algorithm. Another work by Kholidy et al. presented
three attack prediction models for their proposed Autonomic Cloud Intrusion Detection Framework (ACIDF) [34].
They examined three models, namely, Finite Context Prediction Model (FCPM) that uses a Variable Order Markov
Model (VMM) with a Probabilistic Suffix Tree (PST), Finite
State Hidden Markov Prediction Model (FSHMPM), and
Holt-Winters Prediction Model (HWPM). They reported that
the examined models scored good results when validated
on a DARPA dataset [45]. A detection method for illegal
access for cloud environment is proposed by Alguliev et
al. [1]. The proposed anomaly-based detection method detected any abnormal behavior in the cloud by using the
cosine similarity method and applying the collaborative
filtering method. In the study of Wang et al. [67], they designed a Cloud Service Trust Evaluation Model (CSTEM).
The proposed model based on combining weights and gray
correlation analysis.
Finally, it can be observed from the above reviewed
literature that some studies concentrated on solving the
problem of handling a large flow of cloud data by proposing a multithreaded CIDS. Whilst others tried to design a
third party cloud service to deal with cloud users when
an attack occurred. The rest introduced hybrid detection
IDS to immunise the cloud against known and unknown
attacks. Therefore, the design of an integrated CIDS which
is multithreaded, hybrid and dynamic with a third party
user-friendly cloud service is still a big challenge.

3 Materials and methods
This section introduces all preliminary terms and processes
that are vital to our design of CIDS.
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3.1 Feature extraction

both benign and intrusive flows which are based on various applications and network protocols. In order to cover
Machine learning-based security approaches are likely vul- a diverse set of common attack scenarios, they executed
nerable to poisoned datasets which can be caused by a 20 different attack types which can be categorized into 7
legitimate defender’s misclassification or attackers aiming major attack families or categories, namely, Brute Force,
to evade detection by contaminating the training data set. Heartbleed, Botnet, Denial of Service (DoS), DDoS, Web
There also exist obvious gaps between the lab environment attack, and Infiltration. Moreover, they tested the full exand the real world. Giving importance to the former fact tracted features using a RandomForestRegressor to select
which necessitates the need for an auditing system as a part a short feature subset which can be the best detection feaof any cloud-based IDS. Regardless of the type of detection tures for all seven attack categories. Hence, they reported
method, the auditing system captures data flow passing that a subset of 23 features is the optimal feature set for all
through the entire infrastructure of the cloud. Then, the attack types [57]. The list of the optimal features and the
collected flow should be analyzed by carrying out an im- corresponding attack categories and protocols is shown in
portant process called feature extraction. Afterwards, these the first row of Table 1. The Forward term means a traffic
extracted features are useful for training or building pre- flow from the source to the destination. Whereas, the Backdiction models.
ward term indicates a traffic flow in the inverse direction,
Basically, the term “feature” stands for a particular that is, from the destination to the source. Finally, the term
aspect of information in the record. Thus, feature extrac- Flow means a bi-directional flow in either direction.
tion is a process where a set of descriptive statistics of the
In a similar manner, the Coburg Intrusion Detection
traffic flow is extracted for each packet separately. After Data Set (CIDDS) is a labeled flow-based dataset for the evalthat, these extracted features are saved together into one uation of anomaly-based IDS, and it is also publicly availrecord where each field of that record represents one of able on the Internet [13]. Indeed, CIDDS has two versions,
the extracted features. Continuing in this manner, a set of namely, CIDDS-001 [53] and CIDDS-002 [54]. The main difrecords of different data packets are obtained and stored ference between them is that CIDDS-001 has various attack
in a database or data warehouse for training or testing pur- types with a total of 92 attack types whilst CIDDS-002 is a
poses. Determining which features to be extracted from the port scan attack only dataset with a total of 43 port scan atcollected raw data is a big dilemma. Because it is critical to tacks. Furthermore, they collected unidirectional NetFlow
extract only features that are able to characterize success- audit data and analyzed them to extract 10 different feafully the activity of the origin data packets. This will help tures as well as an additional attribute for the appropriate
prediction models to determine whether the packet has a label. The attack types in CIDDS-001 are also grouped into
malicious activity or not, and then a decision is taken to four major attack categories such as DoS, Brute Force, Port
decide which traffic may pass and which traffic is blocked Scan, and Ping Scan. Thus, we included nine features of
accordingly. In this subsection, we specify a set of features CIDDS to our auditing system, where the remaining feature
to be extracted by the auditing system of our proposed CIDS. is duplicated. The selected features of CIDDS are presented
These features are well-known and are reported in some of in the second row of Table 1.
previous studies in the literature.
Moreover, NSL-KDD is a well-known IDS dataset and
Lashkari et al. [36] presented a new software known widely used in intrusion detection field [49, 61]. NSL-KDD is
as CICFlowMeter which is publicly available on the Cana- an improved version that resolved all limitations of earliest
dian Institute for Cybersecurity website [12]. By using CI- IDS datasets: DARPA [43, 45] and KDD CUP 99 [60, 62]. They
CFlowMeter, they generated Tor flows and proposed a set of captured tcpdump raw data and then processed it to extract
time-related features to identify and characterize Tor traffic. 41 different features. In addition to that, NSL-KDD has 38
In addition to that, they have proved that using time-related attack types which are combined into four major attack
features only they can identify and characterize Tor traffic categories, namely, DoS, Probing (Probe), Remote to Local
to some extent.
(R2L), and User to Root (U2R). There are many previous
After that, Sharafaldin et al. [57] have extended the for- studies that performed a feature selection process to NSLmer study and published a new reliable IDS dataset called KDD to select feature subsets that suited with each attack
Canadian Institute for Cybersecurity Intrusion Detection category [3, 5, 47, 48, 66]. We concluded all these feature
Systems 2017 (CICIDS2017) [9]. CICIDS2017 is completely subsets in the third row of Table 1 after removing duplicated
labeled dataset and has 80 network traffic features which attributes.
are extracted from pcap raw data using the CICFlowMeIn this study, we selected all the forty features in Table 1
ter. Further, the features are extracted and calculated for to be calculated and extracted from traffic flows through
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our auditing system by using the same procedures that were
used in the previous studies discussed above. We believe
that the selected set of features are able to represent the different activities of the users as well as cover wide range of
common attack families. Finally, Gharib et al. [25] proposed
an evaluation framework for IDS datasets that reflects the

characteristics of a valid dataset, and consists of eleven
characteristics, namely, Complete Network Configuration,
Complete Traffic, Labeled Dataset, Complete Interaction,
Complete Capture, Available Protocols, Attack Diversity,
Anonymity, Heterogeneity, Feature Set, and Metadata. It
has been shown that the selected features in Table 1 are

Table 1: List of extracted features and the corresponding attack families and protocols.

Features
Backward Packet Length Minimum
Subflow Forward Bytes
Total Length Forward Packets
Forward Packet Length Mean
Backward Packet Length Standard deviation
Flow Inter Arrival Time Minimum
Forward Inter Arrival Time Minimum
Flow Inter Arrival Time Mean
Flow Duration
Flow Inter Arrival Time Standard deviation
Active Minimum
Active Mean
Backward Inter Arrival Time Mean
Initial Window Forward Bytes
Acknowledge Flag Count
Forward Push Flags
Synchronization Flag Count
Forward Packets/second
Initial Window Backward Bytes
Backward Packets/second
Push Flag Count
Average Packet Size
Forward Inter Arrival Time Mean
Source IP Address
Source Port
Destination IP Address
Destination Port
Transport Protocol
Start Time Flow First Seen
Number of Submitted Bytes
Number of Transmitted Packets
TCP Flags
Network Service
Number of Received Bytes
Source Connections Count
Synchronization Flag Error Rate
Different Services Rate
Destination Connections Count
Reject Flag Error Rate
Rate of connection to different destinations
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Attack Categories
Brute Force
Heartbleed
Botnet
DoS
DDoS
Web Attack
Infiltration

Protocols
HTTP
HTTPS
FTP
SSH
Email protocols

DoS
Brute Force
Port Scan
Ping Scan

TCP
UDP
ICMP

DoS
Probe
R2L
U2R

SMTP
HTTP
FTP
Telnet
ICMP
SNMP
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totally complied with aforementioned evaluation framework [25].

where
D2 =

∑︁

IG(c|X) ,

c∈C

R2 =

3.2 Data preprocessing

x∈X

Most of the machine learning models can only work with
numerical values for training and testing. Therefore, it is
necessary to convert all non-numerical values to numerical
values by performing data numericalization. We prefer to
use the method of data numericalization such that for each
nominal feature, its values are ordered alphabetically. After
that, the ordered nominal values are converted to numerical
values by assigning specific values to each variable ranged
in [1, length of the list].
Then, the data normalization process has taken place
when all numeric features in the dataset (including the
transformed nominal features) are mapped into [0,1] linearly by using the following Min-Max transformation formula [65].
x i − Min
xi =
,
(1)
Max − Min
where x i is the numeric feature value of the i th sample, Min
and Max are the minimum and maximum values of every
numeric feature, respectively.

3.3 Feature and Hyperparameter selection
Recently, Elmasry et al. [21] proposed a novel double Particle Swarm Optimization (PSO) algorithm for automatic
feature and hyperparameter selection. It is a top-down
hierarchical metaheuristic which simply consists of two
sequential levels. In the upper level, it receives the given
dataset with full feature set (D) and runs the Fitness Proportionate Selection Binary Particle Swarm Optimization
and Entropy (FPSBPSO-E) algorithm [21] to select the optimal feature subset. FPSBPSO-E is a modified version of the
single-objective filter-based feature selection method that
was introduced by Cervante et al. [10]. The major difference
between FPSBPSO-E and the method in the study of [10] is
applying the Fitness Proportionate Selection Binary Particle Swarm Optimization (FPSBPSO) algorithm [70] in the
core of optimization process rather than using the traditional Binary PSO. FPSBPSO-E determines the relevance
and redundancy of the selected feature subset by measuring the entropy of each group of features. Mathematically,
the fitness function can be computed using the following
formula [10].
Fitness2 = α2 × D2 − (1 − α2 ) × R2

1 ∑︁
IG(x|{X/x}) ,
|S|

(2)

where X is the set of the selected features and C is the set
of class labels. D2 indicates the relevance between the selected features and the class labels by calculating the information gain (entropy) in the class labels given information
of the selected features. R2 evaluates the redundancy contained in the selected feature subset by measuring the joint
entropy of all the selected features. Fitness2 is a maximization fitness function which minimizes the redundancy (R2 )
and simultaneously maximizes the relevance (D2 ). In addition to that, α2 is a weight parameter which is a constant
value ranged in [0,1]. Finally, FPSBPSO-E outputs the optimal feature subset and reduces the original dataset to the
reduced dataset D* with only the selected features.
After that, in the lower level, the double PSO-based
algorithm receives a copy of the reduced dataset D* and
the type of the deep learning model M as inputs and then
executes a continuous PSO-based algorithm [19] for hyperparameter selection. The PSO-based algorithm maximizes
the accuracy of model M over the given training set of the reduced dataset D* and outputs the optimal hyperparameters
vector H * of the model M. Finally, the double PSO-based
algorithm outputs both D* and H * and terminates. Figure 1
shows the diagram of the double PSO-based algorithm.

Figure 1: The diagram of the double PSO-based algorithm.
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our previous studies [19–21] confirmed their effectiveness
in both masquerade detection and network intrusion detection; ii) many review articles pointed out their success
Ensemble system or also known as ensemble learning is a
in solving intrusion detection problem [4, 63]; iii) they are
technique where a combination of several classifiers is used
common in the static classification tasks such like intrusion
with the aim of creating an improved composite model [14].
detection. On the other hand, the second part is merely a
The structure of an ensemble system can be based either on
majority voting engine to fuse all votes of the individual
classifiers of different types (heterogeneous ensemble) or of
models to the final decision depending on majority (the
the same type (homogenous ensemble) [24]. The main mermost votes). Table 2 presents the truth table of the majority
its of using such ensemble system are to increase accuracy
voting engine. Notably, the majority is guaranteed when
and robustness, better overall generalization, and ability
taking the final decision because we have an odd number
to handle large data. The main idea behind the ensemble
of models (three). Finally, we believe that building such a
system is to train all combined classifiers simultaneously
bagging ensemble system is worthwhile in order to comon a training set. Then, testing every unseen data against
pensate for the mistakes of a single deep learning model
a series of the learned classifiers in such a way that each
by the other deep learning models.
classifier produces its decision. Later, their decisions are
fused together in order to obtain the final decision. In the
literature, there are two methods to combine all decisions Table 2: The truth table of the majority voting engine.
together, namely, bagging method and boosting method.
Predictions
The bagging method combine all decisions by averaging
Final decision
DNN
LSTM-RNN
DBN
the prediction over a collection of classifiers. Whereas, the
Normal
Normal
Normal
Normal
boosting method weighted vote with a collection of classiNormal
Normal
Attack
Normal
fiers.
Normal
Attack
Normal
Normal
Recently, exploiting ensemble system in intrusion deNormal
Attack
Attack
Attack
tection area has witnessed a surge of research efforts [7,
Attack
Normal
Normal
Normal
11, 18, 30, 40, 41]. The experimental results of the previous
Attack
Normal
Attack
Attack
researches indicated that the ensemble-based approach
Attack
Attack
Normal
Attack
reaches more reliable results when compared with the sinAttack
Attack
Attack
Attack
gle classifier. In this study, a bagging ensemble system is
utilized to detect intrusions in the proposed CIDS. The proposed bagging ensemble system consists of two adjacent
parts as shown in Figure 2.

4 Ensemble system

5 Proposed CIDS
The open and distributed nature of cloud computing as
well as its service oriented paradigm, make cloud infrastructure highly vulnerable to various potential attacks. The
traditional IDSs are insufficient for such environment and
threats. Therefore, there is a real need for developing an
integrated cloud-based IDS which takes into account all the
emerging problems and challenges during its design. An
Figure 2: The basic structure of the proposed Bagging ensemble
integrated CIDS means that incorporating renowned solusystem.
tions to communicate over a single platform. In this section,
we propose the design of our integrated cloud-based IDS.
The first part comprises of a series of three deep learn- Figure 3 depicts the flowchart of the proposed cloud-based
ing models, Namely, Deep Neural Networks (DNN) [27], IDS. It consists of five main modules, namely, monitoring,
Long Short-Term Memory Recurrent Neural Networks processing, analysis, prediction, and response. The details
(LSTM-RNN) [29, 35], and Deep Belief Networks (DBN) [28]. of each module are discussed in the upcoming subsections.
The reasons for choosing these models rather than other
deep learning models are: i) The experimental findings in
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Figure 4: The process of the monitoring module.

that the operation of the monitoring module is lasting, continuous and independent from other modules.

5.2 Processing module
The processing module performs all required missions prior
to the prediction process. It firstly receives data records
Figure 3: The flowchart of the proposed CIDS.
from the feature extractor and tries to assign them to the
proper class label (either “Normal” or “Attack”). This can
5.1 Monitoring module
be accomplished by leveraging a signature-based detection procedure which employs a set of pre-defined rules
Primarily, the cloud users access their data and applications (signatures) to match the inspected data record against
on remote servers at the site of CSP over the cloud network. known attack patterns. If there is a match, the data record
Thus, user actions and requests must be monitored and will be labeled as an “Attack”. Otherwise, it will be labeled
logged through an auditing system. The monitoring module as “Normal”. These rules are defined and set by the cloud
is deemed to be the auditing system of the proposed CIDS. It service provider. After that, processing module stores the
performs two separated functions, namely, capturing traffic labeled data record in a database we named it as “master
flows and feature extraction.
database”.
The first function of the monitoring module is capturThe former process will take place only in the first run
ing all the in-bound and out-bound data packets that are of the system. In other words, in the first run, the processtraversing within the cloud network. In order to facilitate ing module will create the master database from scratch,
this task, the monitoring module uses sensors to sensitize receive data records, label data records using the above
network traffic. Further, the monitoring module has the mentioned method, and save the labeled data records in
flexibility to capture data packets of different application, the master database sequentially. Once the master database
transport and network protocols such like TCP, UDP, ICMP, becomes rich enough in diversity and quantity, the processIP, HTTP, SMTP, etc. The collected traffic flows is stored im- ing module will stop the former process and creates another
mediately in the shared queue. The aim of using the shared database from scratch. We named it as “unseen database”.
queue is to be an intermediate station between packets Then, all new coming data records will be saved in the uncapturing and feature extraction, that is, to store collected seen database without labeling. Accordingly, the master
data packets until the feature extractor processes them se- database which contains labeled data records will be used
quentially. The shared queue has enough space in term of as the training set of our cloud-based IDS. On the other
storage capacity to store the collected data packets without hand, the unseen database which contains unlabeled data
overflow.
records will be the test set.
Afterwards, the feature extraction process takes place
The last function of the processing module is data prethrough a feature extractor. Our feature extractor handles processing. It occurs just when processing module finished
every data packets in the shared queue in such a way it filling in the master database. The data preprocessing will
extracts 40 features from the data packet as mentioned be handled on the master database using the same procein subsection 3.1. Then, it put all the extracted features of dure which is explained in subsection 3.2.
the data packet into a data record or tuple and sends it to
the next module, i.e., the processing module. These data
records are the essence of the scene and the raw material 5.3 Analysis module
that we need for training and prediction. Figure 4 shows
the process of the monitoring module. It is worthy to say The analysis module performs pre-training and training
phases of the deep learning models. In the pre-training
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phase, the analysis module executes the double PSO-based 5.5 Response module
algorithm which is explained in subsection 3.3 for both
feature and hyperparameter selection. Firstly, the analysis The response module is in charge of controlling the whole
module receives a copy of the master database after data operation in the proposed CIDS by carrying out three major
preprocessing. Next, it executes the upper level of the dou- functions. First, it receives the final decision along with the
ble PSO-based algorithm on the master database to find tested data record, and then it labels the tested data record
out the optimal feature subset. After that, it reduces the with the final decision. Thereafter, it updates the master
master database using only the optimal features. Then, it database by saving the new labeled data record at the end
executes the lower level of the double PSO-based algorithm of the master database.
by using the reduced master database to obtain the optimal
The second function is responsible for taking a reaction
hyperparameter vector of the desired deep learning model. upon the final decision whether it is “Normal” or “Attack”.
Because we have three deep learning models, the latter step In the case of “Normal”, the response module sends a comwill be repeated three times one for DNN, LSTM-RNN and mand to the prediction module to continue with the next
DBN models, respectively. Afterwards, the training phase data record in the unseen database to predict its label. On
takes place for each deep learning model separately on the the other hand, if the received final decision is “Attack”,
reduced master database.
then the response module raises an alarm that the cloud
network is undergoing a potential malicious activity. Afterwards, the response module terminates the session of the
5.4 Prediction module
attacker as well as blocks all traffic flows belonging to that
malicious activity. In addition to that, the response module
The prediction module is the core of the proposed CIDS that enforces the processing module to perform a data preproperforms two sequenced functions. The first is construc- cessing on a new copy of the updated master database, and
tion of the bagging ensemble system which was proposed sends the preprocessed master database to the analysis
in Section 4 using the learned DNN, LSTM-RNN and DBN module. Then, the analysis module runs again to produce
models that previously obtained from the analysis mod- new optimized deep learning models, and sends them to
ule. Then, processing module gets a copy of the unseen the prediction module which in turn constructs the bagging
database and performs a data preprocessing on it as well. ensemble system again and predicts a new data record from
The second function of the prediction module is to pick the unseen database.
up a data record from the preprocessed unseen database
The final function of the response module is logging
sequentially. After that, the picked data record is tested all events in a private log file for further processing later.
using the bagging ensemble system, and the final decision Figure 5 depicts the framework of the proposed cloud-based
obtained from the majority voting engine is delivered to the IDS.
response module.

Figure 5: The framework of the proposed CIDS.
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intruder compromised the host machine, the HIDS that is
hosted on that host machine will be neutralized. Therefore,
deploying the CIDS as a NIDS will be the best choice in such
Another shortcoming of the traditional IDSs is the lack of
a cloud environment [26].
control of the user because usually the traditional IDSs are
Accordingly, we designed the proposed CIDS to be a
monitored and administrated by the cloud service provider.
NIDS and placed it at the back-end of the cloud infrastrucThus, if an intruder succeeds in penetrating and stealing
ture for internal and external intrusion detection. More
or damaging the data of a user, the user will not be notified
specifically, the proposed CIDS will be placed outside the
directly. Instead of that, the IDS will send all information
VM servers on a key network choke point such as switch at
about intrusion to the CSP, and the cloud user has to rely
the site of the cloud servers. This global view of the system
on that. For the sake of image and reputing, the CSP might
will enable the proposed CIDS to monitor network traffic efnot inform the cloud user about the loss and conceals the
ficiently. In addition to that, we placed the proposed CIDSS
information. In such a scenario, a neutral cloud service can
at the top of the cloud infrastructure (directly after the frontensure adequate alerting and monitoring for cloud users.
end of the cloud) on a bottle neck of network points such
Giving importance to the former case, we propose a
as the router or gateway. Figure 7 shows the architecture of
third party cloud service that can monitor the proposed
the proposed CIDS and CIDSS.
CIDS as well as provide alert reports to both the cloud users
and CSP. Indeed, it is a web-based cloud service that has
two main functions, namely, administration and reporting.
The administration function means that the proposed cloud
service can deal with both the user and CSP to allow them
to configure the proposed CIDS with certain privileges. On
the other hand, in the case an attacker manages to perform
a malicious activity on the user’s data or applications, the
proposed cloud service receives an alert from the response
module with recent information in the log file. Hence, the
proposed cloud service in turn prepares a detailed report
and sends it directly to the cloud user and CSP as well.
Figure 6 depicts the main functions of the third party cloud
service. We believe that by employing the proposed CIDSS,
both the transparency of information and security of data
can be achieved.

6 Proposed CIDSS

Figure 7: The architecture of the proposed CIDS and CIDSS.

Figure 6: The main functions of the proposed CIDSS.

The type and location of IDS within the cloud infrastructure are very critical issues that arose when designing
a cloud-based IDS. Basically, the cloud computing uses
the concept of “virtualization” of resources, where many
cloud users are hosted on one physical machine “hypervisor server” in a cloud data center. Deploying the CIDS as a
HIDS in hypervisor will allow the CSP to monitor the VMs
on that hypervisor. With high volumes of traffic and data
flow, there would be data packets dropping and overloading of the VM that is hosting CIDS. Moreover, if an offending

As we can seen from Figure 7, placing the proposed
CIDSS as a SaaS at the top of the cloud as well as placing
the proposed CIDS as a NIDS at central point in the back-end
of the cloud makes our design as a distributed approach
across all regions of the cloud.

7 Analysis and Discussion
In this section, we present the advantages of the proposed
cloud-based IDS, and how our CIDS resolves the limitations
of the existing cloud-based IDSs that were discussed in
Section 2.
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7.1 Hybrid CIDS
It is reported that the traditional IDSs are not suitable for
cloud environment, because the signature-based detection IDSs cannot detect new or unknown attacks, meanwhile, the anomaly-based detection IDSs are computationally expensive and need a large amount of pure normal
data [46]. As mentioned in Section 5, the proposed CIDS
combines the two detection techniques together, since it
performs knowledge-based detection (known trails of previous attacks) in the processing module as well as performs
behavior-based (comparison of recent user actions to usual
behavior) in the prediction module. At the result, the proposed CIDS will cover all known attack signatures as well as
knowledge of new threats. Moreover, using a hybrid detection IDS will increase the accuracy and decrease the false
alarm rate significantly [26].

7.2 Dynamic CIDS
The proposed CIDS is a dynamic system through three different perspectives. Firstly, it uses an ensemble system for
intrusion detection that combines three well-known deep
learning models which have the superiority over traditional
machine learning methods in terms of performance. Secondly, it utilizes the double PSO-based algorithm for both
feature and hyperparameter selection which makes the
architecture of the deep learning models modifies dynamically. This can be explained by the fact that every time the
analysis module executes the double PSO-based algorithm,
it generates new optimal feature subset from the master
database, then it outputs the optimal hyperparameters for
each deep learning model that maximizes the accuracy over
the reduced master database.
The third perspective is that the response module
updates the master database periodically with new predicted “Normal” and “Attack” data records. Accordingly,

Figure 8: The mechanism of multithreading in the proposed CIDS.

this makes the master database representative dataset of
real-world traffic. Furthermore, in the case of an attack, the
response module enforces the analysis module to execute
the double PSO-based algorithm again for new feature and
hyperparameter selection which makes the deep learning
models taking into account the history of all previous predictions in the master database when generating a new
prediction for an unseen data record.

7.3 Multithreaded CIDS
Equally important is that the cloud computing generates
an enormous amount of data due to a high network access
rate. Therefore, cloud-based IDSs should be robust against
false positives and noise data. In general, the traditional
IDSs are not sufficient for cloud like environments for many
reasons such as these IDSs are single threaded and the
cloud computing has a massive network traffic that doomed
to failure to handle such a large data flow, and due to rich
dataset flow [26].
In order to overcome this concern, we designed the proposed CIDS to be a multithreaded IDS, that is, every module
operates separately inside an independent thread of the
same server. This results in the multithreaded CIDS being
able to process large amount of data, reduce the packet loss,
and avoid overloading of the VM hosting IDS. As a result,
the proposed CIDS will improve the performance over the
cloud infrastructure.
For the sake of further improvement, we also added
levels of multithreading in our design of CIDS. Whereas
the top level contains all the main modules, the bottom
level includes the entire functions of each module. Figure 8
shows the mechanism of the proposed multithreaded CIDS.
Finally, we believe that such a Parent-Child hierarchy will
provide a fast and quick processing.
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7.4 Transparent CIDSS
The proposed CIDSS acts as an intermediate gate between
the user or CSP and the the proposed CIDS. It not only controls the entire CIDS, but it also provides transparency for
both the users and CSP. It keeps the users and CSP up-todate by sending periodic reports to them in order to inform
them about any intrusions happened.

7.5 Effective CIDS
In order to evaluate the performance of the proposed CIDS,
an empirical experiment on real data is performed. We utilized two well-known IDS datasets, namely, NSL-KDD and
CICIDS2017 datasets to test our ensemble system against
single DNN, LSTM-RNN, and DBN models. Table 3 presents
the results of the empirical experiment. The underlined
values in Table 3 refer to the best score of the particular
dataset. Based on these findings, our ensemble system outperformed other models in terms of Detection Rate (DR)
and False Alarm Rate (FAR) in all datasets.

Figure 9: The critical difference diagram of the tested models on all
datasets.

7.6 Computational complexity

The core part of the proposed CIDS is the analysis and prediction modules. Regarding the analysis module, a double
PSO-based algorithm is applied to select the optimal feature subset as well as the optimal hyperparameters. As mentioned before, the double PSO-based algorithm utilized the
FPSBPSO-E algorithm for feature selection which have a
complexity of O(pnlog(n)) where n is the initial population
size and p is the number of iterations. Further, the double
PSO-based algorithm exploited a PSO-based algorithm for
hyperparameter selection and since the PSO-based hyperparameter selection algorithm computes fitness function
Table 3: Results of an empirical experiment on NSL-KDD and CIfor each particle, updates each particles personal best vecCIDS2017 datasets.
tor, and finally updates the global best vector for the swarm
regarding all iterations, the complexity become O(n4 ). In orDataset
Optimiztion algorithm Model
DR (%) FAR (%)
DNN
92.22
2.4
der to emphasize the computational overhead, we benefited
LSTM-RNN 95.36
1.66
from the Rosenbrock function to reveal the performance
PSO
DBN
98.8
1.55
of the FPSBPSO-E algorithm, and we observed that it was
Ensemble 99.3
1.17
NSL-KDD
more consistent but less sensitive to the choice of hyperpaDNN
96.38
0.51
LSTM-RNN 98.18
0.39
rameters whereas the PSO-based hyperparameter selection
Double PSO
DBN
99.81
0.23
algorithm produced better results than any other alternaEnsemble 99.9
0.16
tive. However, it has a slower convergence on locating the
DNN
94
1.9
global minimizer. When comparing both approaches, the
LSTM-RNN 95.38
1.3
PSO
DBN
96.68
0.8
PSO-based hyperparameter selection algorithm requires
Ensemble 98.5
0.5
almost double the resources and execution time against
CICIDS2017
DNN
97.58
0.28
FPSBPSO-E algorithm [21].
LSTM-RNN 98.68
0.16
Double PSO
On the other hand, the prediction module depends on
DBN
99.9
0.1
Ensemble 99.98
0.06
a bagging ensemble system of three deep learning models
to predict intrusions. We can distinguish between three
phases of the bagging ensemble system: training, search of
In order to interpret the results of Table 3 visually, we the optimal ensemble, and inference. It is reported that the
also plotted the Critical Difference Diagram (CDD) [16]. Figu- computational complexity of the training phase is O(B(N +
re 9 illustrates the CDD of the tested models on all datasets. R)), where N is the number of classifiers, R is the number
Finally, we obtained the Critical Difference (CD) value which of replacements, and B is the number of bags. Meanwhile
is shown as a bar above the figure and equals 3.3166.
the computational complexity of the searching phase is
O(N), the computational complexity of the inference phase
is O(B) [23].
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7.7 Limitations
The proposed system might suffer from two potential limitations. Firstly, the Processing module used a signaturebased detection procedure in creating the master database.
The signature-based detection relies on a set of rules that
defined solely by the CSP to determine which records are attack or not. If these rules are not updated enough to classify
the attacks correctly, then the master database may have
several misclassified records inside and then the process of
the analysis module which depends on the master database
may be affected significantly. Secondly, the proposed multithreaded CIDS needs a lot of resources that one server
cannot afford. Therefore, the process of multithreading can
be divided to a cluster of machines in order to benefit from
the parallel computation capability.

8 Conclusion
The prevention of intrusion is deemed to be the cornerstone
of cloud security. Despite of the excessive work that has
been introduced on cloud intrusion detection in the last
decade, finding a cloud-based intrusion detection system
with effective intrusion detection mechanism is still desirable. In this study, a new integrated CIDS is proposed with
full details of its design being explained. It merged five
modules which cooperate together to accomplish multiple
tasks. The monitoring module acts as an auditing system to
capture traffic flows and extract 40 features from them. The
processing module is responsible for creating and updating
the databases, and to do data preprocessing when needed.
In addition to that, the analysis module leverages from a
double PSO-based algorithm for feature and hyperparameter selection to train three deep learning models. Then, the
prediction module constructs a bagging ensemble system
of the trained models to predict intrusions. Finally, the response module takes a reaction upon the decision of the
prediction module as well as logs all events happened. Furthermore, a reliable third-party cloud service is proposed
to control the performance of CIDS and send reports to the
user and CSP. To our knowledge, the design of the proposed
CIDS and CIDSS resolves all the limitations and shortcomings of the existing cloud intrusion detection systems in
the literature.
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