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1 Introduction

Abstract: This paper presents a review of state-of-the-art
security frameworks for IoT applications. It aims to find out
what alternatives have been proposed to guide IoT application developers in the implementation of security measures through all development phases. In this literature
review, we identified 21 security frameworks, and we analyzed them from IoT application domains addressed and
IoT elements protected. We find four application domains:
generic, smart cities, smart car/VANET, and smart infrastructures. Concerning elements protected, we analyzed the
frameworks through protected application resources and
we also consider security properties in this paper. Our two
principal findings are: (i) Even though there are a wide variety of security frameworks, we did not find a proposal that
addresses all the layers of an IoT application (device, network, service and application) and all development phases
(analysis, design, implementation, testing, deployment,
and maintenance), (ii) Addressing security from the design
phase allows IoT developers to have a broader perspective of the system, avoiding massive changes to be made in
later stages, saving costs and time. This gap and concerns
enable various research on security by design and secure
development to be carried out, and proposed frameworks
to address the identified problems.

Internet of Things – IoT, is a paradigm that is described
as a network of physical and virtual objects (things), with
embedded technology to communicate and detect or interact with their internal states or with the external environment [6, 28]. The IoT comprises an ecosystem that includes
things, communications, applications, and data analysis,
in which each object has an identification [45].
IoT has applications in sectors such as industrial
processing, agriculture and breeding, logistic and product lifetime management, medical and healthcare, smart
home/building, public safety, environmental monitoring,
smart mobility, and smart tourism [9].
Mahalle and others [32] divide the challenges faced by
the development of IoT applications into two categories:
technological and security. The technological challenges
refer to factors such as wireless communication, energy
consumption, scalability, identification of sensor nodes, etc.
The second group includes security, data privacy [5, 16, 29],
resource trust [34, 47], identity management, end-to-end
security, to name a few.
The security of an IoT application, as with any system,
must be addressed throughout the development cycle. The
system development cycle is guided by several development models, whether the traditional approach or agile
development. These models include phases as planning,
analysis, design, development, implementation, and maintenance. The analysis phase is where IoT application developers identify the functional requirements and quality or
non-functional requirements. Security is a system quality
requirement. In section 6, we go deeper into this aspect.
Managing the security of an IoT application must begin in the analysis and design phase. To consider security
measures in these phases makes it easier for developers to
have a more unobstructed view of what resources should
be secured and how they should be secured. The above
allows the IoT developers to design the security elements
that will be required and to make better decisions during
the application construction.
Several stakeholders are involved in the construction
of an IoT application. Patel and Cassou [42] define five roles
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involved in the development of IoT applications: domain sues, and a review of other studies on IoT security and
expert, software designer, application developer, device privacy. Similarly, they present a taxonomy of attacks and
developer, and network manager. These roles focus on one their impact, the mitigations and countermeasures, and
part in the design of an IoT application, and we do not open research areas. The systematic review of [44] focuses
identify a role that acts as an expert in information security on trust-based security frameworks.
issues.
The review in [25] addresses Information Security
One of the alternatives that IoT application developers Frameworks, intending to facilitate organizations to carry
can take is to use guides and good practices or frameworks out government strategies regarding the security of their asthat guide them on how and where to implement safety sets and make decisions for their investment for secure IoT
measures to protect their IoT application. A framework is deployments. The authors analyze four frameworks, and
a reusable design, either for a model or a source code, or they compare them according to the ISO 27001 standard.
both, that can be specialized and extended to provide a
The three related works are in line with ours in terms
part of the general functionality of many applications [27]. of introducing the reader to various security solutions for
The motivation for carrying out this research is that IoT. But what differentiates the papers is the focus of each
we did not find in the literature (review made until July research. The focus of [39] is to present multiple secure ar2020) any review or research on security frameworks for chitectures, and urgent security and privacy concerns most
IoT focuses on the security concerns and the design phase relevant to IoT, and [44] focuses on one property of security,
of development. Section 2 shows other works that address in particular, trust. Regarding [25], the focus is on inforsecurity frameworks from different perspectives than ours. mation security and security risk management. Our focus
In addition, there are other proposals, such as reference is on the security frameworks that guide or facilitate the
architectures (RA), that guides IoT application developers implementation of security measures in IoT applications
in the building of IoT applications. Two of the most repre- on the design phase of development.
sentative RAs in the literature are those proposed by the
Numerous literature review papers address security
ITU-T [28] and the IoT-A Project [15], where security is not in IoT. These works have focus on a wide variety of topthe primary purpose, neither it is widely addressed.
ics, among which are security challenges, security and priIn this paper, we perform a literature review about pro- vacy issues, cyber-attacks, and various proposals and techposed frameworks to guide or facilitate the implementation nologies to address those. Also, there are security reviews
of security measures in IoT applications. The aim is to estab- for specific areas or domains such as smart homes, smart
lish which domains those are oriented to, which resources health, and smart cars among others.
they protect, and which phases of the development of IoT
applications they address.
The remainder of the paper is organized as follows.
3 Methods
Section 2 presents related works. Section 3 describes the
methodology that guided this work. Section 4 presents the
The research question that addressed this literature review
security frameworks for IoT proposed in the scientific litwas the following: Is there a framework for security manageerature. Section 5 discusses which IoT domains they adment in the design phase of an IoT application? To answer
dress and which IoT resources they protected. Section 6
the question, we set two goals:
introduces the good practices of implementing security dur1. To know if there is a security framework that guides
ing the development of IoT applications. Finally, Section
the implementation of security measures from the
7 presents the conclusions and identifies some research
design phase of an IoT application.
gaps.
2. To know which IoT resources and information properties are protected.

2 Related Work

We performed a document search in two specialized
databases, IEEE Xplorer and Scopus, using two groups of
In this section, we present other literature review about keywords: ’security model’ OR ’security framework’ AND
security frameworks and explain how they differ from our ’Internet of Things’ OR IoT.
As search criteria, we consider documents since the
work.
year
2010, and as document type, we include the conference
In [39], the authors provide an overview that includes
proceedings
and papers.
security architecture frameworks, security and privacy is-
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We applied the database search and downloaded the
Hernandez-Ramos et al. [23] propose a set of
metadata of 56 documents. After reading the abstract of lightweight authentication and authorization mechanisms
the articles, applying the quality criteria, we obtained 21 to support intelligent objects during their life cycle. It aims
primary documents to proceed with for the data extraction. to provide a comprehensive safety approach that takes adFor data extraction, we established two categories: (i) vantage of the design of new, lightweight safety protocols
framework overview – name, application domain, goal, for restricted environments for IoT.
development cycle phase addressed, (ii) framework’s target
Huang et al. [24] introduce SecIoT, a framework that
– information security properties and protected resources. includes: authentication mechanisms, a flexible role-based
access system and a security risk indicator interface. SecIoT
aims to help users understand and control the system security risks; and provides essential authentication, secures
4 Security Frameworks
communications, supports user authorization, and notifies
of potential risks.
In this section, we introduce the IoT security frameworks
Liu et al. [30] propose AEC, a framework to verify proproposed in the literature.
tocol authentication using Communicating Sequential ProAtamli and Martin [4] propose a threat model based on
cesses (CSP). CSP is a formal language to describe interuse-cases of IoT. IoT application developers can use this
action patterns in concurrent systems. This framework inmodel for determining where they invest efforts to secure
cludes three forms of authentication: entity authentication,
the IoT systems.
action authentication, and claim authentication.
Bohli et al. [8] propose Secure and sMARter ciTIEs data
Lize et al. [20] establish a formal trust management
management (SMARTIE), a framework that follows a datacontrol mechanism based on the architecture modeling of
centric paradigm. SMARTIE is a platform for securing senIoT. The authors decompose the IoT domain into the sensors and devices, for enabling resource access control, and
sor layer, core layer, and application layer. Each of these
providing secure data storage and processing capabilities
layers is controlled by a trust management for a particular
in smart city applications.
purpose, namely: self-organized, for the sensor layer, efChen et al. [11] introduce ACSM, a cybersecurity manfective routing for the core layer, and multi-service for the
agement approach composed of various model-based varapplication layer. The service requester performs the final
ious techniques. The ACSM aim is to protect networked
decision-making according to the collected trust informacomputing systems from cyber adversaries.
tion as well as the requester’s policy.
Condry and Nelson [14] present a model scalable and reMozzaquatro et al. [35] propose IoTSec, a reference onsilient, which aims to protect communications between IoT
tology for IoT security, in order to help find secure solutions
clients and the Gateway device. This solution employs comto the IoT environment. Authors designed IoTSec based on
putational, cryptography, signal/image processing, and
information security issues that can be represented using
communication capabilities for authentication and authostructured knowledge. IoTSec unifies concepts and clarifies
rization functions.
relationships among different terms, to provide an overview
Ge and Kim [19] present a framework for security modof the domain of security in IoT.
eling and assessment of the IoT, whose main objectives
Namal et al. [36] propose an autonomic trust manageare: (i) describe all possible attack paths; (ii) assess the
ment framework for web-based IoT applications and serlevel of IoT security through security metrics, and (iii) evalvices. This framework is based on the MAPE-K reference
uate the effectiveness of defense strategies. The proposed
model. This framework makes use of the MAPE-K feedback
framework consists of five phases: data processing, security
control loop to evaluate the level of confidence in an IoT
model generation, security visualization, security analysis,
cloud ecosystem.
and model updates.
Neisse et al. [37] present SeKit, a model-based Security
Hellaoui et al. [22] introduce TAS-IoT, a model for adapToolkit, focused on all layers of the iCore Framework. SeKit
tive security based on trust management. TAS-IoT consists
is a collection of metamodels that provides the basis for seof two algorithms to authenticate the message according
curity engineering tooling, add-ons, runtime components,
to the confidence level it associates with the sender of the
and extensions to address security, data protection, and
message. This adaptive security solution aims to reduce
privacy requirements.
authentication overhead by using packet authentication
Pacheco and Hariri [40] propose and IoT Security
only when required.
Framework. This framework has two purposes: to guide
the development of intelligent IoT infrastructure security
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and to identify potential vulnerabilities and the appropriate curity, privacy protection, security management, method,
mitigation mechanisms.
and evaluation mechanisms.
Pacheco et al. [41] propose an IoT Security DevelopZegzhda and Stepanova [52] present a theoretical
ment Framework (ISDF). Developers can be ISDF to con- framework to tackle security threats, aimed at disrupting,
sider security issues at all IoT layers and integrate security degrading, or destroying IoT components and services. The
algorithms with the functions and services offered in each authors propose a finite state model of the behavior of an
layer, rather than considering security in an ad-hoc and IoT agent, which is oriented to the development of IoT apafterthought manner. The main objective is to provide the plications within the network layer specifically. It aims to
architectural support to develop highly secure and reliable maintain adaptive topological sustainability in a hostile
IoT services that can proactively detect and tolerate ma- environment. To that end, it uses a hybrid architecture with
licious damage that may be due to attacks, malicious or reallocatable control centers and the balance of the number
natural failures and accidents.
of links between IoT entities.
Radomirovic [43] proposes a model consisting of an
asynchronous communication network and a Dolev-Yao opponent with fingerprinting skills, distinguishing between
5 Analysis of the proposed security
mobile and static devices. For the author, to reason about
frameworks
security and privacy, IoT must be considered as a fusion
of the operating system and a network, where incoming
and outgoing items as well as private space itself need to To analyze the security framework found in the literature,
we focus on two aspects: (i) which IoT application domains
be scanned for fraudulent devices and malware.
Serna et al. [46] present a framework that addresses the security frameworks are oriented to and (ii) which elesecurity and privacy issues in the Vehicular Ad-Hoc Net- ments of the IoT domain they are protecting.
work (VANET). The proposed framework consists of three
elements: (i) an inter-domain authentication system capable of providing a near real-time certificate status ser- 5.1 Security Framework Application Domains
vice; (ii) a mechanism to quantitatively evaluate the trust
level of a Certificate Authority and to establish an on-the-fly In the first focus of analysis, we identified four applicainter-operability relationship, and (iii) a privacy-enhancing tion domains of the 21 frameworks analyzed. 76,19% of
the frameworks are proposed for generic IoT applications,
model that addresses privacy in terms of linkability.
Singh and Bhandari [48] propose Network Security Sit- regardless of the application domain. The remaining frameuational Awareness (NSSA), a semantic web-based frame- works have been proposed for the following application
work for situational awareness network security. These au- domains: smart cities and Smart Car/VANET, with 9,52%,
thors address issues with a traditional network security and smart infrastructures with 4,76% representation. In
approach. These issues require a formal model to repre- Figure 1, we present the security framework organized by
sent entities in a network which should have the ability application domains.
to accommodate new entities, represent the relationships
The significant tendency towards security frameworks
between entities and also adapt to changes in the network for generic applications is because this type of proposal apconfiguration.
plies to the general requirements of any application domain.
Tahir et al. [49] present ICMKeyStream, a framework Examples of these requirements are device management,
for protecting against threats at the device layer and net- data transfer, data processing and storage, data analysis,
work layer. It use elements ICMetric and Secure Remote and data visualization, to name a few. In this sense, IoT
Rabbit Protocol. It aims to secure the entities and their in- developers can use these security proposals in an IoT aptercommunications. Also, providing security for the IoT, plication in the fields of health, smart home, industrial,
authentication, confidentiality, and non-repudiation for among others.
continuous data flow.
On the other hand, the reason to propose a framework
Yang and Fang [51] analyze the IoT linkage between for a particular domain is that it addresses the specific recommunication, control, and computation. The authors quirements of this particular domain. These differences
propose a security framework for control and computation. may be perceived in one or more of the layers of an IoT
This proposal considers the following aspects: architecture application.
security, terminal security, transport security, control seOf the frameworks analyzed, we identified that the proposed ones by Pacheco and Hariri [40] for smart infrastruc-
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the information security property they safeguard or the
security mechanism they use.

Generic
Atamli and Martin
Chen et al.
Condry and Nelson
Ge and Kim
Hellaoui et al.
Hernandez-Ramos et al.
Huang et al.
Liu et al.

Lize et al.
Mozzaquatro et al.
Namal et al.
Radomirovic
Singh and Bhandari
Tahir et al.
Yang and Fang
Zegzhda and Stepanova

Smart Cities
Bohli et al.
Neisse et al.

Smart Car

5.2.1 Protected IoT resources
The architecture of an IoT application can vary according
to the level of abstraction performed by its authors. The
most common architectural style is layers. In the literature
have been proposed three-layers architecture to seven-layer
architectures. Para this analysis, we use the ITU-T IoT reference model [28], consisting of four layers, as shown in
Figure 2.

Pacheco et al.
Serna et al.

Smart
infrastructures
Pacheco and Hariri

Figure 1: Security Framework Application Domains

tures domain and Pacheco et al. [41] for smart car/VANET
domain have similar four-layer architectures. The difference between the two is in the network layer. In the network layer, the framework for smart infrastructures has a
gateway for transmission of information from/to end nodes.
On the other hand, the framework for smart car/VANET has Figure 2: ITU-T IoT reference model [28]
several protocols for communication of the internal and
external networks.
Once we have identified the protected IoT resources
The proposal by Serna et al. [46] is an example of a
by each security framework, we organize every proposal
framework for a specific domain. Authors confirm that auin the layer or layers that they address, according to the
thentication protocol in a VANET system must cope with
IoT reference model. Additionally, we have added a fifth
the specifics introduced by different scenarios: vehicle-tofield to classify those frameworks where it was not clear
infrastructure (V2I) and vehicle-to-vehicle (V2V).
which resources or layers the solution is oriented towards.
The smart cities’ proposals also have differences. The
Figure 3 shows the results.
Bohli et al. [8] framework addresses the generic smart city,
As shown in Figure 3, 57% of the frameworks are adbut it focuses on protecting sensors and devices, enables
dressed to one layer. Of this fraction, 58% focus on the
access control for resources, and providing secure data
network layer, 34% focus on the device layer, and 8% focus
storage and processing. The Neisse et al. [37] proposal inteon the service layer. Secondly, frameworks addressed to
grates with a specific solution, the iCore Framework.
three layers represent 14%. The proposal by [20, 40, 41]
are focused on the device layer, network layer, and service
layer.
5.2 IoT elements protected by the
The 10% of the proposals deal with frameworks adframeworks
dressed to two layers. The proposal by [37] focuses on the
device layer and service layer, and the proposition by [49]
For the second focus of analysis, we present the results
targets the device layer and network layer. The remainfrom two perspectives: (i) according to the layer where the
ing 19% of the frameworks that do not clearly explain the
protected IoT resources are located, and (ii) according to
layer(s) they address.
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Framework
Atamli and Martin
Bohli et al.
Condry and Nelson
Chen et al.
Ge and Kim
Hellaoui et al.
Hernandez-Ramos et al.
Huang et al.
Liu et al.
Lize et al.
Mozzaquatro et al.
Namal et al.
Neisse et al.
Pacheco et al.
Pacheco and Hariri
Radomirovic
Serna et al.
Singh and Bhandari
Tahir et al.
Yang and Fang
Zegzhda and Stepanova

Device
layer

Network
layer

Service
layer

Application
layer

Not
specified
✓

✓
✓
✓
✓
✓
✓
✓
✓
✓

✓

✓
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tion to safeguard it from unauthorized intrusion or disclosure.
Authentication and authorization are also closely related. While authentication validates the identity of the
user or thing who wishes to enter the system or interact
with it, authorization determines what permissions that
user or thing has within the system.

✓
✓
✓

✓
✓
✓

✓
✓
✓
✓
✓
✓

✓

5.3 Discussion of the analysis

✓
✓

✓
✓

Figure 3: IoT resources protected by the security frameworks

5.2.2 Security properties considered
To guarantee the security of the data and the entire IoT
system, IoT application developers should consider the
confidentiality, integrity, and availability of the information [13, 21]. Concerning data protection, we identified that
frameworks addressed one or more of the following security
properties: security, privacy, trust, authentication (AuthN),
authorization (AuthZ), and non-repudiation (Non-Rep). Figure 4 shows a summary of the analysis carried out.
Framework

Security

Privacy

Atamli and Martin
Bohli et al.
Condry and Nelson
Chen et al.
Ge and Kim
Hellaoui et al.
Hernandez-Ramos et al.
Huang et al.
Liu et al.
Lize et al.
Mozzaquatro et al.
Namal et al.
Neisse et al.
Pacheco et al.
Pacheco and Hariri
Radomirovic
Serna et al.
Singh and Bhandari
Tahir et al.
Yang and Fang
Zegzhda and Stepanova

✓
✓
✓

✓

✓

✓

Trust

AuthN

AuthZ

Non-Rep

✓

✓

✓
✓
✓

✓
✓

✓

✓

✓

✓

✓

✓

✓

✓
✓
✓
✓
✓
✓
✓
✓
✓

✓

✓
✓

✓
✓

✓
✓
✓

Figure 4: Security properties addressed by the security frameworks

Security and privacy are two properties that are closely
related. Security is a condition that results in implementing and maintaining protection measures to secure data or
information assets, guaranteeing confidentiality, integrity,
and availability. Privacy is the protection given to informa-

In this sub-section, we present the main findings by comparing the results of sub-section 4.1 and 4.2.
Security and privacy are the most addressed properties
in all the application domains presented in Figure 1. The
two proposed frameworks for smart cities address these
two properties. The security and privacy of data collected
by applications and services are one of the major concerns
of citizens and governments and the main challenges for
them to accept such technologies.
Security and privacy are critical in other domains. The
smart car and smart infrastructure applications are very
much related to people’s personal lives. They are saturated
with personal data, data on the private environment, frequent places and routes, and much more.
Analyzed frameworks address the protection measures
to ensure security and privacy on all layers described in
Figure 2. Still, most of them mainly focus on the device
layer, network layer, and application layer.
All frameworks that address trust focus on the device
layer. Concerning authentication and authorization, frameworks that address these properties are mainly focused on
the device layer and network layer.
Frameworks that consider the non-repudiation, focus
their efforts on the device and network layer.
The most robust framework is the one proposed by [40]
since it addresses the device, network, and application layers, and it considers the properties of security, privacy, authentication, authorization, and non-repudiation. But this
framework addresses one particular application domain,
smart infrastructures.
Cybersecurity risks are a real issue that is impacting
organizations and home users. For an organization, the impact of a cybersecurity breach can be reflected in damaging
the reputation, theft, financial losses, fines, and several
intangible costs [3, 18].
A study on cyber risk in smart homes, in which 16 million home networks were scanned, indicates that 40.8%
have at least one vulnerable connected device, “as it only
takes one vulnerable device to compromise the security of
the whole home network” [7]. Another study on security
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risks in business environments indicates that the IoT de- difficult to correct once the system has been implemented
vices evaluated can be hacked in as little as three minutes, [10, 17].
but it can take days or weeks to remedy these incidents [50].
To consider security measures in development phases
The data mentioned above highlight the actual need makes it easier for developers to have a more unobstructed
for utilizing some IoT security proposals. But the decision view of what IoT resources should secure and how they
to use a security framework that guides or facilitates the should be secured. This system view will allow the develimplementation of security measures implies other consid- opers to choose the devices and additional hardware best
erations on the part of the development team. Factors such suited to the functional and security requirements. Moreas how critical the data is that the IoT application is going to over, communication protocols with good layers of progenerate, transport, and store; not all data and information tection should be selected. These technologies must be
assets require the same security measures. Another con- compatible with the computing and energy consumption
sideration is how large and distributed the system that is capabilities of the hardware chosen. Similarly, one has to
about to be built is. Similarly, if the development team has decide on the software and applications that they will use
expert roles, it is a cybersecurity or a security engineer who in each processing layer, such as fog computing, edge comguides them in the secure development of IoT applications. puting, and cloud computing. In this way, one determines
In this sense, development teams can decide between each hardware and software configuration and see security
two approaches: (i) to use a framework that covers the en- as a whole and not as separate parts of the same system.
tire domain of cybersecurity in IoT, or (ii) a framework that
A different approach could be that the development
addresses a specific mechanism of IoT security. The frame- team focuses on the functional requirements and on solving
works studied in this work are examples of the proposed some of the technical challenges such as computing capaones that address security-specific mechanisms. A third bilities, wireless communication, or energy consumption.
alternative are proposals that guide the implementation of Meeting the security requirements, if developers considgood practices, such as user authentication [38], commu- ered them at all, is done during the development of the IoT
nication encryption oriented to IoT devices [2], to name a system or once you have a marketable product. The above
few.
described is in response to a market that demands solutions, with a growing competition where the differentiating
factor in technologies is relevant.
For adequate data protection, developers must exam6 Desirable security in building IoT ine the
application as a whole. From this view, applying the
applications
security measures to the whole and not consider the system
as several individual elements, and of these elements, just
Security is a quality requirement and a cross-cutting of any to protect those they consider relevant, or they leave other
system [1, 26]. The implementation of security measures in components unprotected because they ignore the entirety
IoT applications can be perceived from two perspectives. In of the system. There are no layers more critical than others;
the first of these, the application development team consid- each IoT application layer is susceptible to security threats
ers security measures in the analysis and design phase of and attacks [33].
the system. In the second, the development team focuses
on the functional requirements, and the security measures
are considered during the construction process of the ap7 Conclusions, research gap and
plication or after completing all development phases.
An adequate analysis of the quality requirements is
research opportunities
fundamental for the development process of the IoT application [12]. In the analysis phase, the development team In this paper, we carried out a literature review on proposed
determines the functional and quality characteristics to frameworks to guide or facilitate the implementation of sebe met. Based on these characteristics, they will design, curity measures in IoT applications. This literature review
implement, and carry out tests on the system. If the qual- arises from the need for a work that will analyze the proity requirements are not properly managed, any change in posed contributions to guide IoT application developers on
the later development phases will entail an increase in the how to secure their applications. This review of the statedesign and implementation time and the cost [31]. For this of-the-art is the first contribution of this research work.
reason, quality requirements are the most expensive and
We analyzed the security frameworks focused on two
aspects: the application domains they address and the re-
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sources they protect. Likewise, we approached good practice in the implementation of security measures in the development of IoT applications.
The security frameworks are proposed for generic,
smart cities, smart car/VANET, and smart infrastructure
domains; they consider one or more layers of an IoT application, and in tandem, they consider security, privacy,
trust, authentication, authorization, and non-repudiation.
Proposed frameworks mainly address the device layer and
the network layer and the properties of security and privacy.
In the literature, we did not find a framework that addresses the device, network, service, and application layers, or security properties that are considered in this article.
The most robust identified framework considers three of
the four layers and five of the security properties. But this
framework focuses on smart infrastructures.
There is both a research and a technical gap in the
frameworks that guide developers in the implementation of
security measures in all phases of building IoT applications.
Besides, to address a generic approach one should consider
all layers of an IoT application and most security properties.
This gap may be a result of the fact that security, as a
cross-cutting domain of IoT, is not entirely figured out. IoT
developers lack knowledge about which elements should
be protected and how to address security challenges. Cybersecurity is an extensive area, and, also, the IoT paradigm
involves many heterogeneous technologies making it challenging to treat safety comprehensively on the IoT.
Research opportunities arise on various topics within
the identified gap. Some of the research topics that we highlight are: (i) a conceptual model that guides IoT application
development teams on the security considerations they
must take into account to secure their applications and
systems; (ii) An ontological model or a model represented
through semi-formal languages, such as Unified Modeling
Language (UML), and formal ones that allow software architects to instantiate generic architectures in particular
architectures of the applications they want to build.
The IoT paradigm is currently prevalent, together with
other, so-called in academic and industrial circles, industry
4.0 technologies. Governments see it as an opportunity to
develop strategic sectors of their countries, contributing
to productivity and wealth generation and improving the
standard of living of their citizens. Proposing a framework
with the considerations mentioned above becomes relevant
and necessary for the development of the IoT since security problems can be a factor that generates a delay in the
implementation of these solutions in the home, industry,
and city contexts.
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