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Abstract: There is increasing demand for novel physical
security that can differentiate between real and false specific artifact that have been added to bank bills, certifications, and other vouchers. The most simple and effective
method for improving the security level is to scale down
the elemental structures so that they cannot be duplicated
by attackers. While there is a paradox that the achieved
fabrication resolution by a defender can also be realized
by an attacker, further improvement in security is possible by the functional fusion of artifact metrics and nanophotonics. The fundamental advantages of this concept
are the high-level clone resistance and individuality of
nanoscale artifacts, which are based on the super-resolution fabrication and nanoscale hierarchical structure of
optical near-field interactions, respectively. In this paper,
the basis for the fabrication of nanoscale artifacts by utilizing random phenomena is described, and a quantitative
evaluation of the security level is presented. An experimental demonstration using a nano-/macro-hierarchical
hologram is presented to demonstrate the fundamental
procedure for retrieving nanoscale features as hidden
information. Finally, the concept and a simple demonstration of non-scanning probe microscopy are described as a
practical application of the retrieval and authentication of
nanoscale artifact metrics.
Keywords: optical security; artifact metrics; optical near
fields; hierarchical optical interactions.
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1 Introduction
Despite rapid advances in information security and the
corresponding active computerization for various applications, there is still a high demand for the development of
novel physical security for secure authentication. Optical
information security is one of the most active research
fields for both physical security and various forms of
optical computing. Various algorithms and related technologies have recently been applied to information security for data encryption [1–10], information hiding [11–14],
watermarking [15, 16], and authentication [17–23]. These
proposals effectively utilize two-dimensional imaging
capabilities and parallelism, which are known as the fundamentals of optical computing. Especially in the case of
authentication, artifact metrics [24] utilize the physical
features of individual artifacts as hidden information.
Generally, several performance indicators on each artifact
are utilized as artifact metrics, such as the clone resistance, individuality, measurement stability, and durability. Under such conditions, the defender, who wants to
prevent counterfeiting, must fabricate fine-structured
artifacts such that the attacker, who wants to copy the
authentic artifact, will not be able to simply reproduce the
artifacts from the obtained appearance.
In optical implementation of artifact metrics, such
physical features of artifacts are simply represented by
their structural patterns. In view of recent technological
advances, the fabrication of micro-patterns is one of the
most promising approaches to realizing fine-structured
artifacts. At the same time, advances in conventional fabrication, which is typified by electron-beam lithography,
have been technologically limited to a fabrication resolution of the submicron scale. The use of conventional fabrication has become popular. At present, it is difficult to
ensure an appropriate security level for fine-structured
artifacts fabricated by conventional techniques. Therefore,
not only the technological development of fabrication
techniques but also the contribution of novel concepts are
greatly needed for further development of artifact metrics.
The functional fusion of nanophotonics with optical
information security [25, 26] is being actively discussed.
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Nanophotonics is a novel optical technology that utilizes
the local interactions between nanometric structures via
optical near fields [27–29]. The optical near fields behave
as a virtual cloud of photons that is constantly localized
around nanometric structures illuminated by incident
light. Because the virtual cloud of photons is localized in
a region close to the electrons in the material, they can
effectively interact with the structures in a unique manner
[30]. Based on the fundamentals of nanophotonics, closed
multiple nanometric structures reveal strong interactions
via individual optical near fields. The results of such interactions are represented by the scattering of propagating
light and can simply be detected as a macro-optical signal.
For the implementation of nanoscale artifact metrics [31],
the physical features of a nanoscale artifact should be
obtained by a nanoscale retriever as a specific macrooptical signal via optical near-field interactions between
the artifact and retriever. Because such signals necessarily
reveal specific individuality not only about the artifact but
also about the retriever from the position of the attacker,
authentic signals are fundamentally difficult to reproduce.
This theoretically and technologically assures the clone
resistance and individuality of the artifact and retriever.
Based on these factors, nanoscale artifact metrics require
consideration and can be expected to lead to the realization of novel optical information security technologies
that will be essential for a sophisticated information
society in the future. In this paper, this research concept
is defined as nanophotonics-based optical information
security. The basics are briefly introduced, and the results
of some experimental demonstrations are presented.

2 Nanoscale artifact metrics
Generally, a smaller scale of fabrication is preferred for
higher levels of artifact metrics. Actually, there have
been many recent proposals to apply advanced optical
technologies and nanotechnologies to artifact metrics
to accommodate social demands [32–36]. However, the
general situation of artifact metrics is paradoxical in that
novel technologies to realize state-of-the-art fine structures for authentic artifacts can also be utilized by attackers to clone similar artifacts. Here, cloning is defined as
the illegal duplication of authentic artifacts for abuse.
To overcome this paradox, controlled randomness has
been exploited for novel fabrication. This approach realizes much smaller structures than the resolution limit of
any conventional fabrication techniques, and at the same
time, it is nearly impossible to clone a similar artifact, even
by the defender who designed and fabricated the artifact.

Here, a well-known phenomenon is utilized as a basic
technique: the random collapse of resist patterns [37].
Resist collapse inevitably occurs during the rinse process
of fabrication by electron-beam lithography; a schematic
is shown in Figure 1B. Because this phenomenon depends
on the pattern resolution, resist thickness, and duration
of electron-beam exposure, appropriate electron-beam
lithography conditions must be applied to avert resist
collapse and produce a desired resist pattern. However,
from the standpoint of nanoscale artifact metrics, resist
collapse occasionally provides structures finer than the
fabrication limitations of electron-beam lithography.
Furthermore, the randomness of resist collapse is surely
almost impossible to replicate by anyone else and any
other fabrication technique.
Figure 1A shows a cross-sectional view of randomly
collapsed resist pillars. Each pillar has a cross-sectional
area of 60 nm × 60 nm and height of 200 nm. Before the
collapse, they were aligned on a grid of 120 nm × 120 nm2.
Under such conditions, the random collapse of resist
pillars occurred during the rinse process to remove unexposed resists. The sample was then subjected to several
post-processing steps, and a nanostructured silicon
pattern was finally obtained. Figure 1C and D shows scanning electron microscopy (SEM) images of the pattern.
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Figure 1: (A) SEM image of collapsed resist pillars. (B) Common
procedure for electron-beam lithography. (C) Entire region of the
fabricated silicon pattern based on the random collapse of resist
pillars and (D) a magnified view of an area of the pattern. Source:
Adapted with permission from Macmillan Publishers Ltd: Scientific
Reports [31].
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As shown in Figure 1D, the structural details of the method
were as small as 9.23 nm, which is much finer than the
general fabrication limitations of electron-beam lithography. Here, 2383 samples were fabricated to quantitatively
evaluate their specifications for security applications.
In the evaluation, the false match rate (FMR) and
false non-match rate (FNMR) were calculated using SEM
images of the 2383 samples. The FMR is defined as the rate
of false decisions including the acceptance of non-authorized artifacts, and the FNMR is the rate of false decisions
including the rejection of identical artifacts. These factors
quantitatively indicate the individuality and measurement stability of patterns, respectively. The similarity
between two patterns is given by:
R=

∑∑  Aˆ (i,j ) − Aˆ   Bˆ (i,j ) − Bˆ 
i

j

2

∑∑  Aˆ (i,j ) − Aˆ   Bˆ (i,j ) − Bˆ 
i

j

2

,

(1)


where Aˆ and Bˆ indicate the averages of patterns A(i, j)
and B(i, j), respectively. If R is greater than the given
threshold, the two patterns are considered to be similar to
each other, which is extremely likely to be a false decision.
The 2383 samples were used to compare 2383 × 2382 pairs
with each other when calculating the FMR for threshold
values between 0 and 1. In a false decision, more than
one case among the 2383 × 2382 comparisons would be
similar. In this case, the error rate would be calculated as
1/(2383 × 2383) ≈ 1.76 × 107. The leftmost curve in Figure 2
shows the resulting FMR. The FMR dropped below the

Figure 2: Quantitative evaluation of the security performance of
nanoscale artifact metrics according to the FMR, FNMR, and CMR.
Source: Adapted with permission from Macmillan Publishers Ltd:
Scientific Reports [31].

615

error rate of 106 when the threshold was just above zero,
which indicates that the occurrence of false decisions
among all 2383 × 2382 comparisons was extremely low.
Next, to calculate the FNMR, 100 images were obtained
from 74 samples. If the similarity is less than the given
threshold, the two compared images would be considered
different from each other. In other words, in the case of
a false decision, identical samples would be considered
different. The rightmost curve in Figure 2 shows the resulting calculated FNMR. The FMR and FNMR curves are well
separated from each other, which means that it is possible to obtain sufficiently low FMR and FNMR by choosing
appropriate threshold values.
The clone match rate (CMR) was calculated for
further evaluation. The CMR is defined as the rate of false
matching by a cloned sample. To calculate the CMR, the
attacker was assumed to be able to obtain an authentic
artifact. This would allow fabrication of the artifact, and
the average over every k × k pixel area of the cloned artifacts would essentially be equivalent to the authentic artifact. To quantify such a cloning process by the attacker,
each of the 2383 images was transformed into a virtually
cloned binary image. The pixel values within a k × k area
were denoted as p(i, j), where 0 ≤ p(i, j) ≤ 255. If the averaged pixel value in this area is higher than the threshold
T, the area is defined as having a higher average value.
Thus, this pixel value of the cloned artifact was defined as
p′(i, j) = 130. If the averaged pixel value in the k × k area is
less than or equal to the threshold T, the area is defined
as having a lower average value. Thus, this pixel value of
the cloned artifact was defined as p′(i, j) = 80. The cloned
artifact was compared with the authentic artifact using
Eq. (1). If the similarity R exceeds the threshold value, the
clone surely mimics the original. The CMR was calculated
by performing the above evaluation for all 2383 samples.
Here, we needed to consider the correspondence between
the unit tile size of the virtually cloned artifact and the
actual size. For example, if k = 3, a 3 × 3 pixel area corresponds to a 10 nm × 10 nm square area because one pixel
occupies approximately a 3.3-nm2 area. This is generally
regarded as state-of-the-art for current nanofabrication
technologies. Nevertheless, the similarity for a unit tile
size of 10 nm was less than 0.4, as indicated by the CMR
curve in Figure 2. Considering that the CMR was lower
than the similarity between patterns of identical artifacts, such a clone can be considered as a nonthreatening matter. Based on the results of the FMR, FNMR, and
CMR analyses, it can be concluded that nanostructured
random patterns realized by the random collapse of resist
pillars provide a sufficiently high level of performance as
nanoscale artifact metrics.
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The large capacity of identities based on such
nanoscale artifact metrics has been quantitatively evaluated with eigenanalysis [38]. Matsumoto et al. developed
image retrieval methods of such nanoscale morphology
for physical security that exploit the fine-scale precision
ability of confocal laser microscopy [39].

3 Nano-/macro-hierarchical
hologram
Overtness and covertness are fundamental concepts of
optical information security. The former means showing
something openly to be simply recognized by the human
eye, and the latter needs specific equipment to be recognized. For instance, owing to the diversity of coding rules
for optical information processing, confidential optical
information can be hidden in any of the physical attributes
of light, such as the phase, wavelength, spatial frequency,
or polarization, so that simply one optical component is
implemented for anti-counterfeiting [40–42]. Based on
this concept, functional co-implementation of optical far
fields and near fields seems to realize higher-level optical
information security, while optical near-field interactions
are fundamentally independent of the behavior of propagating light. Because the existence of nanoscale artifacts
and the corresponding optical near fields does not affect
the behavior of propagating light, lossless co-implementation of overtness due to optical near fields and covertness
due to propagating light is available. This characteristic
concept has been experimentally demonstrated in nano-/
macro-hierarchical holograms [43, 44], where independent functions are associated with both optical near and
far fields in a single device. Figure 3 shows the schematic
concept of implementing a nano-/macro-hierarchical
hologram.
A sample device was developed based on the
embossed hologram Virtuagram®, which was commercially developed by Dai Nippon Printing Co., Ltd., Japan.
It is a high-definition computer-generated hologram
composed of binary-level one-dimensional modulated
gratings. Generally, the physical scale of the elemental
periodic structure of the hologram is greater than 100 nm
to induce a predefined diffraction of light. We additionally
embedded slightly modified nanometric structures within
the structure by electron-beam lithography and then sputtered a 50-nm-thick Au layer. As described above, in principle, a structural change occurring at the subwavelength
scale does not affect the overt function, which is dominated by propagating light. Therefore, the visual aspects

Figure 3: Schematic diagram for the concept of a nano-/macrohierarchical hologram with a nanophotonic code embedded within
the embossed structure of the hologram.

of the hologram were not affected by the additional induction of the covert function. Figure 4 shows the embedded
nanometric structures. For comparison, they were embedded both outside and inside the periodic structures. The
unit size of each structure ranged from 40 nm to 160 nm.
As a practical demonstration, the retrieved results
for the spatial distribution of optical near fields were
defined as nanophotonic codes. Because optical near
fields behave as localized energy fields, their existence

Figure 4: SEM images of embedded nanometric structures inside
the periodic structures. Source: Adapted with permission from The
Optical Society: Optics Express [44].
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cannot be recognized by conventional optical methods,
which only detect propagating light. Therefore, as a basic
mechanism of scanning near-field microscopy (SNOM),
the induced optical near fields must be scattered by
interactions between the tip of the closed scanning
probe. This is schematically indicated in Figure 3. During
retrieval, the SNOM was operated in illumination-collection mode with a SiO2-fiber probe having a tip with a
radius of curvature of 5 nm. The tip was sharpened by an
original etching process using an HF solution. The probe
was connected to a tuning fork to sense the shear force
between the probe and sample device. The vertical position of the probe was finely regulated by referring to the
sensed shear force, which was fed back to a piezoelectric actuator of the probe stage. The observation distance
between the probe and sample device was set to be less
than 50 nm. The light source for inducing optical near
fields was a laser diode with an operating wavelength
of 785 nm, and scattered light was detected by using a
photomultiplier tube. To verify the polarization dependency of the retrieval, a Glan-Thompson polarizer with an
extinction ratio of 10− 6 was set to irradiate only linearly
polarized light, and the polarization was rotated by a
half-wave plate.
Figure 5A and B shows the retrieved results for the
nanophotonic codes that were outside and inside of the
periodic structures, respectively. Linearly polarized light
that was rotated from 0° to 180° at 20° intervals was used
for the retrieval. Although Figure 5A shows that small and
noisy intensity distributions were obtained, Figure 5B
shows clear polarization dependence. For example, from
the area of the nanophotonic code located in the center,

Figure 5: Observed SNOM images as nanophotonic codes located
(A) outside and (B) inside the periodic structures. Source: Adapted
with permission from The Optical Society: Optics Express [44].
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a high-contrast signal intensity distribution was obtained
with polarization around 80°.
To quantitatively evaluate the characteristics of the
retrieved nanophotonic codes, an original parameter was
defined. The recognizability Rexp, which quantitatively
indicates the visibility of each code in SNOM images is
given by
R exp =∑ I (x ) − I (x )
x

env

,



(2)

where x and I(x) represent the horizontal position and
horizontal intensity profile, respectively, along the dashed
line in Figure 5B, which crosses the area of the nanophotonic code. While I (x )
represents the average intenenv
sity of the environmental signal distribution, as shown
in Figure 5B, the difference between I(x) and I (x )
env
indicates the visibility of the nanophotonic code. Figure 6
shows the calculated Rexp as a function of the input light
polarization.
The nanophotonic code embedded in the periodic
structures exhibited much greater polarization dependency, as indicated in Figure 5B; the maximum Rexp was
obtained at 80° input polarization. In contrast, only slight
polarization dependency was observed with the isolated
nanophotonic code, as indicated in Figure 5A. These
characteristics of retrieving the nanophotonic code in an
environmental periodic structure can be explained by the
basic mechanism of inducing optical near fields. In other
words, when the polarization of the excitation is orthogonal to the periodic structure, the induced energy fields are
localized and enhanced at the edges of structures and are
obtained as enhanced signal distribution. However, when
the polarization is parallel to the periodic structures, the
induced energy fields subsequently dissipate along the
edge of structures and are difficult to obtain. The results

Figure 6: Experimentally obtained recognizability Rexp corresponding to the embedded nanoscale structure (red circles) and isolated
nanoscale structure (blue circles). Source: Adapted with permission
from The Optical Society: Optics Express [44].
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revealed the polarization dependency of the retrieval, as
shown in Figure 6.
From the viewpoint of practical application of these
concepts as nanoscale artifact metrics, the nanophotonic
code is defined not only by the embedded nanoscale
structure and corresponding optical near fields but also
by specifications of the retrieval, such as the irradiated
light and tip of the scanning probe. This means that it is
fundamentally difficult for the attacker to associate and
duplicate the authentic artifact and retriever from a nanophotonic code and vice versa. Moreover, several novel features of nanophotonics, such as energy transfer [25] and
hierarchy [45], may be exploited to achieve further functional improvements of the nanophotonic codes.

4 Non-scanning nanoretrieval
As described in the previous section, SNOM has been
widely utilized as the most typical detector of optical near
fields. However, for practical application as a retriever in
nanoscale optical information security, the large system
scale of SNOM is a critical disadvantage. In other words,
the observation of a high-resolution two-dimensional
image of spatially distributed optical near fields with
a long processing time is not necessarily required for

authentication because only the individual physical features of each artifact are required. In this section, the
concept of non-scanning nanoretrieval [46] based on
SNOM is described, and the results of some experimental
demonstrations are presented.
During the retrieval process with SNOM, the probe
is kept at a constant distance from the target by employing an autonomous control mechanism via a feedback
system that utilizes the sensed shear force and optical
response. Owing to this mechanism, there are inevitable
fluctuations in the probe position. Based on the concept
of the inherent hierarchy of optical near-field interactions
[47], interactions at various spatial scales are necessarily
induced during these fluctuations. In other words, a fluctuating probe induces various scales of interactions with
the target. As a result, SNOM sequentially observes compressed information [48–50] on the spatial patterns of the
target by fluctuations at a single retrieving point without
any scanning process. Figure 7 schematically summarizes
the basics of non-scanning nanoretrieval.
First, constantly fluctuating signals corresponding to the optical response and shear force due to the
optical near-field interactions between the probe and
artifact are sensed. Because the two fluctuating signals
in Figure 7A are obtained with the same time sequence,
they can be combined as two-dimensional results, as
shown in Figure 7B. Here, signals due to shear force

Figure 7: Basic procedure of non-scanning nanoretrieval: (A) subsequent sensing of the optical response and shear force, (B) producing
two-dimensional plots of the obtained signals, (C) image coding to produce filled-in binary patterns of the plotted results, and (D) extraction
of corner coordinates as a physical feature of each artifact. Source: Adapted with permission from Springer-Verlag: Appl. Phys. A [46].
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are plotted along the horizontal axis, and signals due
to optical responses are plotted along the vertical axis.
Owing to the signal feedback for keeping a constant distance between the two and the corresponding hysteresis,
the results reveal an orbit-like modulation during the processing time. To simply evaluate the result, binary image
coding is performed by filling in the result, as shown in
Figure 7C, and the filled-in binary image is subjected to
feature extraction. Here, the coordinates of the corners
in the image are defined and utilized as physical features
of the artifact. While various feature extraction methods
have been actively studied [51–53] for realizing high-speed
image classification and searching, the features from the
accelerated segment test (FAST) [54] method was applied,
which is known to be one of the most effective methods.
Finally, the coordinates of the corners found in each image
are defined as individual features of the retrieved signals
and corresponding artifact.
For experimental verification of non-scanning
nanoretrieval, the results of two retrievals with different
artifacts were quantitatively compared. Non-scanning
NOM with a SiO2-fiber probe and Al nanorods were used
as a retriever and artifact, respectively. The radius of curvature of the tip of the probe was less than 20 nm, and
the tip was covered with a 50-nm-thick Au layer formed
by sputtering, as shown in Figure 8A. The nanorods were
grown on a Si substrate by the glancing angle deposition (GLAD) method [55]. This method can realize various

Figure 8: SEM images of the (A) tip of the fiber probe and (B) top
views of nanorods in artifacts 1 and 2. Source: Adapted with permission from Springer-Verlag: Appl. Phys. A [46].
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sizes, shapes, and constituents of nanorods by controlling
multiple independent magnetron sources and a threedimensional rotation stage, which perform the deposition
of materials by positioning a sample substrate over each
magnetron at the appropriate distance and angle. The
distance between the probe and nanorods was set to be
less than 50 nm. Artifacts 1 and 2, which consisted of different sizes of nanorods with diameters of 30 and 70 nm,
respectively, are shown in Figure 8B. All nanorods were
grown in the vertical direction to the surface of the substrate. A laser with a wavelength of 532 nm was used to
induce optical near-field interactions and the corresponding optical response and shear force. Signals due to the
optical response were detected using a photo-multiplier
R-3896 manufactured by Hamamatsu Photonics, Japan,
and the shear force was retrieved using electrical signals
synchronous with the optical response.
Figure 9A and B shows the two-dimensional plots of
the retrieved signals due to the shear force and the optical
response, respectively, with artifacts 1 and 2. The processing time for each retrieval was 20 ms. A clear difference
can be observed between the two results.
To quantitatively evaluate the difference, both results
were coded to produce filled-in binary patterns. Then,
their corners were extracted as their individual features.
Similarity values were calculated by comparing the
coordinates of the extracted corners of both patterns. In
general, a similarity value is defined as the Hamming distance between two sets of data. In the case of the proposed
method, the coordinates of the corners were coded to a
binary dataset, and the two sets of data were compared
with the other. In the results, the similarity value between
the two was calculated to be 0.10 when normalized to a
maximum value of 1.00 in the case of self-similarity. The
difference between the two values of 0.10 and 1.00 is sufficiently large for actual authentication between artifacts
1 and 2. Figure 10 shows the results of comparing other
patterns that were obtained at other retrieval points in
artifact 1.
In the case of the same artifact, the similarity values
were more than 0.40. This result indicates that valid
authentication can be implemented by setting an appropriate threshold for the similarity value, such as 0.40.
Here, filled-in binary patterns were produced to
extract the physical features of each artifact. However,
this idea is just one possibility that was used to demonstrate the basics of the proposed method. The corners in
each pattern, which were extracted by the FAST method,
are another possible definition. Further studies will need
to be performed to optimize each procedure in non-scanning nanoretrieval.
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Figure 9: Two-dimensional plots of retrieved signals by using non-scanning nanoretrieval with (A) artifact 1 and (B) artifact 2. Source:
Adapted with permission from Springer-Verlag: Appl. Phys. A [46].

Figure 10: Similarity values between the retrieved result at the
reference point and other points in artifact 1. Source: Adapted with
permission from Springer-Verlag: Appl. Phys. A [46].

5 Conclusion
Nanophotonics-based optical information security is the
functional fusion of nanoscale artifact metrics and nanophotonics. Nanoscale artifacts with a super-resolution
structure based on a random procedure, namely, the
random collapse of resist patterns, were found to provide
high-level security, as quantified by the calculated results
of FMR, FNMR, and CMR. Such structures behave well
as sources of optical near fields, and the distribution
of optical near fields can be defined as a nanophotonic
code that corresponds to both specifications of the artifact and retriever. This was demonstrated experimentally
through the use of a nano-/macro-hierarchical hologram.
Non-scanning nanoretrieval is proposed for a compact
authentication system based on the concept of nanophotonics-based optical information security.
The most important matter of nanophotonicsbased optical information security is that its security
conditions, especially clone resistance and individuality, depend on the randomness of the procedure and

fundamental physics of nanophotonics. This is fundamentally different from conventional information security in that their security levels are basically constrained
by the specifications of fabrication technologies. The
proposed approach can be expected to break down the
cat-and-mouse game between defenders and attackers in
the field of physical security. For the practical application
and wide popularization of this concept, both the artifact and retriever need to be implemented with a simple
procedure and compact setup, respectively. From this
point of view, the realized nanoscale random patterns
presented in Section 2 and the addition of nanoscale
structures to a hologram as described in Section 3 can
both be processed by a conventional lithography procedure. No additional steps are required. While the demonstrations presented in Sections 2 and 3 utilized SEM and
SNOM, respectively, non-scanning nanoretrieval with a
much shorter processing time than existing SNOM is proposed and was successfully demonstrated, as presented
in Section 4. Based on the described concept and demonstrations of nanophotonics-based optical information
security, further theoretical and experimental activities
are expected to be developed for practical use in daily
life applications of very high-level artifact metrics in the
near future.
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