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Each generation has its national security challenges. The invasion of Iraq in 

2003 ostensibly over the issue of weapons of mass destruction (WMD) made 

clear that monitoring and limiting clandestine efforts to proliferate weapons 

of mass destruction are central to the national security of the United States 

in the twenty-first century. Endeavors to monitor and limit weapons of mass 

destruction programs in Iraq, Iran, and North Korea are representative of what 

policymakers will be facing in the future. However, dealing with the prolifera-

tion of nuclear, chemical, and biological weapons entails manifold challenges, 

from striving to understand the political/prestige and security motivations of 

countries for acquiring such weapons to monitoring the clandestine programs 

that are launched to provide such weapons. The stakes can be quite high in any 

attempts to limit or eliminate such programs, as we have witnessed in the case 

of Iraq.

 As difficult as proliferation efforts by countries are to detect, understand, 

and stop, in almost all cases the scale of activities permits discovery and coun-

teraction before programs, especially nuclear programs, are advanced enough 

to pose a real security threat to the United States. For example, the fact that 

India, Pakistan, Israel, and South Africa signaled from the outset that they were 

opposed to signing the Nuclear Non-Proliferation Treaty gave the international 

community fair warning that they had proliferation in mind. By contrast, the 

quest for WMD by terrorists compounds the urgency, and difficulties, of dis-

covery because terrorists may make or obtain small quantities of nuclear, chem-

ical, or biological weapon material from sources believed to be under control, 

such as in Russia, Pakistan, or North Korea. Moreover, the activities associated 

with small-scale clandestine efforts by non-state actors, such as terrorists, are 

even more difficult to detect and monitor than the proliferation efforts by na-

tion-states. The consequences of missing such proliferation efforts, however, 

could be quite devastating: even if there is only a low probability that a nuclear 
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weapon will be obtained and used by terrorists against US interests over the 

next ten years, it is not extreme to say that such an event would be a national 

catastrophe. Furthermore, the chance of a terrorist attack using chemical or 

biological weapons is more probable and more difficult to prevent than one 

involving nuclear weapons.

 In our previous book, Spy Satellites and Other Intelligence Technologies That 

Changed History, we addressed the difficulties that US intelligence and poli-

cymakers faced during the Cold War in their efforts to monitor, understand, 

anticipate, and defend against the capabilities of Soviet strategic nuclear forces 

as well as Moscow’s intentions with those weapons. We explained how the same 

intelligence capabilities that were developed to meet policy requirements re-

garding the Soviet strategic threat also provided the basis for negotiating and 

monitoring significant reductions in strategic arms, which greatly diffused the 

threat of nuclear war between the United States and the Soviet Union. Finally, 

we briefly addressed the post–Cold War challenge of adapting those intelli-

gence capabilities to monitoring clandestine nucelar, chemical, and biological 

weapons proliferation in the twenty-first century.

 The present book is our attempt to explain the challenges that US intel-

ligence and policymakers now face in monitoring and limiting clandestine 

efforts by nation-states and non-state actors to acquire weapons of mass de-

struction. The United States has encountered difficulties in discovering which 

countries or non-state actors are attempting to acquire such weapons, and 

the problems of accurately characterizing those proliferation efforts are sig-

nificant. The misunderstanding of Saddam’s WMD programs in Iraq by the 

United States and the international community demonstrated the complexity 

of assessing the status of small, clandestine programs. As events have shown, 

not getting it right can have far-reaching domestic political and international 

repercussions, especially when policymakers have a strong bias for what they 

believe they must do.

 Nuclear, chemical, and biological weapons that are commonly lumped to-

gether and referred to as weapons of mass destruction present different moni-

toring and policy challenges. While all such weapons programs represent seri-

ous threats, especially in the hands of terrorists, we will focus mainly on the 

proliferation of nuclear weapons, which pose the most destructive potential to 

world civilization.

 Limiting clandestine WMD programs can be complicated by such factors as 

the complex intelligence-policymaker relationship, which is not always smooth 



xiii

 Preface and Acknowledgments

and seamless, as the case of Iraq has underscored. We hope that the issues cov-

ered in this book will provide a better understanding of the challenges in discov-

ering, limiting, and halting the proliferation of weapons of mass destruction.

 Because national and international endeavors to confront proliferation ac-

tivities are sensitive, particularly the use of intelligence capabilities, this presen-

tation is necessarily general. The last thing we want to do is educate prolifera-

tors on how the United States and other countries go about uncovering and 

disrupting clandestine activities. We do believe, however, that enough may be 

said to eliminate some confusion from inaccurate public reporting on how the 

United States and other countries approach proliferation issues. Our goal in 

this book is to assist our country and the international community to meet this 

challenge and to avoid catastrophe.

 We wish to express our gratitude to the following colleagues and experts, 

who took time to review and critique the manuscript, and in the process 

greatly improve it: Siegfried Hecker, now Codirector of CISAC at Stanford and 

former Director of Los Alamos National Laboratory; Sidney Drell, a prominent 

physicist and expert on technical nuclear issues, who has contributed much 

to US arms control and nonproliferation efforts; Hans Blix, former Swedish 

foreign minister, Director-General of the IAEA and director of UNMOVIC, 

the UN agency that carried out the inspections in Iraq immediately before 

the 2003 US invasion; Richard Kerr, former Deputy Director of Central Intel-

ligence, who led the internal review of the Intelligence Community’s analysis 

of Iraqi WMD programs; Robert Huffstutler, former Executive Director of CIA 

and career analyst of military affairs; James Goodby, former senior US arms 

control ambassador and also US representative in leading the effort to secure 

sites in Russia where nuclear weapons and fissile material were stored; Joseph 

Cirincione, prominent NGO leader for many years, currently president of the 

Ploughshares Foundation and one of the leading nongovernmental experts on 

WMD issues; David Koplow, professor of law at Georgetown University Law 

Center and prominent arms control expert; and Paul Pillar, currently a profes-

sor at Georgetown University and formerly the National Intelligence Officer for 

the Near East and South Asia. We also wish sincerely to thank Frances Eddy for 

her remarkable and indefatigable efforts in the development of the manuscript 

and its preparation for publication. Finally, we thank Geoffrey Burn, John Fen-

eron and their associates at Stanford University Press as well as our editor, Jef-

frey Wyneken, for their support during the publication process.




