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Abstract: Data is the key to information mining that un-
veils hidden knowledge. The ability to revealed knowledge
relies on the extractable features of a dataset and likewise
the depth of theminingmodel. Conversely, several of these
datasets embed sensitive information that can engender
privacy violation and are subsequently used to build deep
neural network (DNN) models. Recent approaches to en-
act privacy and protect data sensitivity in DNN models
does decline accuracy, thus, giving rise to significant accu-
racy disparity between a non-private DNN and a privacy
preserving DNN model. This accuracy gap is due to the
enormous uncalculated noise flooding and the inability to
quantify the right level of noise required to perturb dis-
tinct neurons in the DNN model, hence, a dent in accu-
racy. Consequently, this has hindered the use of privacy
protected DNN models in real life applications. In this pa-
per, we present a neuron noise-injection technique based
on layer-wise buffered contribution ratio forwarding and
ϵ-differential privacy technique to preserve privacy in a
DNN model. We adapt a layer-wise relevance propagation
technique to compute contribution ratio for each neuron
in our network at the pre-training phase. Based on the pro-
portion of each neuron’s contribution ratio, we generate
a noise-tuple via the Laplace mechanism, and this helps
to eliminate unwanted noise flooding. The noise-tuple is
subsequently injected into the training network through
its neurons to preserve privacy of the training dataset in a
differentially privatemanner. Hence, each neuron receives
right proportion of noise as estimated via contribution ra-
tio, and as a result, unquantifiable noise that drops ac-
curacy of privacy preserving DNN models is avoided. Ex-
tensive experiments were conducted based on three real-
world datasets and their results show that our approach
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was able to narrow down the existing accuracy gap to a
close proximity, as well outperforms the state-of-the-art
approaches in this context.
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1 Introduction
The recent breakthrough in the area of image recogni-
tion, text processing, and data classification has been at-
tributed to the depth of deep neural network hidden lay-
ers and its nonlinearity characteristics to perform complex
task. The role of rich informative dataset in theprocess can-
not be overemphasized as it contains records that enable
good features extraction by DNN models. However, some
of these records contain sensitive information and thus,
require application of privacy preserving techniques that
safeguard it from malicious attacks. Social networks and
search engine companies harvest huge amounts of data
from their respective users and leverage on the computa-
tional capacity of GPU farms to deploy DNN models on a
massive scale [1]. The astonishing results of these models
(Fθ) have led to their utility in precise speech recognition
[2] and image recognition that surpass that of humans [3].
This success had been lauded by many authors, however
the makeup of these DNN models contains social network
users’ personal information, and this can lead to privacy
violation when subjected to model-inversion attacks that
can reveal details whichmay subsequently be used forma-
liciouspurposes. A case of anadversarywith the capability
to derive portions of training data from a neural network
model via model-inversion attack has been cited in litera-
ture [4]. Model inversion and model extraction attacks are
the most common attacks on DNNmodels. In model inver-
sion, an adversary uses θ (a model parameter) to infer in-
formation about entities in the training dataset, while in
the latter, an adversarial client attempt to learn the nearest
approximation of Fθ in fewest queries [5]. Hence, there is a
need to protect DNNmodels and their parameters in order
to preserve sensitive information in their training dataset.
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Recently, studies in [6–10] proposed some techniques
for preserving privacy in deep neural networks. The tech-
niques include fully homomorphic encryption (FHE) [8],
(ϵ, δ)-differential privacy [11], and the adaptive Laplace
mechanism [8] to mention just a few. Privacy preserving
DNN models does exhibit lower accuracy as compared
to non-privacy preserving counterparts due to enormous
noise and lack of techniques to identify points to inject
noise without denting accuracy and trading-off privacy.
Consequently, this has discouraged the full adoption of
privacy protected deep neural networks in today’s indus-
tries and a contention in the research domain that has not
been resolved. Prominent stated-of-the-art methods that
offer solutions to the aforementioned are ϵ-differential pri-
vacy [12] and layer-wise relevance propagation (LRP) [13].
ϵ-differential privacy model maintains privacy to an ex-
tent where nothing is revealed about distinct records in a
dataset to an adversary within the model (high confiden-
tiality) [14]. According to the author in [15], differential pri-
vacy is regarded as a process of adding consciously fabri-
cated noise into the response to a query, and with a math-
ematical proof that a re-identifier agent will not be able to
disclose info about the identities in the database. The tech-
nique has also been certified as the best practice to circum-
vent re-identification attacks synonymouswith the release
of microdata [16]. More so, it has been applied in health-
care to guarantee privacy during health data aggregation
from cloud servers [17], and in wireless sensors, to pre-
serve privacy of node locations which are regarded as sen-
sitive information [18]. The Layer-wise Relevance Propaga-
tion (LRP) technique is a technique used to compute the
impact of a particular image region on the output of a clas-
sifier [13]. The technique has been seen to be very efficient
to decompose image prediction pixel-by-pixel [19] and lo-
cal renormalization of layers in deep neural networks [20].
In our work, we adapt this mechanism to estimate the con-
tribution ratio of each distinct neuron to the output value
produced from our deep neural network.

In this paper, we propose a neuron noise-injection
technique based on layer-wise buffered contribution ra-
tio forwarding approach to ensure privacy of DNNmodels.
The contributions of this paper are summarized as follows:

• We adapt the LRP approach to estimate neuron con-
tribution ratio in the DNN layer-by-layer such that
computationswithin neurons are influenced accord-
ing to their contribution ratio.

• Noise flooding is used to preserve privacy in DNN
models and thus decline accuracy. Our approach
eliminates this by applying the Laplace mechanism
to fabricate noise and redistribute this noise into a

tuple based on the proportion of each neuron’s con-
tribution ratio from the pre-trainednetwork.We sub-
sequently inject this into our DNN to preserve pri-
vacy without a significant drop in accuracy.

The rest of the paper is organized as follows: Section
2 reviews background on ϵ-differential privacy, deep neu-
ral network, LRP, andhighlighted relatedworks. In Section
3 and 4, we presented our methodology, experimental re-
sults and discussion, while Section 5 concludes the paper.

2 Background
In this section, an overview of differential privacy, funda-
mental principles of deep neural networks, and a brief
on layer-wise relevance propagation are presented. It also
highlights various related works in the context of our re-
search.

2.1 ϵ-Differential Privacy

ϵ-differential privacy was proposed by authors in [12] as
a strong privacy preserving approach which can be en-
forced using the Laplace mechanism [21]. The approach
uses random noise to guarantee that noticeable informa-
tion does not change much even when a record is altered
in the database [22, 23]. ϵ-differential privacy is currently
perceived as an incontestablemechanism to guarantee pri-
vacy [24] in an advent of a malicious intruder having de-
tailed knowledge about a particular database. It served as
the privacy currency that a data owner can use to control
the extent to which sensitive information can be revealed
[25]. This technique is valid if the result of a mechanism
over a dataset is indistinguishable in the existence and
non-existence of a tuple in a dataset [26]. The technique
is put into practice using the Laplace mechanism to inject
calculated noise into a query with its magnitude quanti-
fied by privacy budget ϵ. A Formal definition for differen-
tial privacy is stated as follows:

Definition 1 ((ϵ-differential privacy [12, 27])). . A random-
ized mechanism M is said to satisfy ϵ-differential privacy
iff datasets D and D′ differ by one entity and have all sets
of possible outputs Y that conform to the following:

e−ϵ ≤ Pr [M (D) = Y]
Pr [M (D′) = Y]

≤ eϵ .

ϵ is a parameter that defines privacy budget such that the
smaller the value of ϵ, the stronger the privacy enforced
and vice versa. From existing works, several values of ϵ
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have been proposed and used. However, the model pro-
posed by [28] recommends that the value of ϵ less than 1 is
preferable, consequently guaranteeing strongest privacy.
In practice, ϵ-differential privacy is executed by injecting
fabricated Laplace noise into the output of a query with a
view to blur the sensitivity of a real-valued function [12, 24].
The maximum differences in the addition or deletion of a
single record is regarded as the sensitivity of a real-valued
function:

Definition 2. Let f be a function f : D → Rd over an arbi-
trary domain D, where sensitivity of f satisfies

∆f = max
D,D′

d∑︁
i=1

⃒⃒
f (D)i − f

(︀
D′
)︀
i
⃒⃒

(1)

= max
D,D′

⃦⃦
f (D) − f

(︀
D′
)︀⃦⃦

1

such that D′ is a replica of dataset D but differs in values
existing in its last tuple, and f is a query function on both
D and D′. A Laplace distribution such that it produces a
calibrated noise, given sensitivity of a function f , satisfies
ϵ-differential privacy [12]:

Theorem 1. Let fbe a function f : D → Rd over an arbi-
trary domain D. The computation

M(X) = f (X) + Lap
(︂
∆f
ϵ

)︂
(2)

guarantees ϵ-differential privacy,whereX denotes a record
in D and M represents a mechanism that injects Laplace
noise into record X to protect its privacy.

2.2 Deep Neural Network

Recent breakthroughs in neural networks have led to the
birth of deep neural networks also known as deep learn-
ing. Deep learning uses data representation and learning
techniques that are based on machine learning, which
has gainedmuch research interest [29]. This learning tech-
nique has

contributed immensely both in practice and research
innovations in the AI field for fault diagnosis from raw
sensor data [30], machine language translation, image vi-
sualization, speech and image recognition [31], and intru-
sion detection [29]. Deep neural networks introduced non-
linearity learning potentiality that facilitates solutions to
complex data [1], and have been shown to deliver supe-
rior performance to their traditional counterparts in the
AI domain [3, 32–34]. Their internal structure consist of a
multiple layer network that enhances their ability to mine

salient features from data in a non-linear pattern. Figure 1
gives a graphical overview of a DNN.

Figure 1: Deep neural network layers

There are three important variables in a DNN, namely:
weight w, bias b and input x (data). Apart from the input
layer of a DNN, other layers l captures the output of the pre-
vious layer as their input as represented in Eq. 3. In order
for a network to handle complex computations, nonlinear-
ity functionality is introduced via activation function (e.g.
ReLU: σ (x) = max (0, x),Sigmod: y = 1

(1+e−x) )

xl+1i = σ

⎛⎝ k∑︁
j=1

(︁
xlj w

l
ij

)︁
+ bl+1i

⎞⎠ (3)

Classification errors are minimized in a DNN by iteratively
training the initial random weights on a set of target train-
ing samples. Thereafter, network performance is tested on
a separate set of test values [35]. Oneof themain features of
DNN to counter errors and strengthen learning during data
training is called backpropagation. DNN computes its gra-
dient through backpropagation by a means of chain rule
derivatives after backward propagation of error found at
the output layers [36]. Errors (loss) are computed as the
differences between the estimated value ŷ obtained at the
output layer and the target value y known as the label. The
cost of the loss is estimated via cross-entropy error func-
tion and subsequently fed back into the network model to
update parameters such as weights and bias.

2.3 Brief on Layer-wise Relevance
Propagation (LRP)

LRPwas proposed by Bach et al. in 2015 as ameans to clar-
ify which pixels of an image play an important role in a
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classification decision [20]. LRP denotes the assumption
that a classifier can be decomposed into several compu-
tational layers. This implies a forward propagation and a
backward propagation flow in a neural network. During
forward propagation, the image input is captured in pixels
form into the network, thenmultiplied by networkweights
wwith the addition of a bias b, and computationally made
nonlinear through an activation function. The process pro-
ceeds until it gets to the final layer to produce a value. To
illustrate further, we can represent the network output as
F(x), where F denotes a classifier and x is the image in-
put in form of pixels (x1, x2 , x3, . . . , xn). For concrete
purpose, let us say F (x) = 1.255; this value is fed back
into the network from the output layer in a reversed man-
ner for backward propagation. This is done to estimate the
relevance ratio of each pixel layer by layer up to the input
layer where the process is terminated.

Pixel relevance is passed on as a message either for-
ward (→ ) or backward (← ) between layers (l and l + 1). A
sample scenario is given in Figure 2 to expound the idea of
the LRP process in a neural network. In the forward propa-
gation (see Figure 2a), neuron n receives pixel value x1 and
then computes r(l, l+1)n→z = σ(x1.w + b), thereafter forwards
it as a message to neuron z. x2 likewise goes through the
same process to arrive at neuron z as r(l, l+1)s→z = σ(x2.w + b).
At z, F (x) is estimated as the total relevance. This is sub-
sequently passed back into the network as Rz to compute
relevance contributed by n and s as R(l, l+1)n←z and R(l, l+1)s←z re-
spectively (see Figure 2b). More elaborate details in rela-
tion to our work are further given in Figure 3 & 4.

(a)

(b)

Figure 2: LRP flows: (a) forward propagation (b) backward propaga-
tion

(a)

(b)

(c)

Figure 3: A computational exposition on internal structure of for-
ward and backward flow process. (a) Forward flow with dummy
weight values. (b) Backward flow relevance forwarding between
neuron z and neuron n. (c) Relevance forwarding and contribution
ratio computation for neuronm during backward flow process

Figure 4: An internal structure of our proposed model showing a
sample scenario for input x1
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2.4 Review of Existing Privacy Preserving
Models

The aim of privacy preserving methods are to safeguard
sensitive data against a third party (an adversary) who
wants to gain accesswithout the data owner’s consent. Au-
thors of [37] applied a multi-objective algorithm to hide
sensitive information in order to achieve privacy preserv-
ing data mining (PPDM). In IoT devices, data may be
collected from people without their consent, hence pos-
ing privacy risk [38]. However, authors in [39] proposed
a user-friendly framework to achieve consents in Blue-
tooth low-energy IoT devices. The framework is seen to
have improved the privacy policy agreement in IoT appli-
ances. Also, a survey of privacy enhancing technologies
(PETs) to mitigate privacy risk, privacy legislation, and
their challenges in IoT is found in [38]. Authors in [40]
gave an overview of approaches to safeguard privacy in
the industrial internet of things (IIoT), and emphasized a
secure algorithm for endpoints. Several approaches have
been proposed on privacy preserving DNN models, data
mining, biometric recognition systems, IoT environment
and wireless sensor networks by many authors. Some of
these approaches include the multiple objective particle
swarm optimization technique that relies on density clus-
tering approach to hide sensitive information (CMPSO)
[41], DeepZeroID based on homomorphic encryption [42],
hierarchical-clustering mechanism [43], and differential
privacy [17, 18]. The differentially private models some-
times performed learning on clean data and use either the
Laplace mechanism or an exponential mechanism to pre-
serve privacy in the model [10]. A Sample approach to ex-
ponential mechanism can be found in [44, 45], while that
of the Laplacian mechanism are seen in work done by au-
thors in [46–48]. A modified ϵ-differential privacy called
parameter-wise ϵ-differential was proposed in [7] based
on three approaches: anonymized-first, learning-first, and
anonymized-learning. In the anonymized-first approach,
the original databasewas first anonymized before training,
while in the learning-first approach,machine learning pro-
cess was carried out first, then themodel was anonymized.
However, in the anonymized-learning approach, all pa-
rameter values of the machine learning were anonymized
in the training process. Differentially private stochastic
gradient descent was proposed in [6] by clipping the norm
of the gradient for each example. Noise was subsequently
added to the gradient of each training batch before an up-
date. The approach was combined with PCA during pre-
training process, resulting in a differentially private PCA.
Authors of [49] applied ϵ-differential privacy in deep auto-
encoder by distorting the objective functions rather than

its output. Their work was based on the prediction of
human behavior in health social networks. [8] proposed
an adaptive Laplace mechanism by combining differential
privacy and layer-wise relevance propagation (LRP). The
relevance obtained through the LRP process was altered
with calculated noise to preserve privacy in the training
model. Also, authors in [9] proposed a fully homomorphic
encryption (FHE) technique to improve on Cryptonets’ so-
lution. Their approachwas tomake cryptonet (CNN based)
layers deeper to improve accuracy through the use of low
multiplicative polynomial approximation that lessens the
computational cost of FHE.

3 Methodology
In this paper we proposed a neuron noise-injection ap-
proach for privacy preserving deep neural networks. The
approach is based on neuron contribution ratio and noise-
tuple perturbation factory adapted from ϵ-differential pri-
vacy. Our focus is to combine these two techniques and
infuse them into a deep neural network model to foster
classification accuracy and to guarantee privacy. The pri-
mary goal of noise-tuple perturbation factory is to fabri-
cate noise needed to protect the training model while the
neuron contribution ratio in summary is aimed at estimat-
ing the required amount of noise to be injected into a neu-
ron in the deep neural network.

3.1 Overview

The main focus of this paper is to present an approach
that closes the accuracy gap between a differentially pri-
vate DNN and a non-private DNN model and preserve pri-
vacy at the same time. To achieve this, there is a need to
employ a technique that evaluates computations at neu-
ron points within the neural network and also computes
the right amount of noise for privacy preservation without
degrading accuracy of the network. Therefore, we adapt
an LRP technique to estimate contribution ratio of each
distinct neuron layer by layer at the pre-training phase of
our DNN. The output of this process is a tuple of contri-
bution ratio. The contribution ratio tuple is then buffered
along with its layer mapping identity and then forwarded
to the noise-tuple perturbation factory (see Figure 4). In
the noise-tuple perturbation factory, the contribution ra-
tio tuple is used to generate a tuple of noise via a Laplace
mechanism. The noises in the tuple are not of the same
proportion but are based on the contribution ratio from
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the pre-training phase, thus, are injected into neurons hav-
ing their corresponding layer mapping identity in the ac-
tual trainingnetwork. Finally,we alsoprotect the loss func-
tion to preserve the parameters of the training phase. We
tested our approach using tensorflow libraries and the re-
sults shows the effectiveness of our proposed method in
closing up accuracy disparity and delivery of strong pri-
vacy preservation based on the privacy budget used.

3.2 Neuron Contribution Ratio Propagation

The neuron contribution ratio is originally adapted from
Layer-wise Relevance Propagation (LRP): an approach
which has been proposed and adopted in literature [8, 13,
19, 20]. The contribution ratio propagation involves a for-
ward flow process that produces Fθ at the output layer and
a backward flow process that feeds back Fθ as Crz into the
network in a reversed manner, as presented in [20]. The
Crz is used to compute neuron contribution ratio at each
layer of the network until it reaches the input layer. The
purpose of the neuron contribution ratio is to avoid noise
flooding into the network neuron by using its value to com-
pute appropriate quantity of Laplace noise required to be
injected into the neurons of our training network as de-
noted in Eq. 19. An internal structure of this whole pro-
cess is presented in Figure 4. For clarity, we consider the
forward and backward flow process scenario of input tu-
ple (x1, x2, x3) from either dataset D or D′ with emphasis
on x1 for the simplicity of neuron flow. The distinction be-
tween these two datasets is that they differ only in their
last tuple. For example, D′ is a duplicate of Dbut the last
record in D′ is substituted with another record that differs
from what exists in D. In the forward flow, each neuron
(p, j, v,m, k, t, n, s) forwards its computational values to
the neurons in the next layer until they get to the final neu-
ron z to produce Fθ as shown in Figure 3a. This flow is com-
puted using Eq. 3. The Fθ is passed back as total contribu-
tion ratio Crz into the network, and this marks the begin-
ning of backward flowprocess. The backward flowenables
the network to compute ratio to what each neuron has con-
tributed during the forward flow. This was not possible in
the forward flow process because total contribution ratio
is required to be initially calculated and then used to com-
pute ratios contributed by distinct neurons. The value of
Crz is passed to neuron n in the preceding layer to com-
pute its contribution ratio Cr(L−1)n . Subsequently, neuron n
passes on its value R(l+1, L−1)m←n to neuron m as shown in a
sample approach given in Figure 3b & 3c. Computationally
we can depict the backward flow as a tracking of neuron

forward contribution such that from Figure 3 we have:

rn→z = xn .wz (4)

rz = rn→z + rs→z + bz (5)

R(L−1, L)n←z =

⎧⎨⎩ rn→z
rz+β .Crz , rz ≥ 0
rn→z
rz−β .Crz , rz < 0

(6)

Cr(L−1)n = R(L−1, L)n←z (7)

where rz, rn→z, rs→z, and R(L−1, L)n←z denote relevance of z,
relevance forwardedbyneuron n to z, relevance forwarded
by neuron s to z, and relevance pass-back from z (in layer
L) to n (in layer L − 1) respectively (see Figure 3b).

Let rm→n represent relevance forwarded by m to n,
r(l+1)→n denotes all neurons relevance in layer l+1 passed
to n, and Cr(l+1)m depicts contribution ratio at m such that:

rm→n = xm .wn (8)

r(l+1)→n =
∑︁

h ∈(l+1)

rh + bn (9)

R(l+1, L−1)m←n =

⎧⎨⎩
rm→n

r(l+1)→n+β .Cr
(L−1)
n , r(l+1)→n ≥ 0

rm→n
r(l+1)→n−β .Cr

(L−1)
n , r(l+1)→n < 0

(10)

Cr(l+1)m =
∑︁

q∈ (L−1)

R(l+1, L−1)m←q , (11)

whereR(l+1, L−1)m←n is the relevancepass-back from n tom (see
Figure 3c). Furthermore, we compute the contribution ra-
tio at neuron p as Cr(l)p . Hence, we represent relevance for-
ward from ptom as rp→m, all relevance passed from layer l
to m as rl→m and, R(l, l+1)p←m as the relevance pass-back from
m to p. Therefore:

rp→m = xp .wm (12)

rl→m =
∑︁
h∈l

rh + bm (13)

R(l, l+1)p←m =

⎧⎨⎩
rp→m
rl→m+β .Cr

(l+1)
m , rl→m ≥ 0

rp→m
rl→m−β .Cr

(l+1)
m , rl→m < 0

(14)

Cr(l)p =
∑︁

g∈(l+1)

R(l, l+1)m←g . (15)
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β is usedas a stabilizer to control the value of r as in [7]. The
process continues until Crx1 , Crx2 and Crx3 are reached
(see Figure 4) and then stops. The final product of this tech-
nique in a single complete circle (batchB ofX) is a set of tu-
ples of neuron contribution ratio nCrx. This is further nor-
malized to obtain a single tuple contribution ratio at each
layer over the entire dataset CrD.

CrB =
1
|B|

∑︁
x∈B

nCrx (16)

nCrx can be expressed further as nCrx =
((Crx1 , . . . , Crxn )1, . . . , (Crx1 , . . . , Crxn )j).

CrD = |B||D|
∑︁
B∈D

CrB =
1
|D|

∑︁
B∈D

∑︁
x∈B

nCrx (17)

where CrD = (Crx1 , Crx2 , Crx3 ).
During the process of capturing tuple CrD, the neuron

contribution ratio is buffered at every layer of the DNN. De-
tails about this process are presented in the next section.

3.3 Contribution Ratio Buffer

The essence of contribution ratio buffer Crb is to trap con-
tribution ratio Cr from set of neurons in each hidden layer.
The Crb is placed at every hidden layer to store a tuple of
CrI for all neurons in a particular layer I(I is used later in
this paper to represent any layer in the network in order to
simplify notations) during backward flow process of rele-
vance propagation. Datasets D and D′ go through this pro-
cess. The storing procedure is illustrated using Figure 4 as:

CrbL = Cr(L)z
CrbL−1 = {Cr(L−1)n , Cr(L−1)s }

Crbl+1 = {Cr(l+1)m , Cr(l+1)k , Cr(l+1)t }

Crbl = {Cr(l)p , Cr(l)j , Cr
(l)
v }.

Thereafter, all Crb are merged into a single tuple Crbmerge
and Cr′merger for D and D′ respectively, and are subse-
quently forwarded to the noise-tuple perturbation factory
as:

Crbmerge = {Crbl ∪ Crbl+1 ∪ CrbL−1 ∪ CrbL}

as in the case of D.

3.4 Noise-Tuple Perturbation Factory

This phase receives tuple of Crbmerge, Crb′merger, and
neighboring datasets D and D′ as input, and captures the

total value of Cr as Crtotal and Cr′total. It then computes
the global sensitivity ∆f based on the maximum value of
D and D′. However, in this paper, our mathematical repre-
sentation focusesmostly on dataset D. Since both datasets
undergo the same process, therefore, the representations
can easily be adapted for datasetD′ by simply adding apos-
trophe symbol (′) to it.

Crtotal =
∑︁

CrI∈Crbmerge

CrI (18)

Furthermore in the noise-tuple perturbation factory, we
calculate the noise spreading proportionality δ for each
CrI in the Crbmerge using the Laplace mechanism and a
chosen privacy budget ϵ1 such that I represents an in-
stance of a layer corresponding to theneuronwhere Crwas
estimated.

δI ←
(︂
Lap

(︂∆f
ϵ1

)︂
× CrI
Crtotal

)︂
(19)

δtuple ← δI (20)

Hence a tuple of δ is yielded: δtuple ={︁
δI1, δI2, δI3, . . . , δIH

}︁
as illustrated in Algorithm 1. The

δtuple consists of proportioned noise to be injected into
neurons of our network training phase shown in Figure 4.
It should be noted that the quantity of these noises differs
based on the contribution ratio value of each neuron ω.
Each neuron can be further expressed as:

ωIi =
k∑︁
j=1

(xj .wij) + bi where xj ∈ D (21)

Fθ =
{︁
ωI1, ωI2, ωI3, . . . , ωIH

}︁

Algorithm 1 Noise Perturbation Factory
1: function noiseFabrication(D, D′, Crbmerge)
2: # let Crbmerge represent contribution ratio set for

dataset D and D′ respectively:
3: compute global sensitivity ∆f using equation 1:
4: ∆f = maxD, D′

⃦⃦
f (D) − f

(︀
D′
)︀⃦⃦

1
5: compute total Cr: Crtotal = sum(Crbmerge) #Eq. 18
6: #initialize privacy budget ϵ : ϵ1
7: #compute noise spread proportionality δ from equa-
tion 19 & 20

8: for CrI ∈ Crbmerge do
9: δI ←

(︁
Lap

(︁
∆f
ϵ1

)︁
× CrI
Crtotal

)︁
10: δtuple ← δI

11: end for
12: return δtuple = (δI1, δI2, δI3, . . . , δIH), ϵ1
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F′θ is also computed in a similar manner. Therefore, we
preserved distinct ω of our DNN model Fθ in the training
phase with the Laplace noise-injection mechanism Φ as:

Φ (D) ≈ Φ (Fθ)

= {(ωI1 + δI1), (ωI2 + δI2), +(ωI3 + δI3), . . . , (ωIH + δIH)}.

Similarly to authors in [21], we ensure that the Φ process
on each neuron in Fθ is ϵ1-differentially private based on
lemma 1.

Lemma 1. Let D and D′ be any two neighboring datasets
that yield DNN models Fθ and F′θ respectively. Let Φ(D)
and Φ(D′) be the noise-injection mechanism on neurons
in Fθ and F′θ respectively given response r. There exist an
inequality that satisfies ϵ1-differentially private condition
based on definition 1 in section 2.1:

e−ϵ ≤ Pr [Φ (Fθ) ∈ r]
Pr

[︀
Φ
(︀
F′θ

)︀
∈ r

]︀ ≤ eϵ .
Proof. Suppose Fθ and F′θ models are from dataset D
and D′ respectively and are differentiated by neurons
(ωIH & ω′IH) in the last tuple. Without loss of generality,
there exist the assumption that the Laplace noise injection
processΦ with privacy budget ϵ1 on the models, yielded a
response r with a probability less or equal to eϵ such that:

e−ϵ ≤
Pr

[︁
(ωIH + Lap

(︁
∆f
ϵ1

)︁
) ∈ r

]︁
Pr

[︁
(ω′IH + Lap

(︁
∆f
ϵ1

)︁
) ∈ r

]︁ ≤ eϵ ,

where Lap
(︁
∆f
ϵ1

)︁
follows a Laplace distribution to generate

noise denoted as δI , and δIH ∈ δtuple is the proportion
allotted to ωIH based on its Cr

e−ϵ ≤
Pr

[︁
(ωIH + δ

I
H) ∈ r

]︁
Pr

[︁
(ω′IH + δIH) ∈ r

]︁ ≤ eϵ

e−ϵ ≤
Pr

[︁
(ωI1 + δ

I
1), . . . , (ωIH + δ

I
H) ∈ r

]︁
Pr

[︁
(ω′I1 + δI1), . . . , (ω′IH + δIH) ∈ r

]︁ ≤ eϵ

e−ϵ ≤
Pr

[︁
Φ
(︁
ωI1, ωI2, ωI3, . . . , ωIH

)︁
∈ r

]︁
Pr

[︀
Φ
(︀
ω′I1 , ω′I2 , ω′I3 , . . . , ω′IH

)︀
∈ r

]︀ ≤ eϵ
e−ϵ ≤ Pr [Φ (Fθ) ∈ r]

Pr
[︀
Φ
(︀
F′θ

)︀
∈ r

]︀ ≤ eϵ
Since both Fθ and F′θ are derivable from D and D′, then we
can also say that:

e−ϵ ≤ Pr [Φ (Fθ) ∈ r]
Pr

[︀
Φ
(︀
F′θ

)︀
∈ r

]︀ ≤ eϵ ≈ e−ϵ ≤ Pr [Φ (D) ∈ r]
Pr [Φ (D′) ∈ r]

≤ eϵ .

We also affirm that the Laplace noise-injection process on
neuronsωIi implies perturbation on x ∈ D, and it preserves
privacy based on lemma 2.

Lemma 2. Let Φ be a randomized perturbation mecha-
nism on x and x′ from neighboring datasets D and D′ re-
spectively. The mechanism preserves privacy, for example
on D such that:

Φ (D) =
{︂
xi + Lap

(︂∆f
ϵ1

)︂
, . . . , xn + Lap

(︂∆f
ϵ1

)︂}︂
.

Proof. Let xn and x′n represent the last tuple in dataset
D and D′. By retaining generalization there exist an as-
sumption that ωIH(ω′IH) are the last neuron of Fθ(F′θ) model.
Hence,

Φ
(︁
ωIH

)︁
= {ωIH + δIH}ωIH ϵFθ ≈ xn + Lap

(︂∆f
ϵ1

)︂
.

From Eq. 21, we derived

ωIH =
n∑︁
j=1

(xj .wHj) + bH

ωIH = bH +
(︀
(xwH)1 + . . . + (xwH)n

)︀
ωIH = bH + xIn

Φ
(︁
ωIH

)︁
= bH +

{︂
xIn + Lap

(︂∆f
ϵ1

)︂}︂
.

where bH can be a negligible bias having value < 1:

{ωIH + δIH}ωIH ϵFθ ≈ bH + {x
I
n + Lap

(︂∆f
ϵ1

)︂
}
xIn∈D

.

Having established proof of lemma 1 & 2, we validate that
the privacy of tuples (X) in dataset D are protected in a dif-
ferential privacy manner such that sensitivity is bounded
based on lemma 3.

Lemma 3. Suppose fD and fD′ are query functions over
two neighboring datasets D and D′ respectively such that
we denote their representations as follows:

fD =
∑︁
X∈D

X; fD′ =
∑︁
X′∈D′

X′

Then, the following inequality holds:⃦⃦⃦⃦
⃦∑︁
X∈D

X −
∑︁
X′∈D′

X′
⃦⃦⃦⃦
⃦
1

≤ 2max
X

∑︁
X∈D
‖X‖ 1

Proof. Let Xn and X′n be the last tuple in datasets Dand D′

respectively. Without loss of generality, there exist an as-
sumption that both datasets differ in the last tuple. There-
fore, ⃦⃦⃦⃦

⃦∑︁
X∈D

X −
∑︁
X′∈D′

X′
⃦⃦⃦⃦
⃦
1

=
n∑︁
i=1

⃦⃦
Xn − X′n

⃦⃦
1

≤
n∑︁
i=1
‖Xn‖ 1 +

n∑︁
i=1

⃦⃦
X′n

⃦⃦
1
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≤ 2max
X

∑︁
X∈D
‖X‖ 1

where n is the number of tuples in D. A detailed process of
the training phase in Figure 4 is presented in section 4, 4.2,
and 4.3.

3.5 Perturbation of the Loss Function

Having preserved the privacy of our DNN internal entities,
it is expedient to protect the junction at which the target
value y is accessed. Hence, we preserve the privacy of the
loss function Lθ for our DNN model training phase to pre-
vent an adversary fromcompromising the trainingparame-
ter such asweight and bias through the Lθ. Therefore, Lθ is
beingprotected at every trainingBatchB. Thisweachieved
using loss function given cross-entropy error function as
Lθ via estimated value ŷ, thus:

ŷ = σ
(︁
ωL

)︁
(22)

Lθ = −
t∑︁
i=1

yi log ŷi + (1 − yi) log(1 − ŷi)L′θ (23)

is likewise computed and t is a set of tuples that denote a
single batch in D. We set loss function sensitivity as:

∆L = max
Lθ , L′θ

⃦⃦
fL (Lθ) − fL

(︀
L′θ

)︀⃦⃦
1 (24)

and fabricate Laplace noise for perturbation with privacy
budget ϵ2. Therefore we have:

Φ (Lθ) = fL (Lθ) + Lap
(︂
∆L
ϵ2

)︂
. (25)

In this paper, we affirm that the task at Lθ at each complete
batch of our network is ϵ2-differentially private based on
the following lemma:

Lemma 4. Let fL and f ′L denote query functions on two
neighboring loss functions Lθ and L′θ from batches BϵD
and B′ϵD′ respectively. The following inequality exists
that predefines their sensitivity as:

∆L =

⃦⃦⃦⃦
⃦⃦ ∑︁
Lθ∈D

Lθ −
∑︁
L′θ∈D′

L′θ

⃦⃦⃦⃦
⃦⃦ ≤ 2max

Lθ

∑︁
Lθ∈D

‖Lθ‖ 1

Proof. Assume that B and B′ are the last batches from D
and D′ respectively and are differentiated in the last tuple
such that Lθn(L′θn ) is the last tuple lost function in B(B′)

during training phase. There exists an inequality that pre-
defines their sensitivity as:

∆L =

⃦⃦⃦⃦
⃦⃦ ∑︁
Lθ∈D

Lθ −
∑︁
L′θ∈D′

L′θ

⃦⃦⃦⃦
⃦⃦ =

n∑︁
i=1

⃦⃦
Lθn − L

′
θn
⃦⃦

≤
n∑︁
i=1
‖Lθn‖ +

⃦⃦
L′θn

⃦⃦
≤ 2max

Lθ

∑︁
Lθ∈D

‖Lθ‖ 1

where n is the number of tuples in D.

Lemma 5. Equation 25 preserves ϵ2-differential privacy
even in the presence of adversary query function fL.

Proof. Let Lθ and L′θ be any pair loss function. Sup-
pose a noise-injection mechanism Φ having subset S ⊆
range(Φ). The probability density on both loss function
results to response r ∈ S is proportional to e−‖fL(Lθ)−r‖1(

ϵ
∆f )

and e−‖fL(L
′
θ)−r‖1( ϵ∆f ). Hence, we have:

e−‖fL(Lθ)−r‖1(
ϵ
∆f )

e−‖fL(L
′
θ)−r‖1( ϵ∆f )

= e‖fL(L
′
θ)−r‖1

(︁
ϵ
∆f

)︁
− ‖fL(Lθ)−r‖1(

ϵ
∆f )

≤ e
[︁
‖fL(L′θ)−fL(Lθ)‖1

]︁
( ϵ∆f ) ≤ e[∆f ] (

ϵ
∆f ) ≤ eϵ

3.6 Privacy Budget Point Recap

In this section, we further expatiate on the relevant steps
of our proposed approach by explicitly stating entries of
Laplace noise-injection into our privacy preserving DNN
model. Our model has two entry levels which include: at
distinct neuron points in the entire hidden layer and at
the loss function backpropagation point. At distinct neu-
ron points (see Figure 4: training phase) each neuron is
made ϵ1-differentially private as a result of the Laplace
noise-injection mechanism Φ, which is basically depen-
dent on Algorithm 1 and largely determined by each neu-
ron’s contribution ratio Cr. Lemma 1, 2 & 3 and their proofs
were used to theoretically validate the privacy preserving
process on neurons as ϵ1-differentially private. Therefore,
the privacy budget for that process is ϵ1. Finally, we in-
jected Laplace noise with a privacy budget of ϵ2 through
the loss function using the cross entropy error function.
In like manner, we stated lemma 4 & 5 and their proofs
to back up our privacy preservation claims. However, the
overall privacy budget is ϵ = (ϵ1+ϵ2). Our theoretical proof
of privacy preservation base on the given lemmas corre-
spond to what other authors [6–8, 48–50] have done in re-
lated literature. Algorithm 2 gives an overview of cogent
steps in our approach.
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Algorithm 2 Perturbation Model
1: function PerturbModel (D, D′, Crbmerge , T )
2: # total number of batches T
3: δtuple , ϵ1 = noiseFabrication (D, D′, Crbmerge)
4: δtuple =

{︁
δI1, δI2, δI3, . . . , δIH

}︁
5: #compute each neurons in the network using equa-

tion 21
6: ωIi =

∑︀k
j=1(xj .wij) + bi where xj ∈ D

7: #add Laplace noise for neuron perturbation
8: Φ (D) ≈ Φ (Fθ) = {(ωI1 + δI1), (ωI2 + δI2), (ωI3 +
δI3), . . . , (ωIH + δ

I
H)}

9: #compute estimate value ŷ from equation 22
10: ŷ = σ

(︁
ωL

)︁
11: randomly initialize θ0
12: for each t ∈ [T] do
13: #select a random training batch of neuron sample

ωBt and perturb via Laplace noise injection
14: Lθt = −

∑︀Bt
i=1 yi log ŷi + (1 − yi) log(1 − ŷi)#Eq. 23

15: ∆L = maxLθ , L′θ
⃦⃦
fL
(︀
Lθt

)︀
− fL

(︀
L′θt

)︀⃦⃦
1#Eq. 24

16: Φ
(︀
Lθt

)︀
= fL

(︀
Lθt

)︀
+ Lap

(︀ ∆L
ϵ2
)︀
#Eq. 25

17: #compute the gradient decent
18: θt+1 ← θt − ηtLθt # η is the learning rate
19: end for
20: return θT and compute total privacy budget (ϵ = ϵ1 +

ϵ2)

3.7 Data Utility Concern

Differential privacy has twomajor data processingmodels,
namely non-interactive and interactivemodels. In the non-
interactive model, the publisher (a person who released
themodel) allows client to have direct access to the privacy
preserved dataset, while in the interactive model, clients
are given access to the data via an interface that secure
privacy [51]. In the two categories, having strong privacy
guarantee and at the same time retaining high data utility
is a major concern. This is because data utility depends on
meaningful query result upon request by a genuine client
who has same access point with an adversarial client. Our
own processing model is a little different from the afore-
mentioned processes because clients do not have direct
or intermediate interaction with the dataset but only with
the published model Fθ or trained parameters θ. Also, it
is the client that supplies data to these entities for pre-
diction or classification. However, an adversary masquer-
ades as a genuine client and subjects Fθ or θ to various
attacks to unveil the training data. Therefore, we protect
these entities with a differential privacy technique during
the DNN training phase such that they are usable for pre-

diction/classification purposes. Therefore, data utility is
not a concern inprivacypreservingdeepneural networkas
the classification accuracy of our private model presented
in the experiment section justifies this (its utility).

4 Experiemental Results and
Discussion

In this section, we experiment our proposed model on
two numerical datasets, Dermatology and Winsconsin Di-
agnosis Breast Cancer (WDBC) accessed fromUCIMachine
Learning Repository [52, 53]. Both datasets have been
used in existing literature [54–57] and have been found
to be effective for classification process. The dermatology
dataset consists of 6 classes of eryhemato squamous dis-
ease, 12 clinical and 22 histopathological measurements
of patients, resulting in a total of 34 attributes (ID, diagno-
sis, 30 real-valued input features) with 366 instances. The
WDBC consist of 2 classes: malignant and benign with 32
attributes and a total of 569 instances. For both datasets,
10-fold cross-validation was used. In our experiment, we
developed a non-private DNNmodel and differentially pri-
vate DNN based on varying values of ϵ, and further made
a comparative analysis based on the accuracy achieved
from both models. Furthermore, we evaluate the perfor-
mance of our approach with existing method in [8] as it
is relatively close to ours. We finally benchmark our result
with the state-of-the-art accuracy for MINST dataset. The
MINST dataset consists of 10 classes (digits), 60,000 train-
ing examples and 10,000 testing examples of handwritten
digit recognition images [58]. Each sample is of size 28×28
gray-scale image. The dataset has been popularly used in
substantial amount of literature [6, 8, 9] as a benchmark
to validate private and non-private model accuracy differ-
ences. All experiments were conducted using Tensorflow
libraries on a single NVIDIA GTX 1080 Ti 16GB GPU, 32GB
RAM, core i7 with 3.60GHZ CPU. All graphs and table re-
sults in this section are specifically for dataset Dbecause
it is our focus dataset, while the essence of D′ is to assist
in accomplishing differential privacy in the case of the pri-
vate model (privacy preserving model).

4.1 Pre-Training Process of Contribution
Ratio

The essence of the pre-training process is to compute neu-
ron contribution ratio. This process is targeted towards the
private model only, as a means to estimate neuron con-
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tribution ratio needed to quantify Laplace noise to be in-
jected into network neurons in the actual training phase.
We designed a DNN architecture just as the real training
process. The network architecture has the same number
of layers and neurons as the actual learning process but
a smaller epoch size. We monitored closely and recorded
each computations layer-by-layer through the Tensorflow
session variables, and tracked every computation output
at the activation function point. Values tracked include:
weights, bias, and outputs from the computation of Eq. 3.
None of these entities is single-valued but in tuples of ma-
trices, and each value in the tuples represents a distinct
neuron in the network. The task on entities involvesmatrix
computationwhichmay be too complex and could distract
from the core of this paper. The pre-training process was
carried out in a forward flow phase which terminated at
the output layer (see Figure 4). The estimated value Fθ pro-
duced was feed into the network to proceed the backward
flow process. The Fθ together with values of the tracked
entitieswere used to compute contribution ratio Cr of each
neuron of the network. In order tomake this support appli-
cation of differential privacy at the training phase, there is
a need to have two neighboring datasets that differ only
in the last tuple. The reason behind this is to maintain
privacy within a dataset in the absence or presence of a
tuple (record). More so, it makes it possible to estimate
global sensitivity ∆f from Eq. 1 and loss function sensitiv-
ity ∆L from Eq. 24. Based on this, we duplicate each of our
datasets as D & D′ and alter the last tuple in D′. Wewrote a
pre-training object-oriented class in python that executes
Eq. 4-15 and tracks all needed values using Tensorflow li-
brary and later returns them. Then, we called the class
twice by passing D & D′ one after the other. Thereafter, we
were able to capture Crbmerge and Crb′merger. These were
forwarded to the noise-tuple factory to compute required
noise to preserve privacy at the training phase. The in-
ternal computations are graphically presented in Figure 3
and also the process flow overview is given in Figure 4.
We likewise followed this class paradigmduring the actual
training process of our datasets to build a privatemodel as
discussed in the following subsections (4.2, 4.3, and, 4.4).
The class structure affords us a convenient way to execute
algorithm 1, track loss functions (Lθ & L′θ) and finally com-
pute Eq. 24. These were a challenge for us without adopt-
ing the aforementioned class paradigm. We observed that
the entire pre-processing phase does not incur extra sig-
nificant computational cost different from the real training
process. It was actually lower because a smaller epoch size
was required.

4.2 Dermatology Dataset

We designed two models with the same network structure
using thedermatologydataset. The trainingphase for both
the non-private and the differentially private DNN models
had 34 input features, 3 hidden layers with a ReLU activa-
tion function at eachhidden layer, andalso anoutput layer
of 6 classes along with a cross-entropy loss function. The
samearchitecturewas alsoused for thepre-training aspect
of the private DNN: for the computation of neuron’s con-
tribution ratio Cr. During training in the non-private DNN,
we set the learning rate to 10e-3 using adam optimizer to
minimize the loss. We also initialized a batch-size of 50
in 50 epochs for over 2000 iteration steps. Consequently,
from Figure 5a, a 99.2% prediction accuracy was reached.
However, in the privacy preserving model, the epoch size
was changed to 100 at 3000 iterations per epoch to facili-
tate the learning process and enhance prediction accuracy.
This is because we recorded a poor result using 2000 iter-
ations. Initializing 3000 iterations per epoch implies that
50 tuples from the dataset go through the training mood
(are looped-thru)within each epoch, 3000 times. This tech-
nique really boosted learning with good accuracy for the
test data. We introduced Laplace noise-injection catego-
rized based on the value of ϵ with respect to the neuron
contribution ratio. In Figure 5b, privacy budget is set to
ϵ = 1 for moderate Laplace noise; in Figure 5c, ϵ = 0.5 for
much noise; while in Figure 5d, for heavy noise, ϵ = 0.1.
As a result, prediction accuracy of 98.6%, 96%, and 95.6%
respectively was recorded. As previously mentioned, the
smaller the value of ϵ, the larger the noise that is produced.
Therefore, neurons with lower Cr receive a larger portion
of the noise. It is deducible from figs. 5a-b-c-d, that in the
first 20 epochs, the non-private model achieves higher ac-
curacy as compared to the private model. Also, the predic-
tion (test) accuracy slightly drops as the fabricated Laplace
noise injected increases. However, the training accuracies
are almost stable at 99%. Figures 5b, 5c, 5d and Table 1
present a graphical and a summary view of the predic-
tion accuracies. The close in the accuracy gap, despite the

Table 1: Result summary on training and test datasets

Differentially private
model

Prediction Accuracy (%)

ϵvalue dermatology breast cancer
ϵ = 1 98.6 99.0
ϵ = 0.5 96.0 98.2
ϵ = 0.1 95.6 96.0

Non-private model 99.2 99.5
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(a) non private model (b)moderate noise ϵ = 1

(c)much noise ϵ = 0.5 (d) heavy noise ϵ = 0.1

Figure 5: Dermatology dataset prediction accuracy for non-private and privacy preserving DNN

increase in injected noise, shows the efficacy of the neu-
ron contribution ratio as a means of minimizing accuracy
degradation in the case of heavy noise.

4.3 Breast Cancer Dataset

As in the previous dataset, we designed a non-private and
a differentially private DNN models with the use of breast
cancer dataset as training samples. Both models had 30
input features, 3 hidden layers along with ReLu function,
and an output layer of 2 classes. A batch size of 100 and 50
epoch size over 2000 iteration steps with a cross-entropy

loss function was used in the non-private DNN model.
However, for the private model, we learnt from the experi-
ence of the previous dataset and increased the number of
iteration steps to 3000 within an epoch to ensure a good
learning process in the face of noise-injected neurons. A
total of 100 epochs was used during training. As shown
in Figure 6a, the non-private model achieved a prediction
accuracy of 99.5%, meanwhile in the privacy preserving
model, as similarly done in the dermatology dataset, we
set ϵ = 1 to yield a prediction accuracy of 99%, and later in-
troducedmuchnoise: having ϵ = 0.5, the accuracy slightly
dropped to 98.2%. We decided to test the tolerance perfor-
mance of ourmodel in the face of heavy noisewith ϵ = 0.1,
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(a) non private model (b)moderate noise ϵ = 1

(c)much noise ϵ = 0.5 (d) heavy noise ϵ = 0.1

Figure 6: Breast cancer dataset prediction accuracy for non-private and privacy preserving DNN

and a 96% prediction (test) accuracy was recorded. These
privacybudgets ϵwereusedbecause strongdifferential pri-
vacy are best achievedwithin this range [28]. Although our
model accuracy dropped, the accuracy gap between the
non-privatemodel and theprivacypreservingmodel is still
very small (99.5%: 99%, 98.2%, 96%) as shown in Table 1
and Figure 6b, 6c, & 6d. It is observable that in the first
few epochs, the non-private model attained a better accu-
racy than the privacy preserving model, however after a
few more epochs, the accuracy shoot up in both training
and testing samples. Neuron Cr did not only play an impor-
tant role by preventing noise flooding on all neurons in the
network but also redirected a larger portion of the injected

Laplace noise to neurons with lesser Cr and vice versa. As
a result, accuracy deterioration when noise increases was
minimized.

4.4 Performance Evaluation with MNIST
Dataset

Since MNIST already has benchmark accuracy for non-
private model, we only focus on the private model. We de-
sign our privacy preserving DNN model with two convo-
lution layers of 32 and 64 features respectively, two fully-
connected layers and an output layer of 10 classes. Be-
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(a)much noise ϵ = 0.5 (b) heavy noise ϵ = 0.1

Figure 7:MNIST dataset prediction accuracy for privacy preserving DNN

tween the two fully-connected layers, we introduced a
batch normalization technique and also a ReLU activation
function after every layer except the output layer wherewe
used a softmax activation function. Initially, dropout was
used and the result we got was far from the benchmark.
We later introduced a batch normalization technique and
we achieved a desired result. Also, a batch size of 1800
was used in 25 epochs. We set our model learning rate
to 10e−4, and within each epoch we set 100 iterations to
boost the training accuracy. Our privacy budget ϵwas set
to ϵ = 0.5 and ϵ = 0.1 for much and heavy noise re-
spectively. Our approach reached a prediction accuracy of
98.9% when much noise was injected, and 98.3% under
heavy noise. In Figure 7 we can see in the two graphs (7a
& 7b) that our model attained 96% in just 4 epochs and
become stable after 15 epochs to reach its best prediction
accuracy test. From this experiment, our best performance
was when we set ϵ = 0.5. In Table 2, we presented the per-
formance of our privacy preserving model by comparing
our results with widely accepted state-of-the-art MNIST ac-
curacybenchmark [59] andN.Phan et al.’s AdLMapproach
best prediction accuracy [8]which has outperformed other
similar techniques [6] fromexisting research. FromTable 2,
it is clear that our accuracies are closer to those of the non-
private MNIST accuracy in all cases. We decided to set the
same ϵ value of 0.5 as in AdLM to have a fair comparison.
Our model still outperformed N. Phan et al.’s result. What
we deduced from this is that neuron contribution ratio is a
major factor to significantly reduce accuracy degradation
and its efficacy lies in the use of noise tuple.

Table 2: Performance on MNIST dataset

Model Prediction Accuracy (%)
MNIST benchmark 99.70
AdLM (ϵ = 0.5) 93.66

Our Approach
(ϵ = 0.5) 98.90
(ϵ = 0.1) 98.30

5 Conclusions
In this paper, we proposed a neuron noise-injection tech-
nique to preserve privacy of deep neural networks. The ap-
proach is focused on boosting the acceptability of privacy
preserving deep neural network in the industry by narrow-
ing down the existing accuracy disparity with non-private
deep neural network without jeopardizing privacy. Conse-
quently, a differential privacy technique was introduced
with the use of noise tuple which largely depends on the
network neuron’s contribution ratio. Experiments were
conducted over three datasets from dermatology, breast
cancer, and MNIST, and the prediction accuracy achieved
in theprivacy preservingDNNmodel is in a close proximity
to the non-private DNN model, thus, closing down the ac-
curacy gap. This is evident in the AdLM (ϵ = 0.5) approach
on the MNIST dataset with existing accuracy gap of 6.04%
being narrowed down to 0.8% via our proposed method.
Our approach vividly enhanced the effectiveness of differ-
ential privacy in deep neural network models with mini-
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mal or no accuracy degradation by taking cognizance of
neuron contribution ratio. In this research, privacy preser-
vation is only proven theoretically, based on the given lem-
mas. This approach corresponds to what other authors in
the research domain have done. Also, to the best of our
knowledge, differential privacy mechanism has only been
proven or verified mathematically. However in our future
work, we plan to develop a model inversion attack to eval-
uate privacy within a DNNmodel protected by differential
privacy.
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