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Abstract: All highly centralised enterprises run by crim-
inals do share similar traits, which, if recognised, can
help in the criminal investigative process. While conduct-
ing a complex confederacy investigation, law enforcement
agents should not only identify the key participants but
also be able to grasp the nature of the inter-connections
between the criminals to understand and determine the
modus operandi of an illicit operation. We studied com-
munity detection in criminal networks using the graph
theory and formally introduced an algorithm that opens
a new perspective of community detection compared to
the traditional methods used to model the relations be-
tween objects. Community structure, generally described
as densely connected nodes and similar patterns of links
is an important property of complexnetworks.Ourmethod
differs from the traditional method by allowing law en-
forcement agencies tobe able to compare thedetected com-
munities and thereby be able to assume a different view-
point of the criminal network, as presented in the paper
wehave comparedour algorithm to thewell-knownGirvan-
Newman. We consider this method as an alternative or
an addition to the traditional community detection meth-
ods mentioned earlier, as the proposed algorithm allows,
and will assists in, the detection of different patterns and
structures of the same community for enforcement agen-
cies and researches. This methodology on community de-
tection has not been extensively researched. Hence, we
have identified it as a research gap in this domain and de-
cided to develop a newmethod of criminal community de-
tection.

Keywords: Criminal Network Analysis; Algorithm for
graph isomorphism, Social Network, Cyber Security,
Graph analytics

*Corresponding Author: Theyvaa Sangkaran: School of Com-
puter Science and Engineering (SCE), Taylor’s University, Sub-
ang Jaya, Selangor, Malaysia; Email: theyvaasangkarankrish-
nan@sd.taylros.edu.my

1 Introduction
The modernised science of networks has substantially ad-
vanced our perception of complicated of systems. An ex-
ample for one of the applicable characteristics of graphs is
the ability to perform representation of real systems such
as community structure, or clustering, i.e. the organisation
of nodes in a community. Such clusters, or communities,
can be seen as a stand-alone bay of graph theory, similarly,
for example, the internal representation of the human tis-
sues or the organs in the human body. Detecting communi-
ties is of great importance in sociology, biology, and com-
puter science domains where systems are oftentimes rep-
resented as graphs [1].

Various researches have validated that these commu-
nities are made up of a group of entities, or people in
the case of human networks, which exist in various con-
cepts or forms. These types of forms or concepts may
be an organised criminal network, collaboration of (aca-
demic) researchers, group of students, chemical bonds etc.
Hence, detecting communities becomes non-trivial amidst
the fact that theoretical research is being carried out on
how to devise effective and efficient algorithms for this
purpose. Likewise, practical implementations of the de-
veloped algorithms are being executed for the associated
merit of its utilization in society. Community detection sim-
ply means finding the clusters for proper identification of
a group of people. Communities in networks do overlap
most of the time as nodes that can belong to multiple com-
munities at a time. In order to identify such overlapping
communities [2], it is very important to understand the
structure of a community as well as the function of a real-
world network.

Through extensive literature review, it can be deter-
mined that due to an inherent feature of all known com-
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munity detection algorithms, i.e. their hierarchical nature,
the method often used in detecting a community or com-
munities can either be agglomerative or divisive, as shown
by [8]. Concisely put, the agglomerative method of cluster-
ing, also known as the ‘bottom up’ approach, works to ini-
tiate the partitioning of a network froma singleton (i.e. one
single node) moving up the structural hierarchy, which
is present in the network and which then combines with
other nodes causing, at each step, the merging of increas-
ingly larger areas of the graph until the whole graph or its
components are being merged together.

On the other hand, the divisive clustering process,
which is a ‘top down’ approach, works to initiate the par-
titioning of a network by considering the complete net-
work as a single module and then recursively splitting the
root nodes as it moves downwards through the hierarchi-
cal structure present in the given network., i.e. it disas-
sembles a complete network down to a single node. In
a broader scope, all community detection algorithms, as
reviewed by [3], fall under the following, namely: direct
partitioning, skeleton clustering method, leadership ex-
pansion, clique percolation, division algorithm, agglom-
eration hierarchical clustering, matrix blocking and label
propagation. Moreover, all these algorithms can either be
used for detecting overlapping communities or disjoint
communities.

Figure 1 shows the communities detected from a sim-
ple graph. Note that some nodes have inter-connectivity
with other communities. With respect to the relationships
among them, it represents strongly linked sub-networks
from the entire network, which can also represent the key
participants and key subgroups. This can be purposeful,
meaningful, usable, valuable and actionable information
from complex networks. The community structure holds
important information that is being mined through com-

Figure 1: A simple graph with three communities detected, enclosed
by the circles.

munity detection mechanisms and is now a dominant re-
search area since many real-world problems can be de-
picted, formulated and solved with the use of graph and
its analyses. Through community detection, the internal
network organisation of a given network is uncovered and
proper understanding of the characteristics inherent to the
dynamic processes specific to the network is fostered.

The major contribution of this research study is the
design, implementation, evaluation, and validation of a
novel algorithm for detecting communities in a graph net-
work. This research undertaking’s novelty lies in the de-
velopment of an algorithm that detects communities and
finds isomorphic communities within a given graphical
network.

Section 2 of this paper concisely tackles the fundamen-
tal theories of the novel algorithm and presents a review
of the related literature. Section 3 discusses the algorithm,
necessary mathematical notations, and applicable proce-
dures. Section 4 of this paper talks about the implemen-
tation and evaluation of the novel algorithm and of some
baseline community detection algorithms for the purpose
of comparative analysis. Lastly, Section 5 presents the re-
sults and discussion, conclusion and future lines of work.

2 Related Works
This section contains the comprehensive review of crimi-
nal network analysis, community detection graph and its
types, graph theory and its components and isomorphic
graph algorithms and community detection algorithms.

2.1 Isomorphic Graph Algorithm

Our previous research undertaking [4] presented an ex-
tensive survey of isomorphic graph algorithms usable for
graph analytics. Basically, isomorphic (sub)graph algo-
rithms are used for matching two graphs by ascertaining
themapping associated with nodes of the involved graphs.
The existence of different types of mapping is the result
of how different types of constraints can be applied on
the mapping, further leading to graph-subgraph isomor-
phism, monomorphism, automorphism, or strict isomor-
phism.

Over the years, various algorithms for determining iso-
morphism between graphs have been designed and imple-
mented as well as comparatively evaluated. Some of these
algorithms include the Ullman Algorithm [5], VF [6] and
VF 2 [7] algorithm, Schmidt andDruffelmethod [8], Corneil
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Figure 2: An example of a query graph.

and Gotlieb [9] method, andMerging Lexicographic Chain
(MLC) [10] algorithm. These algorithms have several vary-
ing underlying mathematical theories and concepts for
determining isomorphism between graphs. Moreover, as
we uncovered in our previously published study, each of
the highlighted isomorphic graph algorithms possesses its
strengths and weaknesses [4].

Table 1 shows a simplified results of query graph
matching. presents an example of a query graph, while
Figure 3 depicts its matches via simple, dual and isomor-
phism in a data graph. Simple matches are denoted by an
‘s’, and isomorphic matches by an ‘i’. Table 1 summarized
the matches.

Figure 3: An example of matched nodes of the query graph.

Table 1: A simplification of the results of query graph matching.

Query Nodes
(The node we are trying to
find the isomorphic match)

Matched Nodes
(The node which meets the

isomorphic criteria of
queried node)

0 2: s, i
1 6: s, i
2 7: s, i

The other nodes (3,4,5) have no isomorphic match.

2.2 Community Detection Algorithm

Community detection is an important aspect of Social Net-
workAnalysis (SNA) as it decomposes a complex graphical
network into smaller units for deeper analysis of relation-
ships between nodes. Though communities are without
quantitative definition, is it often referred to as a group of
nodeswith densely connected intra-groupmodes. The hid-
den nature of communities within a given network drives
the continuous development of community detection algo-
rithm having optimal speed for community detection com-
pletion as well as efficiency in the area of computational
cost reduction. In simple words, discovering and splitting
up a group of complex nodes of a graphical network into
groups of smaller densely connected intra-group nodes is
referred to as community detection.

Community detection in a graphical network is carried
out using several algorithms including, but not limited
to, Random Walk, Clique Percolation Method (CPM), Link
Graph and Link Partitioning, Simulated Annealing Fuzzy
Detection, Local Expansion and Optimisation, Statistical
Inference based methods, Extremal Optimisation, NMF
and PCA based methods, Spin Models, Partitional Cluster-
ing, Graph Partitioning, Hierarchical Clustering, Spectral
Clustering, Greedy Optimisation, Genetic Algorithms and
Spectral Optimisation as revealed, by [11–13].

The various community detection algorithms high-
lighted above are used to either detect overlapping commu-
nities or disjoint communities. The community detection
algorithms used for the detection of disjoint communities
are usually categorised into three vis–a–vis traditional,
dynamic, modularity-based algorithms. Each method is
based on different mathematical theories, is used in differ-
ent practical applications and always outperforms other
methods in their application. Many of the aforementioned
community detection algorithms have not yet been imple-
mented in, and evaluated on, a criminal network, thus
making this research study a pivotal work on the topic of
community detection in a typical criminal graphical net-
work. Figure 4 below is an illustration of Taxonomyof Com-
munity Detection Algorithms.

Popular community detection algorithms used for
SNA include Factorised Asymptotic Bayesian (FAB) in-
ference with Belief Propagation, an algorithm which
strengths lies in having no parameters, effecting consis-
tent results over sparse and dense graph even as its ex-
tended version is known to lack consistency based on the
usage of the Belief Propagation [14]. Another popular algo-
rithm used for detecting community via SNA is the modu-
larity optimisation and maximum likelihood equivalence
algorithm. This algorithm is known toproduce a consistent
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Figure 4: Taxonomy of Community Detection Algorithms.

result in detecting communities when compared against
its maximum-likelihood method though it heavily relies
on and is only applicable when the resolution parameter
value is correct [15].

Yet another popular SNA community detection algo-
rithm is the Minimum Description Length (MDL) princi-
ple and multilevel Monte Carlo algorithm. This algorithm
can produce a simple, unbiased, efficient and fully non-
parametric analysis of large-scale features of a large net-
work and, thus, is able to detect a reasonable number of
communities within a given large network [16]. Lastly, Ma-
trix Blocking community detection algorithm is popular
in SNA mainly because it does not require specification

of clusters nor the clustering of all network nodes. Matrix
Blocking is also a popular choice due to its lowered compu-
tational cost as well as its applicability on different graph
types such as undirected, directed and/or bipartite graphs.
Also, the ability of Matrix Blocking method to output sin-
gletons as a community serves as the chief limitation of
this method.
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2.2.1 Review of Methodology Used for Community
Detection

Pragmatically, the research work carried out by [16] used
a parsimonious method to detect communities within a
graph without prior knowledge of the number of commu-
nities inherent in the network. Unlike other community de-
tection algorithms that assume the number of clusters in a
network beforehand, this research work devised amethod
for obtaining the unknown number of communities before
accordingly proceeding at their detection through the use
of the MDL principle for selecting the best optimal model
that fits into the given data.

The results obtained through MDL are then supplied
to theMonte Carlomodule of the algorithm responsible for
the safe detection of communities with respect to the gar-
nered results. This hybrid MDL andMonte Carlo algorithm
was successfully used in the effective detection of commu-
nities from large networks without having to assume the
initial number of communities present in the network. The
algorithm was implemented and evaluated based on the
American football network and the political books graphi-
cal network data.

Another similar research work is that of [17] that
also does not assume to know the number of communi-
ties within a network (though this is known to be quite
a difficult problem). In the study, a mathematical prin-
ciple method was adapted to estimate the ideal num-
ber of communities present in a network with the use
of the maximum-likelihood mathematical method. Both
real-world and computer-generated graphical networks
were used to evaluate the community detection algorithm.
Maximum-likelihood, as implemented, proved to be a re-
liable mathematical principle for making a safe inference
of the number of communities available for a given graphi-
cal network: results showed it is adequately capable of de-
termining the previously unknown number of communi-
ties before proceeding to detect the communities. The al-
gorithm was tested on the Karate club network data, col-
lege football network data, Les Misérables network data
and the Dolphins network data, respectively.

Typical community detection algorithms make use of
the hierarchical nature of the network data, and such is
the algorithm used in the researchwork carried out by [18].
A spectral clustering algorithm was implemented for find-
ing communities within a sparse network. Unlike the pre-
viously reviewed research studies, this paper presented an
algorithm that assumes the number of clusters in a graphi-
cal network prior to detecting communities. In order to re-
solve the limitation of spectral clustering for community
detection, the paper presented an enhanced spectral clus-

tering algorithm that uses nonbacktrackingmatrix to solve
thewoeful performance of traditional clustering that often-
times fails to detect communities within networks known
to have communities.

Using the nonbacktracking matrix, the spectral clus-
tering method permitted the strong separation of bulk
eigenvalues from those eigenvalues that really hold vi-
tal information about a network’s community structure.
Evaluation of the enhanced spectral clustering algorithm
was carried out and comparatively analysed against Be-
lief Propagation as well as Laplacian, normalised Lapla-
cian, and even random walk matrix methods. Evaluat-
ing the algorithm on a (sparse) network of both real-
word and computer-generated network data—Dolphins,
Karate, Polbooks, Football, Adjnoun, Pollblogs network
data–demonstrated that the enhanced spectral clustering
algorithm is absolutely better than the traditional spec-
tral clustering algorithm and fiercely competed with other
highlighted community detection algorithms.

UsingmodularityDensity, [19] presented a study show-
ing that communities were detected for a given graphi-
cal network using a different evolution method, Commu-
nity Detection Based on Differential Evolution by Using
Modularity Density (CDDEA). CDDEA was implemented
and evaluated using both synthetic and real-world net-
work datasets. When it was compared against traditional
modularity-based algorithms, results showed that it was a
superior andeffectivemethod for partitioning complexnet-
works. The developed algorithm made use of a novel tun-
ing parameter to identify various communities for a given
complex network.

2.2.2 Critical Review of Community Detection in
Graphical Criminal Network Orientation

Meanwhile, few studies on detecting communities in a
graphical criminal network have been conducted to date.
One of the available research works [? ] detected commu-
nities in a typical criminal network by using the short-
est paths network search algorithm (SPNSA) and network
centrality measure. Having used the Enron email network
data, the algorithm present in their work was reported to
have outperformed the k-neighborhood detection method.
The communities detected using the said algorithm were
also reported to be small and sparse, thereby facilitating
further probing.

[20] presented Louvain and SpeakEasy methods for
detecting communities in a criminal network. The algo-
rithms used were implemented on Cavair and Ndrangheta
gang datasets (StuporMundi and Chalonero) and it was re-
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ported that stable networks were detected while augmen-
tation of covert links was carried out to facilitate network
restoration though further investigation into edge augmen-
tation that was mentioned as a topic of future research
[21, 22]. On the other hand, the study of Calderoni, Piccardi,
and Milan in [23] seems to be the oldest research on de-
tecting communities in a criminal network. The research
that used maximum–modularity algorithm to detect com-
munities in the Ndrangheta criminal network reported the
detection of communities that are very similar to a known
criminal gang, with node classification achieved at 90%
precision.

The detection of communities within a criminal net-
work is pivotal to this research undertaking. Thus, a novel
method of detecting communities within a criminal net-
work is proposed and discussed in Section 3.

3 Experimental Setup
The researcher intends to undertake the research in broad
dimensions; first to perform an initial visualization and ex-
traction of the data using some selected open source tools
so as to gain a general overview of the criminal network
graph, and second to apply the relevantmethods and tech-
niques designed such as pruning, and newly developed
community detection algorithm with isomorphic feature
for addressing and achieving each of the objectives out-
lined for the research. In this write-up, the terms interac-
tions and links are used interchangeably to mean a rela-
tionship. Subgroups and communities are also used in a
like manner. The different steps involved in the proposed
methodology include the selection of criminal data source.
We have chosen to work with the UCINET Cocaine Deal-
ing Natarajan. Data extraction, cleansing, collection and
restructuring of some data may be needed due to duplica-
tion. Heuristics Community Detection Algorithm based on
Isomorphic Subgraph Matching algorithm will be applied
to the graph in order to extract isomorphic graph.

The researchers planned to use one of the state-of-
art isomorphism algorithms to complete the comparison
with their new proposed method. Although some influ-
ential isomorphism algorithms, such as VF2 [6], VF3 [22],
LAD [23], RI [24] and Nauty algorithm [25], are optimal and
can output perfect results in graph isomorphismdetection,
their computational complexity is not polynomial-time.
On the other hand, the Girvan-Newman community detec-
tionmodel technique drastically reduces the running time
of the calculation even though the resulting estimate of be-
tweenness necessarily suffers from the statistical fluctua-

tions inherent in random sampling methods. Even though
Girvan-Newman is computationally intensive, it is very
suitable for small graphs, which happen to be the focus
of our research, due to the speed with which it can de-
tect a community. As for the datasets used, we utilised
a covert network dataset from UCINET, namely Cocaine
Dealing Natarajan, which resulted from an investigation
into to a large cocaine trafficking organization in NewYork
City. Both experiments were conducted in the same envi-
ronment. Examples of the metrics used to match the iso-
morphic graphwere degree centrality, closeness centrality
and common neighbors.

4 Proposed ‘Criminal Community
Detection Algorithm’

In this section, we explain the principle of the proposed
‘Criminal Community Detection Algorithm for Isomorphic
Subgraph Matching’ (CCDA-ISM) modelled from Ullman
Algorithm. Below is the pseudocode of CCDA-ISM algo-
rithm. The refined pseudocode for the algorithm is as fol-
lows:

Because |s (0)| + . . . + |s(|Vq|-1)| ≤ |V ||Vq|, the outer
while loop in line 3may execute atmost |V|||Vq| times. This
would correspond to a scenario in which only one vertex is
removed with each iteration of the loop.

The next two for loops (lines 5–6) execute a total of|Eq|
times, and there are at most|V| vertices in |s(u)| for any u,
Vq, creating abound on the innermost for loop (line 7). The
intersection operation in line 8 takes atmost |V | steps, and
so the total time complexity is O (|Eq||Vq||V |3). Note that
vertex 0 is in s(1) despite the fact that it does not have a
vertex in s(0) as a parent.

Firstly, given a Graph G, and a graph pattern Q, the
objective of isomorphic subgraph matching is to identify
all sub-graphs mappings, P from G, that are isomorphic to
Q.

Input: pattern Q and graph G
Output: all isomorphic mappings P from Q to G
Matching procedure (P)

a) if P covers all nodes in Q then output P;
b) or else compute the set S(P) of all candidate pairs for

inclusion in P
c) for each pair p = (u, v) in S(P)

i) if p passes feasibility check
ii) then P’← P {p}; call Match(P’);

d) Restore data structures
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Name : Criminal Community Detection Algorithm for Iso-
morphic Subgraph Matching
START

Step 1: procedure simulation (G; Q; s);
Step 2: changed← true;
Step 3: while changed do

Step 4: changed← false
Step 5: for u← Vq do
Step 6: for u’← Q.adj(u) do
Step 7: for v← s(u) do
Step 8: if G.adj(v) ∩ s(u’) = null; then
Step 9: remove v from s(u)
Step 10: if s(u) = null; then
Step 11: return empty s
Step 12: end if
Step 13: changed← true
Step 14: end if
Step 15: end for
Step 16: end for
Step 17: end for
Step 18: end for
Step 19: return
Step 20: end procedure
STOP

Reiteration refinement
For each pair p = (u, v) in S(P):

i) enumerate all possible extensions, for refinement
ii) if the feasibility test is not successful, drop it and try

the next.

5 Experimental Results
As summarised and concluded in Table 2, the experimen-
tal results demonstrated that CCDA-ISMcandetect commu-
nities that overlap with the well-studied Girvan-Newman
algorithm. To explain further on this, the proposed CCDA-
ISM managed to identify a matching Community 3 as rep-
resented in Figure 7 (nodes 3L,25S,27M) in the community
represented by red nodes.

The general term of pruning refers to the pruning cuts
made in a certain order, so that the total number of cuts is
greatly reduced. The purposes of pruning are varied. Some
pruning may be required to train a dataset or to restrict
the search area. Other forms of pruning may be required
to maintain or improve the state and quality, reliability of

Figure 5: The base subgraph, which is also the input graph for the
isomorphic subgraph detection.

the dataset. The pruning procedure used for our subgraph
isomorphism algorithm is based on a concept known as
graph simulation. The conditions in Ullmann’s equation
for checking the pruning process of the search space can
be adapted to create an algorithm as seen in the pseu-
docode.

Figure 6: One of the communities (Community 1) detected using the
new community detection algorithm.

Complex networks are known to have a structure. In
Social Network Analysis and Criminal Network Analysis,
the structure are also known as Community Structure.
These nodes can be grouped into (potentially overlapping)
sets of nodeswhich are densely connected. Community de-
tection model is based on the notion of edge betweenness
centrality that was investigated in the domain of SNA. The
betweenness centrality value of an edge is defined as the
number of shortest paths between nodes

CCDA-ISM is effective in community detection prob-
lems and is superior to traditional community detection
techniques because it is able to detect communities that
traditional algorithms miss. The fact that some of the de-
tected communities may overlap connotes that the com-
munities detected are correct and the one that does not
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Table 2: A simplified result of the experiment.

Algorithms Fig. No Community Detected Isomorphic Community
Detected (P’)

Remarks

Proposed CCDA-ISM algorithm 5 Input graph (Q’) Nodes- (6P, 28M, 22L) Base sub graph (Q’)
Proposed CCDA-ISM algorithm 6 YES - Community 1 Nodes- (32L, 40L, 34L) Matched Isomorphic Subgraph

(Community 1)
Proposed CCDA-ISM algorithm 7 YES - Community 2 Nodes- (35L, 14S, 31M) Matched Isomorphic Subgraph

(Community 2)
Proposed CCDA-ISM algorithm 8 YES - Community 3 Nodes- (3L, 25S, 27M) Matched Isomorphic Subgraph

(Community 3)
Girvan-Newman algorithm 9 YES – 4 key communities Nodes- (35L, 14S, 31M) Matched Isomorphic Subgraph

(Overlap with Community 3)

Figure 7: One of the communities (Community 2) detected using the
new community detection algorithm.

overlap opens up a new perspective in the domain of com-
munity detecting by the incorporation of subgraph isomor-
phic matching features.

Figure 8: One of the communities (Community 3) detected using the
new community detection algorithm

Our algorithm falls into the category of tree-search
based algorithms described earlier, with the primary dif-
ference lying in the pruning algorithm, an index used for
mapping each label to every vertex in G with that label,
thus allowing fast initial access to feasible matches. Our

algorithm begins by obtaining feasible matches: for each
given query vertex u, it creates the set s(u) to contain all
vertices in the data graph with the same label as u. This is
the same as Ullmann’s algorithm except that it ignores the
degree constraint. Overall, during the experimentation, it
turned out that this constraint did not help our algorithm
and that in the caseswhere response timeswere exception-
ally fast, it actually slowed down the algorithm (if only by
a few tens of milliseconds). This is attributable to how the
pruning process rapidly eliminates many of the vertices
that would have been eliminated by an initial degree con-
straint anyway.

Figure 9: AUC Score

The Area Under Curve (AUC) metric is a type of sta-
tistical learning metric that indicates the predictive accu-
racy of the model and has a value that lies between 0 and
1, where a higher value indicates a better predictive accu-
racy. The AUC scores seem to indicate as the number of it-
erations of training is performed, the IMCD model seems
to achieve a level of accuracy nearer to the GNCD model.
This could partly be affected by the initial base sub-graph
of using just three nodes in the training of the IMCDmodel
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within the limit of 1000 iterations. As per the results in the
table below, the IMCDmodel seems touse a significant less
time for training purposes to achieve about the same AUC
scores. The IMCD may provide a complementary perspec-
tive of communities detected compared with models de-
veloped on classical algorithms such as Girvan-Newman,
which uses more computing time.

Figure 10: ROC Score

The number of correct and incorrect communities de-
tected within the network were also measured using the
confusion matrix rate, and a receiver operating character-
istic (ROC) curve was plotted. The true positive (TP) rate,
also known as sensitivity rate, is the proportion of the ac-
tual missing links that are predicted as such by the mod-
els. The FP rate (1—specificity) represents the proportion
of the non-existing links that are identified as such by the
models. However, the experimental results also seem to
indicate that the Girvan-Newman Community Detection
(GNCD) model has a higher level of accuracy than the Iso-
morphic Community Detection (IMCD) model, the GNCD
takes a longer time to train with the same number of it-
erations. Furthermore the IMCD model was able to iden-
tify probable communities thatwere not detected byGNCD
model.

6 Discussion
In this section we conducted an experiment on a well-
studied algorithm, the Girvan-Newman community detec-
tion model, for benchmarking purposes using the same
dataset. We wanted to accomplish three goals, namely 1)
compare the effectiveness of the proposed algorithmCCDA-
ISM; 2) prove our hypothesis that it can detect community
or communities that other algorithms miss and 3) open a
newperspectiveby comparing the results of CCDA-ISMand

traditional community detectionmethods, specifically the
Girvan-Newman algorithm.

The Girvan-Newman community detection model is
based on the notion of edge betweenness centrality that
was investigated in the domain of SNA by Wasserman et
al. [26]. The betweenness centrality value of an edge in a
graph network is defined as the number of shortest paths
between node-pairs traversing through that edge. There-
fore, the betweenness of edges is a measurement of the
flow of network activities that traverse along the edges of
the graph. The fundamental notion of this model is that
two tightly knit communities tend to be linked by edges
where the network traffic traversing through should be rel-
atively high [27].

The technique used in Girvan-Newman’s algorithm in-
volves the analysis and detection of community structure,
depending on the repetitive elimination of edges, based on
the highest number of the shortest paths that pass through
them. By pruning or eliminating a certain edge, the men-
tioned network becomes clustered, divided, or segmented
into smaller networks, i.e. communities or clusters of net-
works. The logic behind this algorithm was being able to
find which edges in a network are anticipated most fre-
quently between other pairs of nodes by discovering edges
betweenness. The edges that have interconnectionswithin
the communities are expected to have high edge between-
ness. The fundamental community structure of the net-
workwill bemore fine-tuned oncewe eliminate edgeswith
high edge betweenness.

Name : Algorithm Girvan-Newman adopted from [18].
START
Step 1: (Graph: G = (N,A),
Step 2: Number of Clusters: c, Edge lengths: [eij])
Step 3: Begin
Step 4: Calculate betweenness value of all edges in graph G;
Step 5: Repeat
Step 6: Identify edges of highest betweenness of all edges in G;
Step 7: Remove edge (i,j) of highest betweenness value from G;

Step 8: Recalculate the betweenness value of edges after the
removal of edges (i, j);
Step 9: Until only c clusters remain in G;
Step 10: Return G connected components;

END

The edge betweenness b(i,j) for edge e(i,j):

B(i, j) =
∑︁
i,k ̸=s

σik e(i, j)
σik (1)

In Equation 1, * Where σik is a total number of shortest
paths from node i to node k and σik e(i, j) is the number
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of those paths that pass through e(i,j) and s is the source
node of path traversal.

Four (4) key communities* identified:

Table 3: The 4 key communities or cliques identified.

Four key communities
Grey
Red
Yellow
Green
Blue (Outliner Nodes)

Figure 11 represents the four key communities* or
cliques identified. They are distinguished by the color of
the node as represented in Table 3. Blue nodes are outliner
nodes and not a community

Isomorphic Subgraph Matching Results:
It is found that the isomorphic subgraph matching model
managed to identify a matching community 3 (nodes
3L,25S,27M) in the community represented by red nodes.

Community 1 (nodes 32L,34L,40L) and 2 (nodes
14S,31M,35L) detected via isomorphic subgraph only
achieved partially with the communities detected based
on the Girvan-Newman model as illustrated in the graph
below:

Figure 11: Four key communities* of the Cocaine Dealing Natarajan
network as based on the Girvan-Newman community detection
model, with a search depth of 20.

Community 1 (Figure 6), Community 2 (Figure 7) and
Community 3 (Figure 8) represent some of the isomor-
phic subgraph P that matches to base subgraph pattern
Q (Figure 5). They were identified from our isomorphic-
based community detection algorithm. (Figure 11) is the re-

sult of the use of the Girvan-Newman algorithm, utilised
for benchmarking purposes against the community de-
tectedusingCCDA-ISM.As concluded inTable 2, CCDA-ISM
can detect communities that overlap with the well-studied
Girvan-Newman algorithmand can additionally detect iso-
morphic graphs of the community that may have gone un-
detected using traditional algorithms.

7 Conclusion
In this paper, we have put forward a community detec-
tion algorithm namely, CCDA-ISM and tested how effec-
tive it is in detecting communities using isomorphic sub-
graphmatching. TheCCDA-ISMalgorithmcanbeveryprac-
tical in real-life scenarios, as when a law enforcement
teams engage in different ways of detecting a community.
We also compared it to the well-studied algorithm Girvan-
Newman.

The results demonstrate that CCDA-ISM can detect
communities which overlap with the well-studied Girvan-
Newman algorithm. This boosts confidence in the detec-
tion ability of CCDA-ISM algorithm, with the detected iso-
morphic graphs opening a new perspective in the domain
of detecting community by incorporating subgraph iso-
morphic matching feature(s).

Future works that can be carried out following this
research that is, Criminal network analysis (CNA) can in-
clude machine learning and deep reinforcement learning
for detecting criminal communities [28] with more com-
pleteness, performance and accuracy. The criminal net-
work prediction models commonly rely on Social Network
Analysis (SNA)metrics. Thesemodels leverage onmachine
learning (ML) techniques to enhance the predictive accu-
racy of the models and processing speed [29], this can be
a great scope to conduct research [30–34].
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