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Abstract: Distributed denial-of-service (DDoS) attacks on
the Internet of Things (IoT) pose a serious threat to sev-
eral web-based networks. The intruder’s ability to deal
with the power of various cooperating devices to insti-
gate an attack makes its administration even more mul-
tifaceted. This complexity can be further increased while
lots of intruders attempt to overload an attack against a
device. To counter and defend against modern DDoS at-
tacks, several effective and powerful techniques have been
used in the literature, such as data mining and artificial
intelligence for the intrusion detection system (IDS), but
they have some limitations. To overcome the existing lim-
itations, in this study, we propose an intrusion detection
mechanism that is an integration of a filter-based selection
technique and a machine learning algorithm, called in-
formation gain-based intrusion detection system (IGIDS).
In addition, IGIDS selects the most relevant features from
the original IDS datasets that can help to distinguish typ-
ical low-speed DDoS attacks and, then, the selected fea-
tures are passed on to the classifiers, i.e. support vector
machine (SVM), decision tree (C4.5), naïve Bayes (NB) and
multilayer perceptron (MLP) to detect attacks. The pub-
licly available datasets as KDD Cup 99, CAIDA DDOS At-
tack 2007, CONFICKERworm, andUNINA traffic traces, are
used for our experimental study. From the results of the
simulation, it is clear that IGIDS with C4.5 acquires high
detection and accuracy with a low false-positive rate.
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1 Introduction
In recent years, the Internet of Things (IoT) has attained
lots of consideration and provided a vulnerable area of re-
search [1]. IoT-based systems are intricate and contain inte-
grative activities. They are available worldwide, consist of
mainly constrained resources and are constructed by loss
links. Therefore, crucial modifications of present security
concepts for information and wireless networks should be
implemented to provide effective IoT security methods. In
otherwords, sustaining the security requirement in awide-
scale attack surface of the IoT system, is quite a challeng-
ing task. However, IoT devices mostly work in an unat-
tended environment. Thus, an intruder can physically con-
tact these devices. Solutions must include broad consider-
ations to fulfill the security prerequisite [2]. Consequently,
the security is at a higher risk in IoT systems than in other
computing systems, and traditional defense mechanisms,
such as encryption, authentication, access control, net-
work security, and Denial of Service (DoS) attacks, are in-
sufficient for extra-large systems with various connected
devices, with each part of the system having essential vul-
nerabilities.

A distributed denial of service (DDoS) attack repre-
sents a serious threat to cyberspace security. The destina-
tion system or network typically runs out of bandwidth,
memory or processing capacity. In general, a DDoS attack
is a distributed, large-scale and collaborative attack [3, 4].
It is broadly used in wired and wireless network connec-
tions through the internet [5]. Currently, the scale of DDoS
attacks on internet security is rising exceptionally. These
kinds of attacks may be instigated by intentionally exploit-
ing vulnerabilities of a victim’s system (i.e. a host, com-
plete network or router) or overflowing the victim’s system
using large capacity of network traffic to capture specified
resources (such as processor time and memory, and net-
work bandwidth). As a result, the resources accessible to
other regular users/customers are restricted or often may
not be available. The recent personal victims of the DDoS
attack were exposed in [6] and outlines to mitigate the at-
tack have been successfully explored in [7]. Towards the
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defense of DoS attacks, a significant number of works to
build IDS systems have been introduced in recent years.

In general, detection schemes are divided into two
main categories, namely detection based on misuse and
detection based on anomaly [3]. The detection based on
misuse depends on a set of signatures avoidance technol-
ogy by attackers, like signatures to match incoming pack-
ages. Systems based on the mechanism of misuse detec-
tion can reach high detection rates in known attacks [4].
Nevertheless, they are unable to detect unknown mali-
cious behaviors or even variants of recent attacks. In con-
trast, the anomaly-based detection schemes employ differ-
ent detection methods that observe and label any network
activitywhichhas substantial deviation from its legitimate
trafficprofiles as suspicious objects. Because these profiles
are based on information on normal network behaviors,
the anomaly-based detection schemes can recognize pre-
viously unknown attacks. As such, it has opened up an
enormous research area for researchers [5, 8]. In general,
effectiveness ismeasured by detection speed, frequency of
false alarms; and efficacy is estimated by response time
when an attack occurs. Adding too many features in an
anomaly-based IDSdoesn’t ensure goodperformance, as it
delays thedetection engine inmaking adecision [6]. There-
fore, selecting the fewest important features by eliminat-
ing irrelevant and redundant features becomes a vital chal-
lenge.

Feature selection (FS) is the process of selecting a sub-
set of the original features space based on the ability of
discrimination for improving quality and reducing the di-
mensionality of the dataset [9]. The number of features ex-
cerpted from raw data of a network that IDS must observe,
is generally high even in case of a small network. To reduce
DDoS attacks, several FS methods have been presented
and incorporated in IDS that has been classifying the ex-
ternal record into normal or abnormal activities. Overall,
there exist two main approaches for choosing significant
features, known as wrapper and filter methods. The wrap-
per methods are executed in an iterative way, in which
each execution involves the generation of feature subsets
and their evaluation througha classification algorithm.On
the other hand, filtermethod ismetrics calculated fromsta-
tistical and informative theory which reveal the quality of
each individual feature without involving any certain clas-
sifier [10]. Furthermore, FS is useful for reducing calcula-
tion time and facilitating data understanding. In particu-
lar, the grouping of features that allows the selection of
multiple features at the same time is applicable to the data
set with high dimensionality and is advantageous for the
creation of efficient IDS [11].

Machine learning is a powerful method of data ex-
ploration to learn about between normal and abnormal
traffic patterns [12] according to how IoT components
and devices interact with one another within the environ-
ment. Therefore, for building a robust system, several tech-
niques of insightful machine learning have been widely
used, such as multilayer perceptron, decision tree, fuzzy
logic, principal component analysis, bayesian network,
k-nearest neighbor (KNN) [13]. Among these techniques,
researchers have found that a decision tree is an encourag-
ing tool in creation of an efficient IDS since it has good per-
formance in terms of efficacy and robustness due to trans-
parency, specificity, integral nature and ease of use [14].
It has the tendency to find more suitable characteristics
for the predetermined learning algorithmwhich translates
into higher learning performances, but also tends to re-
quire more calculation time and is economically more ex-
pensive than the filter model [15].

With the intention of reducing computational costs
and improving IDS classification performance, severalma-
chine learning techniques with Chi-square (CHI), Informa-
tion gain (IG) [16] and Correlation-based Feature Selection
(CFS) such as filter techniques [17] are used in this study.
The filter technique based on the ranking approach sorts
the features according to their usefulness in the classifica-
tion movement. Most classifiers, regardless of the domain
of the application, use the ranking strategy to select the
subset of final features, in an ad-hoc way, and are widely
applied in a previous study [18].

To improve IDS performance, in this article, initial in-
formation gain is used as a filter technique to select fea-
tures, then apply MLP, NB, SVM, and C4.5 as classification
algorithms for IDS performance evaluation on the KDD
Cup 99, CAIDA DDOS Attack 2007, CONFICKER worm, UN-
INA traffic traces datasets. It is found that the proposed al-
gorithm (IGIDS) with C4.5 has the finest performance in
comparison to other classifiers, attaining high detection
rate and accuracy with low false-positive rate. The pro-
posed technique improves the quality of the solution, re-
duces training time and also improves the efficiency of
classifier. The rest of this paper is planned as follows. Sec-
tion 2 lists some prevailing strategies and reviews their
merits and limitations. Section 3 presents the basic knowl-
edge of related techniques. The proposed technique and
simulation evaluations are deliberated in sections 4 and 5.
Finally, in section 6, the conclusion is discussed.
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2 Related work
In this section, we provide a short description of the latest
research at the forefront of DDoS, which are widely classi-
fied as attacks reducing bandwidth and resources [19]. In
a bandwidth-exhaustion attack, intruders flood the victim
with huge traffic which averts authentic traffic and inten-
sifies the attack by spreading messages via the broadcast
IP address. In a resource depletion attack, intruders aim
to connect perilous resources (processor and memory) so
that the victim cannot obtain the service. A practical ap-
proach to detecting DDoS attacks has been presented by
Bojovic et al. [20], who suggested a hybrid technique that
integrated detection based on features and volume for the
recognition of DDoS attacks. The proposed approach was
dependent on an exponential moving-average algorithm
to make a decision, employed to both entropy and time se-
ries of packet numbers. The performance of the method
was estimated by conducting a controlled DDoS experi-
ment in a real academic network.

In the previous studies, it is essential to highlight
those including the aspects of DDoS flood intrusions and
their measures to counter. In this context, broad-spectrum
review of machine learning techniques in different combi-
nations has been used to provide defense against cyber-
crime. For instance Kumar and Selvakumar [21] evaluated
the performance of a comprehensive set of machine learn-
ing algorithms for selecting the base classifier using the
publicly available KDDCup dataset. Based on the outcome
of the experiments, Resilient Back Propagation (RBP) was
chosen as base classifier for this research. The improve-
ment in performance of the RBP classifier was the focus
on this study. The proposed classification algorithm (RBP-
Boost), was achieved by combining an ensemble of classi-
fier outputs and Neyman Pearson cost minimization strat-
egy, for the final classification decision. IoT is one of the
fastest developing fields in the history of computing, with
an estimated 50 billion devices by the end of 2020. Exist-
ing securitymethods should be enhanced to secure the IoT
ecosystem effectively. Machine learning and deep learn-
ing (ML/DL) have advanced considerably over the last few
years, andmachine intelligence has transitioned from lab-
oratory curiosity to practical machinery in several impor-
tant applications [22].

Creating an intrusion detection system that would
work as a realistic, functional model to prevent a DDoS at-
tack is still a challenging issue, as DDoS attacks are vary-
ing with time. There have been numerous techniques for
DDoS attacks, including filter, wrapper, and hybrid. Tan et
al. [23] introduced a DoS attack identification scheme that

utilized multivariate correlation analysis (MCA) for the
characterization of network traffic accurately by obtain-
ing the geometrical correlations between network traffic
attributes. The proposed detection scheme based on MCA
was proficient in distinguishing known and unknownDoS
attacks efficiently through acknowledgment of patterns of
legitimate network traffic only. The performance of this ap-
proach was evaluated by utilizing KDD Cup 99 data set.
Similarly, to detect anddefendagainstDDoSattacks, Cui et
al. [24] have presented the wrapper technique dependent
on cognitive-inspired computation with dual address en-
tropy. Theflow table attributes of the switchwere obtained,
and the DDoS attack model was generated by integrating
the SVM approach. The proposed technique realized real-
time recognition and protection at the preliminary phase
of the DDoS attack and restored normal communication in
time. The investigation demonstrated that the presented
technique identifies attacks fast as well as has a high rate
of detection and a low false-positive rate.

Numerous hybrid techniques for identification and de-
fense against DDoS attacks have also been discussed. Ac-
cording to [25], Osanaiye et al. suggested a set-basedmulti-
filter selection approach to integrating the output of a four-
filter approach to achieve optimal selection. The experi-
mental evaluation of this technique conducted upon NSL-
KDD dataset and decision tree classifier is utilized to esti-
mate fitness. Prasad et al. [26] introduced the DDoS detec-
tion model based on bio-inspired anomaly for the detec-
tion of App-DDoS attacks on the web. The results acquired
from the proposed approach have demonstrated the im-
portance and strength of the model to achieve the objec-
tives deliberated for the solution. To detect the DDoS at-
tack, the researchers introduced many detector schemes
such as RBF-NN [27], adaptive and hybrid neuro-fuzzy sys-
tems [17], distributed state estimation methods based on
ADMM [28], adaptive hybrid IDS [19].

Unlike the previous reported techniques, this article
introduces an approach that helps with data mining in se-
curity defense from DDoS attacks using a minimum set
of features that integrates the IG technique as filter and
C4.5 that is found to be the best classification technique
to obtain the optimal subset of features used to accurately
classify DDoS attacks on KDD Cup 99, CAIDA DDOS At-
tack 2007, CONFICKER worm, and UNINA traffic traces
datasets.
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3 Background

3.1 Information Gain

Information gain is based on the entropy of the system
which estimates the uncertainty of a random variable [25].
It is predominantly employed in feature selection as fil-
ter to rank attributes with respect to their IG value. The
IG value of each attribute signifies its importance to the
datasets, i.e., a higher IG value shows that this attribute
donates more information. Assume s is a discrete random
variable along with two possible outcomes. The binary en-
tropy function H, designated in a logarithmic base 2, is de-
noted via Eq. (1):

H (s) = −p(+) log2 p(+) − p(−) log2(p(−)) (1)

where (+, −) are types of classes, p(+) signifies theprobabil-
ity of a sample s ∈ (+), and p(−) represents the probability
of a sample s ∈ (−). Entropy enumerates the uncertainty of
each attribute while making a decision. Eq. (2) computes
the conditional entropy of two events R and S, while R has
value r:

H
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=
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r∈R
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prs(r, s) log2 ps
(︁ s
r

)︁
Where lim

r→0
r log2 r = 0

The error of entropyand incorrect classification ismax-
imumwhile the distribution of a class is uniform. Themin-
imum entropy value is reached as long as all the samples
relate to the same class. IG is extensively utilized on high-
dimensional data to measure the effectiveness of the at-
tributes in the classification. It is the expected amount of
information or the reduction of entropy. That is, the gain
of information from function r is calculated by Eq. (3):

IG (s, r) = H (s) − H
(︁ s
r

)︁
(3)

The primary idea behind this technique is to perform rank-
ing on the subsets of attributes by computing the value of
IG for each attribute in a decreasing order. Each attribute
obtains a score between 1 (more significant) and 0 (less sig-
nificant). The attributes having maximum scores are con-
sidered as theminimum set of input attributes for the next
phase. Larger information gain demonstrates greater dis-
criminatory power for making the decision.

Example: Let IDS dataset F = {f 1 , f 2 , f 3 } be a set of
three features i.e., scr_bytes (f 1), diff srv rate (f 2), and dst
host srv count (f 3). Themainobjective is to computehighly
correlated features for each feature present in the dataset.
First, we compute feature-class mutual information (MI)
for each feature and select the feature that has the maxi-
mumvalue. Feature f 1 has the highest value andhence, f 3
is removed from F and is put in the optimal feature set, say,
F′. Next, for feature f j ∈ F, we compute feature-feature
MI with each feature f i ∈ F′ and store the average value
of feature-feature MI for f j. This way, we compute feature-
feature MI for f 1 and f 2. Again, we compute feature-class
MI for f 1 and f 2. This procedure is continued until we get
a subset of k features.

IG (y; f1) = 0.11, IG (y; f2) = 0.04,
I (y; f3) = 0.18 IG (f1; f2) = 1.15,
IG (f1; f3) = 1.28, IG (f2; f3) = 0.57

IG
(︂
y; f1f3

)︂
= 0.43, IG

(︂
y; f2f3

)︂
= 0.31

Definition 1: Feature relevance: Let S be a full set of fea-
tures, f i feature and f j = S − {f i}. Feature f i is strongly
relevant iff I (c| f i , f j) ≠ I

(︀
cf j

)︀
otherwise if I (c| f i , f j) ∼=

I
(︀
c|f j

)︀
then f i is weakly relevant to the class c.

Definition 2: Feature-class relevance: It is defined as the
degree of feature-class MI for a given class ci of a given
dataset D, where data elements described by d features. A
feature f i ∈ F′, is an optimal subset of relevant features
for ci, if the relevance of (f i, ci) is high.

Definition 3: Relevance score: The relevance score of each
feature f i is the degree of relevance in terms of correla-
tion between feature and class label. Based on this value,
a rank can be assigned to each feature f i, where {i =
1, 2, 3, · · · , d}. For a given feature f i ∈ F′, the relevance
score is high.

3.2 Support Vector Machine

SVM is a machine learning technique to facilitate cate-
gorization between two groups. In this, a hyperplane is
formed to differentiate between positive and negative sam-
ples considering the principle of structural risk minimiza-
tion [29]. An anticipated characteristic of SVM is that this
carries out the classification utilizing support vectors in-
stead of the whole data set, and therefore this is enor-
mously robust for outliers and predicts effectively.

Let M represent the training data points
{(x1, y1), (x2, y2), . . . , (xM , yM)}, where xi ∈ Rd and



224 | S. Dwivedi et al.

yi ∈ { +1, −1}. Each data point contains similar La-
grangian multiplier βi allocating comparative weight.
When the hyperplane is determined as (w, c), the pre-
diction of class for data point x is calculated as in Eq. (4)

F (x) = sgn (w, k (x, x i) − c) (4)

= sgn
{︃ M∑︁
i=1

βi y ie

(︂
‖x−xi‖2

2σ2

)︂
− c

}︃

where sgn represents the sign function, k (·, ·) shows the
radial basis kernel function, w represents weight, x shows
a data point in the input space, σ depicts standard devia-
tion, and c represents bias. When the hyperplane is well-
defined, all the points positioned nearby contain βi > 0,
and are support vectors. In addition, the residual points
exhibit βi = 0. SVM has been implemented effectively for
resolving several issues in real scenarios, including image
classification and bioinformatics.

3.3 Multi-layer Perceptron

MLP is a kind of artificial neural network havingminimum
of three layers of neurons, known as an input layer, one or
more hidden layers, and an output layer [3]. The basic ap-
proach of this method is that it maps many real-valued in-
puts into outputs by altering the weight amongst its inter-
nal nodes. MLP acquires a function f (x ) : Ri → Rt while
training of a dataset, utilizing back-propagation learning
approach [3], where i, t ∈ Q+ represents dimensions of in-
put and output individually. This is calculated as in Eq. (5)

y = δ
{︃ m∑︁
i=1

(wiX + b)
}︃
= δ

(︁
WTX + b

)︁
(5)

where δ shows the activation function, w indicates the
weight vectors, X denotes the input vectors, and b signi-
fies the bias. Practically, the neural classifier has been ex-
tensively implemented in several fields like pattern classi-
fication, recognition, and prediction.

3.4 Naïve Bayes

Naive Bayes is a Bayesian network technique that consid-
ers that all attributes are independent [30]. The basic NB
classification approach is dependent on the Bayes rule
theorem to look for the maximum probability hypothesis
which recognizes the label of class. It is employed to make
a prediction for data points utilizing the maximum back

function (MAP) calculated as in Eq. (6)

P (LO) = argmaxw∈(1,2,...M) P(Lw)
M∏︁
j=1
P
(︀
OjLw

)︀
(6)

where L represents the class label, O displays the ob-
servation of each class, w depicts the class number,
P (LO) demonstrates the probability of a given class and∏︀M
j=1 P

(︀
Oj|Lw

)︀
presents themultiplication of the probabil-

ities of all instances subjected to their classes to obtain the
maximum output.

3.5 Decision Tree

A decision tree is a structural approach akin to a tree,
which comprises leaves and branches [31]. The leaves sig-
nify class labels, whereas the branches indicate attributes
that result in the classification of data. The decision rules
are determined by if-then rules for classification of data en-
tries. These rules are utilized specifically to solve attribute
selection problems of various types (for example, strings
and real numbers). A decision tree is built using divide-
and-conquer schemes. As demonstrated in Eqs. (7)-(8), the
Gain Ratio is a measure of the decision tree to estimate the
performance. Assume that there is a trainingdatasetD, the
expected information required to accurately categorize an
attack in IDS, xj ∈ D is calculated as:

Entropy = −
m∑︁
j=1

pj log (pj) (7)

GainRatio = Gain(p)
SplitInfo(p) (8)

The function Split info is presented in Eq. (9).

SplitInfo (p, test) = −
m∑︁
j=1

p ( jp ) log
(︂
p
(︂
j
p

)︂)︂
(9)

where p represents probability distribution of data,
whereas in log, two is used as base, due to estimate in-
formation as bit.

4 Proposed Method
In this study, a hybrid technique in investigated by com-
bining IG as a filter technique for reducing dimensions
with various classifiers such as SVM, C4.5, NB, and MLP
approaches. From Figure 1, we observed that the detec-
tion schemes of our approach contain three steps: com-
prising IG as a filter feature selection technique to choose
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Figure 1: The framework of the proposed IGIDS method.

the relevant features reducing the dimensionality, training
the classifier utilizing SVM, C4.5, NB andMLP approaches,
and performing the identification of attacks. Among these
classifiers, C4.5 is the best classifier based on performance
metrics to detect intrusions. The proposed system has ac-
quired the best performance concerning accuracy, detec-
tion rate, precision, F-measure, specificity, false-positive
rate (FPR) and AUC.

4.1 Data Pre-processing

Normalization is doneoneach feature of the input datama-
trix so as to provide the same weight or priority to all fea-
tures. Preprocessing aims to eliminate redundant and irrel-
evant features in the samples.When generating the subset
of features, we choose a suitable minimum set of features
demonstrating differences between the classes for the fol-
lowing efficient classification. Here, IG is used to decrease
the dimensionality of data sets as a filter technique [10]. In
this paper, the filter approach is used due to its simplic-
ity and a faster processing speed compared to other ap-
proaches. Therefore, IG for a huge number of attributes is
estimated for data sets. Finally, for the next step, minimal
numbers of attributes with high information gains are cal-
culated.

4.2 Classification Technique

In this article, KDD Cup 99, CAIDADDOSAttack 2007, CON-
FICKER worm, and UNINA traffic traces datasets are em-

ployed for experiments, KDDCup99 is one of themost pop-
ular data sets for intruder detection.

In the fields of intrusion detection, classification is the
process of deciding to which group it belongs in a given,
previously unknown, sample, i.e., a function that deter-
mines a class label to the instances designated by a set of
attributes. The proposed method can improve the perfor-
mance of intruder detection, therefore, we have employed
a cross-validation procedure to ensure that the classifier
generalizes the unseen data well. In this work, we employ
four classifiers, that is, NB, SVM, C4.5, and MLP. When the
optimal subset of attributes is selected by the IG-based fil-
ter feature selection technique, this subset is then passed
to the training phase of the classifier where different SVM,
NB, MLP, and C4.5 classifiers are used in which C4.5 works
well compared to other techniques in discriminating one
class of records from others. For instance, the classifier
of the normal class differentiates normal data from attack
data (all types of attacks exist in DDoS). The pseudo-code
of the proposed method is provided in Algorithm 1.

Algorithm 1: Pseudo code of Proposed method (IGIDS)

Input: Dataset D has R{rj , j = 1, 2, . . . N} features and k
instances, φ: the number of classifiers, n: the number of
features selected, Z: reduced datasets with the Y training
set and the X testing set
Begin
Procedure Compute_IG (s, r)
Compute information required to classify a given instance
according to Eq. (1)
While 1 ≤ j ≤ k do
Estimate conditional entropy for attribute rj according to
Eq. (2)
Estimate information gain for each attribute rj according
to Eq. (3)
Z ← the n attributes with the highest value of scores
return Z
For i = 1 : φ do
randomly separate utilizing 10-fold cross-validation
training set Y with Z
test φ classifiers using testing set X
estimate performance of the classifier
End For
EndWhile
Return Accuracy, F-measure, Precision, FPR, Sensitivity,
and AUC
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5 Results and Analysis
In this section, we analyze the results of the simulation of
the IDS technique based on information gain (IGIDS) to de-
termine its effectiveness in the detection of DDoS attacks.
Results are also obtained in comparison with the result
of other filter-based techniques such as CFS (correlation-
based feature selection), Relief-F, Chi-square togetherwith
different classifiers such as MLP, NB, C4.5, and SVM. The
classification performance of the proposed approach on
the KDD Cup 99, CAIDA DDOS Attack 2007, CONFICKER
worm, and UNINA traffic traces datasets is evaluated us-
ing a 10-fold CV approach. The used datasets have been
extensively employed in the domain of intrusion detection
research and utilized in several recent investigations. They
have been adopted to evaluate the performance of an IDS
basedonanomalies in thedetection of new intrusions. The
analysis of our approach based on the datasets provides
convincing and comparative evaluations using other re-
lated cutting-edge techniques.

5.1 Performance Measures

We estimate the performance of our approach by using
seven performance parameters, i.e., accuracy, sensitivity,
specificity, precision, f-measure, AUC (Area under curve)
and false positive rate [2]. These performance metrics are
determined as:

a) Accuracy = TN+TP
TP+TN+FP+FN

b) Recall (Re) = Sensitivity = Detection Rate (DR) =
TP

TP+FN
c) Precision (Pr) = TP

TP+FP
d) F − measure = 2*Pr*Re

Pr+Re
e) False positive rate (FPR) = FP

FP+TN
f) Speci�city = 1 − FPR
g) AUC = (Sensitivity+ Speci�city)

2

Here, FP, FN, TP, and TN, are false positive, false neg-
ative, true positive and true negative in the independent
datasets.

5.2 Description of Dataset

In this study, KDD Cup 99, CAIDA DDOS Attack 2007, CON-
FICKER worm, and UNINA traffic traces datasets are em-
ployed [17, 32]. Firstly, all the network traffic records are ex-
tracted from the above-mentioneddatasets. In KDDCup99
dataset, the 22 types of attacks are not distributed equally.
In this article, we only focus on the DDoS attacks [32].

CAIDA DDoS Attack 2007 dataset contains approximately
one hour of unusual traffic traces from DDoS attacks. This
type of denial-of-service attack attempts to block contact
to the targeted system by overwhelming computing capac-
ity of the system and by consuming all of the bandwidth
of the network connecting the system to the internet. Con-
ficker collected data from UCSD Network Telescope based
on three days of network study in betweenNovember 2008
and January 2009. The first day covers the onset of the
Conficker A infection. On the second day, only Conficker
A was active, and during the third and final day both Con-
ficker A and B were active. The dataset contains 68 com-
pressed pcap files each containing one hour of traces. UN-
INA dataset denotes traffic traces taken by passively moni-
toring incoming traffic at WAN access router at the Univer-
sity of Napoli Federico II. D-ITG is traffic group and active
measurement software architecture which imitates many
network traffic profiles and performs packet-level capaci-
ties. This helps to prevent hidden bias in consecutive data
that affects the generation of normal profile and attack
identification through our approach.

5.3 Simulation Results and Discussion

In this section, we evaluate the performance of the pro-
posed approach with the cutting-edge methods imple-
mented in the generation of intrusion detection systems.
In this context, we use three different filter-based tech-
niques, such as CFS, Relief-F and Chi-square together
with different SVM, NB, MLP, and C4.5 classifiers, com-
paring the performance of IDS based on information gain
for DDoS attack identification. Table 1 shows the com-
parative analysis of different filter-based feature selec-
tion techniques along with different classifiers on four
datasets. From Table 1, we observe that the information
gainworks togetherwith C4.5, which has shown better per-
formance than other techniques in terms of 99.25% accu-
racy, 98.80% detection rate, and 98.24% precision in the
identification of DDoS attacks on KDD Cup 99 data, as well
as 98.35% accuracy, 98.12% detection rate, and 98.45%
precision on CONFICKER worm dataset.

Figure 2 illustrates the comparison of the proposed
approach with other filter techniques such as CFS, Chi-
square, Relief-F concerning computational time and detec-
tion rate. From Figure 2(a), we observed that the proposed
technique take less time in comparison to other technolo-
gies with C4.5, whereas Figure 2(b) demonstrates that IG
with C4.5 classifier attains high detection rate of 98.80%
in contrast to other methods on KDD Cup 99 dataset.
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Table 1: Comparative performance of the proposed method with other techniques.

KDD Cup 99 CAIDA DDOS Attack 2007
Measures MLP NB SVM C4.5 Method Measures MLP NB SVM C4.5
Accuracy 91.77 68.80 97.64 98.75 CFS Accuracy 90.23 70.20 95.14 96.35

Detection rate 90.80 67.56 97.56 98.39 Detection rate 90.46 69.36 94.66 95.89
Precision 91.60 71.00 97.53 98.22 Precision 91.49 72.43 94.21 95.38
Accuracy 91.94 67.51 97.41 98.89 Relief Accuracy 91.36 68.27 94.93 95.46

Detection rate 90.64 67.80 97.24 98.20 Detection rate 91.52 69.80 95.20 95.54
Precision 91.47 71.63 97.48 98.33 Precision 91.47 70.24 95.32 94.25
Accuracy 87.35 68.35 98.52 98.54 Chi-square Accuracy 88.52 69.45 96.31 96.37

Detection rate 87.40 67.56 97.63 98.35 Detection rate 89.47 70.36 96.29 96.56
Precision 87.2 71.82 97.84 98.47 Precision 86.72 71.34 95.64 96.65
Accuracy 88.57 69.84 98.27 99.25 IG Accuracy 85.34 70.14 96.27 97.80

Detection rate 87.68 68.42 97.45 98.80 Detection rate 86.25 69.56 95.72 97.45
Precision 87.94 71.33 97.6 98.24 Precision 86.74 70.39 96.40 97.18

CONFICKER worm UNINA traflc traces
Measures MLP NB SVM C4.5 Method Measures MLP NB SVM C4.5
Accuracy 91.53 69.93 96.31 97.45 CFS Accuracy 89.34 69.60 95.72 96.42

Detection rate 90.62 68.54 95.68 97.30 Detection rate 90.36 68.49 94.26 96.19
Precision 89.97 70.58 96.42 97.48 Precision 90.46 70.43 95.41 96.21
Accuracy 89.68 72.31 97.25 97.69 Relief Accuracy 90.64 69.21 96.52 96.32

Detection rate 90.64 70.08 97.54 97.41 Detection rate 89.52 68.45 96.34 96.29
Precision 91.72 70.65 97.49 97.67 Precision 90.27 70.39 96.49 96.38
Accuracy 86.76 68.95 96.49 97.81 Chi-square Accuracy 88.32 67.15 95.32 96.34

Detection rate 86.40 68.29 95.73 97.24 Detection rate 87.57 67.46 95.27 96.29
Precision 87.63 70.39 96.71 97.46 Precision 89.20 68.92 95.64 96.41
Accuracy 89.38 72.37 97.34 98.35 IG Accuracy 89.46 70.24 96.17 96.63

Detection rate 88.61 70.62 97.25 98.12 Detection rate 88.57 69.35 96.52 96.45
Precision 89.79 71.52 97.81 98.45 Precision 89.73 71.47 96.49 96.72

(a) (b)

Figure 2: (a)-(b) Comparative analysis of IG with respect to other filter techniques in terms of computational time and detection rate.
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Table 2: Evaluation performance of used datasets.

KDD Cup 99 CAIDA DDOS Attack 2007
Measures MLP NB SVM C4.5 Method Measures MLP NB SVM C4.5

FPR 18.00 64.30 3.20 3.05 CFS FPR 19 65.42 4.6 4.35
F-measure 90.40 56.40 97.60 98.10 F-measure 89.40 57.46 96.44 97.21

AUC 89.90 84.70 97.20 98.20 AUC 88.75 85.60 96.30 97.16
FPR 17.62 65.44 3.29 3.10 ReliefF FPR 18.31 67.47 4.32 4.20

F-measure 91.46 57.36 98.41 98.41 F-measure 90.57 58.16 97.29 97.35
AUC 89.80 85.79 97.36 98.34 AUC 88.64 84.57 96.29 97.19
FPR 19.10 64.75 3.13 3.08 Chi-square FPR 20.12 65.48 4.36 4.29

F-measure 87.10 56.49 97.48 98.46 F-measure 87.19 66.34 96.22 97.24
AUC 89.60 84.96 97.15 98.56 AUC 88.56 83.71 96.52 97.31
FPR 18.05 63.21 3.05 3.01 IG FPR 19.47 64.29 4.36 4.23

F-measure 87.53 56.47 97.60 98.53 F-measure 86.42 55.62 96.54 97.26
AUC 90.60 84.93 97.53 98.79 AUC 89.25 85.37 96.28 97.42

CONFICKER worm UNINA traflc traces
Measures MLP NB SVM C4.5 Method Measures MLP NB SVM C4.5

FPR 21 66.45 5.24 4.46 CFS FPR 20.53 67.53 4.56 4.75
F-measure 88.72 58.42 95.26 96.45 F-measure 89.58 54.64 95.21 96.34

AUC 90.78 83.56 95.47 96.29 AUC 87.34 83.82 95.36 96.12
FPR 18.39 67.48 4.69 4.28 ReliefF FPR 18.41 68.24 4.35 4.58

F-measure 90.79 55.76 95.61 96.53 F-measure 90.26 55.29 95.35 96.41
AUC 88.56 84.48 95.75 96.34 AUC 89.8 85.79 95.16 96.34
FPR 20.09 66.15 4.41 4.38 Chi-square FPR 20.25 66.49 4.27 4.38

F-measure 85.16 56.21 95.84 96.78 F-measure 85.34 54.78 95.76 96.36
AUC 87.49 82.97 95.58 96.65 AUC 86.41 83.86 95.54 96.42
FPR 19.73 65.31 4.07 4.16 IG FPR 19.28 65.27 4.47 4.42

F-measure 86.19 54.25 95.74 97.43 F-measure 85.52 55.32 95.68 96.72
AUC 89.54 83.51 96.07 97.57 AUC 90.54 83.62 95.21 96.49

Figure 3: The ROC curves of KDD Cup 99 data set compared to other
filter techniques with C4.5.

In Table 2, the performance of the proposed method
based on the selected features is determined concerning
the F-measure, AUC, and FPR with different other filter-
based techniques. According to the achieved results, the
proposed technique confirms its efficacy in the detection
of DDoS attacks based on the performance metrics, i.e.
3.01% FPR, 98.53% F-measure, 98.79% AUC and 4.16%
FPR, 97.43% F-measure, 97.57% AUC, utilizing KDD Cup 99
and CONFICKER worm datasets, respectively.

The comparative result shows that using a filter-based
feature selection technique with Decision tree, we obtain
the best accuracy of 99.25%, 98.80% detection rate, 3.01%
false-positive rate. Therefore, the hybrid technique pro-
posed in this paper is effective for DDoS detection in com-
parison to other reported literature. From Figure 3, we
clearly see that the proposed method outperforms other
methods.
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6 Conclusion
The ubiquity of internet connectivity has led to consider-
able increase in cyber-crime activity and intrusions. Detec-
tionof attacks on IoT-based environmenthasbecomemore
complex, because different physical devices and wireless
transmission to mobile and cloud architectures, must be
protected and combined with other technologies. The vol-
ume of information is the most appreciated component
for both organizations and users, and DDoS attacks cause
a boundless risk in the network. The evolution of vari-
ous emerging machine learning technologies is one of the
important ways that allows us to improve the security of
the IoT and to prevent different DDoS attacks. The current
countermeasures make DDoS identification exceptionally
problematic, therefore numerous other techniques have
been introduced to resolve this problem. On the other
hand, existing approaches are still posing issues, there-
fore, a new technique is needed for more effective detec-
tion and prevention of DDoS attacks. To deal with these
limitations, in this paper, we have designed an informa-
tion gain based IDS method, called IGIDS. This approach
is performed in two steps: firstly, the features are selected
through information gain and then the selected features
are passed to the different classifiers SVM, NB, MLP, and
C4.5 to classify the DDoS attack. It has been found that the
filter technique information gain with the C4.5 classifier
has better performance than other prevailing techniques
with respect to the accuracy, detection, and false-positive
rate to identify DDoS attacks in KDD Cup 99 dataset.
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