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Abstract: The GDPR regulates at present the handling
with personal data fundamentally new and thereby opens
new leeway. At the same time, it creates great uncertainty
among those affected. One example of this isweb tracking:
It helps designers to improve the utility and usability of
their websites based on, in part, extensive (personal) data
collection, or enable operators to finance them. Against
this background, in this article we first show the practical
relevance of web tracking by collecting the web trackers of
the 100 most popular pages of each of the 28 EU member
states. Building on this, we show which data these track-
ers collect and analyze their legal bases. Finally, we dis-
cuss possible consequences in design and architecture for
fulfilling the legally outlined requirements, taking into ac-
count a user’s perspective.

Keywords:Web-Tracking, Privacy, Data protection, GDPR,
HCI

1 Introduction

By 2021, more than half of the world’s population is ex-
pected to be online, using websites for a variety of pur-
poses on a daily basis [31]. To be able to offer content with-
out financial compensation, these are financed to a large
extent by advertising revenues [6]. Equally, an important
aspect is the analysis of user behaviour to improve one’s
own service [15], or the integration of socialmedia features
such as Facebook, Twitter, and others [50]. In this context,
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external service providers are often involved for the pro-
vision of advertising, analysis, etc. This constellation has
legal implications (concerning collection, processing and
transfer of personal data amongst these parties) which in
turn may affect the design and the design process. The on-
going legal discussion shows parallelswith research in the
field of Usable Privacy, where decision support and aware-
ness mechanisms are investigated, e. g. in the context of
authorisation of mobile apps [5, 26, 64]. Among other top-
ics, in particular, user-centred design of general terms and
conditions as well as privacy policies [4, 14, 73] are be-
ing researched, much like the legality, design and user-
friendliness of cookie banners [19].More recently, research
has started to embrace tracking technologies [10, 50, 66],
too.

One important incentive for these efforts is provided
by new legal frameworks, which are emerging globally,
such as the General Data Protection Regulation (GDPR)
[25], which has been in force since 2018. Moreover, in Eu-
rope, with currently postponed e-Privacy Regulation, new
legislation specifically targeting web privacy is underway
[24]. In this regard, research has especially looking at the
use of web tracking after GDPR coming to effect [61]. Simi-
larly, the prevalence of third parties on web sites [70], and
more specifically the use of cookies [19] and web tracking
[66] has recently come to focus of research on Usable Pri-
vacy.

Beyond understanding the spread of such tracking
technologies – often used for the sake of online be-
havioural advertisement –, arguably the new legal land-
scape also demands research for (potentially: new) legally
legitimate design interpretations.While users often have a
certain basic sensitivity with regard to the handling of per-
sonal data on the Internet [37], information about the use
of trackers by the site operators is only rarely provided. If
so, the information is difficult or cumbersome to obtain for
the average user, leaving a “blind spot” that still has to be
legally developed [45]. In this regard, the extent and es-
pecially the data collection practices of web tracking have
so far undergone less detailed review. These, however, are

https://doi.org/10.1515/icom-2020-0004
mailto:timo.jakobi@uni-siegen.de
mailto:gunnar.stevens@uni-siegen.de
mailto:anna-magdalena.seufert@uni-siegen.de
mailto:m.becker@recht.uni-siegen.de
mailto:m.von-grafenstein@udk-berlin.de


32 | T. Jakobi et al., Web Tracking Under the New Data Protection Law

a key basis for discussing viable solutions for the future
of both legal and more user-friendly online tracking. Both
from a legal and design perspective, more detailed infor-
mation on data collection practices are desirable to inform
ongoing legislative processes and potential design in this
area.

Against this background, this paper reports on an
analysis of practices of data collection, processing and ob-
taining user consent of web tracking services on the most
popular websites of the EU-28. In a second step, and in
light of the revised and evolving legal situation, the pa-
per discusses requirements froma legal andusers’ point of
view in this multi-stakeholder environment, with conflict-
ing interests between website operators, jurisdiction and
users. Finally, we propose how HCI can contribute to an
interpretation of the legal situation and the development
of usable and effective tools for controlling and informing
about trackers.

2 Web Tracking: Technology, User,
Legislation

In this section, we first introduce into related research on
the topic of web trackers.We focus on the two perspectives
of human-computer interaction and jurisprudence.

2.1 Techniques of (Defying) Web Tracking

Web tracking has found wide application [66], whereby
by its high market penetration the company Google occu-
pies a special position [43, 60, 66]. Various studies suggest
that online tracking is used to personalize online advertis-
ing based on sensitive information [18, 28], (to the point
of creating detailed personality profiles [79]) discriminate
against users [18] or manipulate their buying intentions
[13].

With regard to tracking methods, a distinction can
be made between “stateful” and “stateless” tracking [50],
depending on where the relevant data is stored to en-
able tracking. Bujlow [10] distinguishes fourmethods even
more finely: Sessions, client memory, client cache and fin-
gerprinting based tracking. In a detailed literature review,
Ermakova et al. [23] have shown that although private-
friendly methods for web tracking exist [3, 63], they have
not yet established themselves.

On the other hand, there are various tracking pro-
tection approaches [41, 53, 78], such as detecting track-
ing code and preventing its execution, blocking access

to known tracking domains, and preventing the outflow
of tracking information by analyzing outgoing HTTP re-
quests. There are also a number of browser settings and
extensions such as Ghostery, AdBlock Plus or Disconnect,
which support users to prevent unwanted tracking [53].

It turns out, however, that their effectiveness is lim-
ited [53, 56]. In particular, tracking and tracking protection
techniques show a kind of arms race between advertisers
and the privacy protection community [54]. A field study
by Achara et al. [1] shows that the use and control of pro-
tection tools can overcome a total blockade and thus also
meet economic interests.

2.2 (Involuntarily) Affected Parties of Web
Tracking

From the point of view of the user or, to be more precise,
the data subject (as the terminology of GDPR defines), sur-
veys indicate that tracking is an interference with privacy
and harassment by unwanted advertising. For example, a
survey conducted in theUS in 2009 showed that 87%of re-
spondents would reject individualized advertising if they
hada choice. [74]. This finding couldbe confirmedbyother
studies [51, 58]. However, there is a gap between attitude,
intention and actual behaviour [2].

There are several reasons that can explain this gap:On
the one hand, user attitudes towards tracking for personal
advertising, in particular, are complex, contextual and dif-
ficult to understand on close examination. In a qualitative
study, Melicher et al. [52], for example, recorded browser
histories and, on the basis of this, had them reflected
on the users’ respective web usage. This revealed varying
settings for tracking and the circumstances under which
users considered the recording to be legitimate. Similar
studies on personalized advertising indicate that accep-
tance is highly contextual [36, 75]. The Ackerloff effect
[7] is even more pronounced among trackers than in the
case of consent issues inmore transparent data protection
issues. Moreover, as Sakamoto et al. [61] show, counter-
intuitively, explicitly opting-out of online behavioural ad-
vertising leaves companies with room to still track users,
even after introduction of GDPR. The information asym-
metry betweenoperators of trackers andend-users is so ex-
tensive that the market (if one can even speak of a market
in this case) fails to function. If 50 or more trackers collect
personal data on a homepage and pass it on to an unman-
ageable number of third parties, this is based on a strongly
one-sided and hardly consensus-oriented business model
(referred to by Zuboff as “surveillance capitalism” [79]).
Another reason for the intention-behaviour gap is the lack
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of user acceptance of the existing possibilities to prevent
(personalized) advertising [9]. This is due to a lack of us-
ability of the tools for protection. Studies point out that
the self-explanatory ability is inadequate so that the tools
themselves can cause comprehension problems [57, 65].
Furthermore, existing solutions are often very technically
designed, so that they are difficult and time-consuming to
implement for the user [45]. In particular, most solutions
are not protection by default, so that the user himself must
become active in order not to release data. In order to re-
duce the complexity for the user, Melicher et al. [2] have
proposed design guidelines in which (semi-)autonomous
agents can take over the tasks of tracking protection. They
also propose that tracking protection should be accompa-
nied by appropriate legal intervention.

2.3 Legal Regulation on Web Tracking

Since May 25, 2018, the GDPR has regulated the handling
of personal data in a binding manner throughout Europe.
Particularly in the online area, there was much discus-
sion in advance about what still would be permitted with
the deadline and what would not [69]. In this context, it
should be noted that, at no point, legislator intended to
prevent any data processing or to destroy entire business
purposes through the GDPR. The protective purpose of the
GDPR is to enable individuals, against the background of
modern data processing possibilities and techniques and
their risks, to decide for or against consent to data process-
ing on the basis of appropriate information on how their
personal data is handled and in a self-determinedmanner
[44, 72].

Especially questions on data processing in the online
area (e. g. on range measurement and the use of tracking
tools for online services) are to be regulated in the pending
ePrivacy Regulation. However, it remains to be seen how
sharply this law will be fleshed out, as it is a) still not fore-
seeable in its content andb) verymuchunder the influence
of various stakeholders. One of the main questions – and
a reason for the delay – is a conflict over the conditions for
the use of trackers and the protection of the data subject
against them (more on this in 2.4 Legal classification). Sev-
eral drafts suggested that current forms of data processing
could, with a few exceptions, be rendered fundamentally
inadmissible. In addition to the purpose of providing the
service in question, the exceptions would also include the
consent of the user.

Originally, the ePrivacy Regulation was supposed to
come at the same time as the GDPR. By now, drafts for the
Regulation are available by the European Parliament and

the European Commission. However, the final draft by the
European Council is still missing. Many drafts were pro-
posed and failed in Council during the past EU Presiden-
cies (latest: Finland, upcoming: Croatia). Since without a
final draft of the Council, the trilogue procedure cannot
proceed, it is highly unlikely to see the Regulation passed
even in 2020. On December 3, 2019, EU-Commissioner
for Communications Networks, Content and Technology,
Thierry Breton, even mentioned a total realignment of the
negotiations [22, 83].

These circumstances beg the question, which laws ap-
ply until the ePrivacy Regulation comes into force andhow
tracking can be designed in conformity with the foresee-
able regulations.

2.3.1 Legal Classification

Against this background, this section outlines the legal
provisions on tracking in more detail. The Telemedia Act
(TMG) in §§ 12, 13, 15 permitted such user profiles that only
contained anonymous or pseudonymous data, whereas
personal user profiles were only permitted with suitable
consent. In addition, there was a ban on merging differ-
ent user-profiles and users had the right to object to the
creation of user profiles. The provider had to inform users
about the creation of user-profiles and about their right
to object [67]. In principle, it can be argued, that the lack
of attention and knowledge about tracking practices has
been noticed and addressed by German legislation with
the TMG.

The TMG was applicable in Germany until May 25,
2018, and was then superseded by the GDPR [71, 67].
In the future, its area will be governed by the so-called
“ePrivacy Regulation”, which is the successor to Directive
2002/58/EC of the European Parliament and of the Council
of July 12 2002 concerning the processing of personal data
and the protection of privacy in the electronic communica-
tions sector, known as the “ePrivacy Directive”. This direc-
tivewas revised in 2009by the so-called “CookieDirective”
(2009/136/EC), which, however, was not implemented in
Germany. Instead, the “storage” and “access to informa-
tion already stored in the terminal device of a subscriber
or user” provided for in Art. 5 (3) of the Cookie Directive
with the reservation of consent were regarded as covered
by § 15 (3) TMG.

Said envisioned regulation, however, is still lacking a
draft of the European Council to proceed [24]. According
to the draft version, the “use of the processing and storage
functions of terminal equipment and any collection of in-
formation from terminal equipment of end-users” should
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only be permitted with the consent of the user (with a few
exceptions such as service provision and for security rea-
sons), Art. 8 (1) ePrivacy Regulation draft. As a result, tar-
get group-oriented advertising, range measurement, cam-
paign tracking, payment models etc. would only be possi-
ble with the legally binding consent of the user.

Also, according to the draft, the ePrivacy Regulation
provides for a blanket declaration of consent through
browser settings. This means that browsers “offer the pos-
sibility of preventing third parties from storing informa-
tion in the terminal equipment of an end-user or from pro-
cessing information already stored in the terminal equip-
ment”, Art. 8 (1) lit. c) in conjunction with Art. 10 (1)
(draft version). However, the whole draft and, in partic-
ular, the rule cited above are controversial. For example,
there was an outcry among press publishers (“publish-
ers are concerned that it will be incredibly difficult to per-
suade readers to change their browser settings to allow
3rd party cookies”). In response to a parliamentary ques-
tion, the Federal Government replied that it had submit-
ted an amendment proposal for Art. 8, according to which
“online services financed by advertising should have the
possibility of making the use of such services dependent
on consent to cookies for advertising purposes” [11]. One
could also polemically speak of tying permission, i. e. the
softening of a strictly private solution.

This shows, by way of example, which conflicts of
interest still exist with regard to the ePrivacy Regulation
and explains why the legislative process is taking so long.
There are three points of contention:
1. The question of the type and scope of permissible pro-

cessing of metadata without the consent of the end-
user concerned for the provider’s commercial pur-
poses;

2. the design of the guidelines on the use of cookies and
trackers on terminal devices or access to information
available in the terminal device, and finally

3. the scope of application of the ePrivacy Regulation
and the relationship as special legislation to the GDPR
[11].

The points also indicate why the lowering of the level of
data protection is often feared in comparison to times of
applicability of the TMG [38, 67].

With the delay and lack of clarity regarding the further
course of the ePrivacy Regulation, the question arises as to
which provisions are applicable in themeantime. The “Po-
sition Paper of the Data Protection Conference” (released
April 26th, 2018) [8, 40] addresses this question, although
fairly debated and criticised. Accordingly, Art. 6 (1) lit. a),
b) and f) of the GDPR will apply from May 25, 2018 on.

While the option under lit. a) relies on the legitimate con-
sent of the data subject, processing operations that are
absolutely necessary for the provision of the service re-
quested by the data subjects can be based on lit. b). In this
vein, the balancing of the interests of the person responsi-
ble and the data subject under lit. f) is particularly inter-
esting, as it is a possibility that goes beyond the planned
options of the ePrivacy Regulation.

The decisive factor here is that a legitimate interest of
the person responsible (e. g. to secure the systems; but also
for marketing purposes, e. g. for personalised advertising,
if certain protective measures have been taken) can be af-
firmed (Recital 47 in: [25]). This must be weighed against
the interests of the data subject worthy of protection, tak-
ing into account the circumstances of the individual case
(e. g. protection against inappropriate monitoring of on-
line activities and profiling; as well as further interests or
fundamental rights and freedoms of the data subject [77]).

At this point, it additionally has to be stressed that the
European Court of Justice lately judged the legitimacy of
cookies and clarified that cookies under the GDPR are only
legal with the user’s permission [80].

2.3.2 Takeaways from the Ongoing Cookie Debate

Especially since introduction of GDPR, there have been
somemajor developments in handling of third-party cook-
ies, both in legislation and case law as well as in the prac-
tical application. For example, studies have shown how
both the use of third-party cookies and the information of
users as well as the design of interfaces to opt-out of cook-
ies have changed quite dramatically [19, 70].

During thepastmonths therehavebeen two important
judgements by the ECJ concerning Tracking-Cookies and
the necessity of (informed) consent in data processing:

The first judgement, based on a case originally from
2015, was spoken in July 2019. The consumer centre of
North Rhine Westphalia filed an injunction against Fash-
ion ID, an online retailer, who used the Facebook-Plugin
on its website. The consumer protectors rated this as a vi-
olation of the GDPR since, even if the user owns no Face-
book profile at all, the site operator would pass the users
data (as e. g. IP address and web browser-ID) to Face-
book, simply by integrating the application in their web-
site. Based on that, the consumer centre requested users
should have been informed about the tracking procedure
and warned the company. The lower court agreed with the
consumer centre and confirmed that the site operator is re-
sponsible for the violation of data protection law.
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TheHigher Regional Court of Düsseldorf asked the ECJ
to answer the basic questions concerning the legal situa-
tion in terms of data protection law in this case. The ECJ de-
cided that an informed, demonstrable and revocable dec-
laration of consent by the user before the tracking starts is
mandatory [81]. (This means, a cookie banner in the form
most commonly used is not adequate.) It does not bother if
Cookies store personal or anonymous data. Only so-called
“first party cookies” are not included. Furthermore, each
website operator is jointly responsible (togetherwith Face-
book) for the Plugin and the resulting data processing.
But there is a restriction: Website operators are not liable
for the whole process of creating a profile through Face-
book. The joint responsibility is limited to the process of
data transmission, because the operator decides “about
the purposes andmeans” of the processing. In this, it does
not matter that website operator do not have any influ-
ence on the data transmission by the application. Since
they benefit from it, e. g. fromhigher range, they are jointly
responsible. Finally, it has to be said that most buttons,
tools and plug-ins (mostly from services based in the US,
e. g. like Twitter, Instagram, LinkedIn, to name a few) are
working in the same scheme (which means, they transmit
user data without permission). Therefore, the judgement
applies correspondingly.

The second judgement, known as “Planet49” [80] was
spoken at October 1st, 2019. The original case was a suit
between “Planet 49 GmbH” and the German National As-
sociation of Consumer Centres. In 2013, Planet 49 offered
participation at a winning game on a website. During the
process, the user was asked for its permission in setting
cookies on the computer used and thus making it possi-
ble to evaluate surfing and usage behaviour for advertis-
ing purposes. In this case, the declaration of consent was
based on a pre-checked box, with the consequence that
users had to opt-out in case of disagreement. The German
National Association of Consumer Centres valued this de-
sign as an infringement against data protection law and
requested omission. The Federal Supreme Court asked the
ECJ for Interpretation of the relevant Union law regula-
tions.

Again, the ECJ judged [82]:
– If a consent is mandatory, the user has to issue it ex-

pressly. An opt-out solution is not sufficient.
– A consent needs to be informed to be lawfully. This

means the website operator has to give information
about functionality of the Cookies, storage duration
and third-party access.

– The European regulations on the protection of privacy
in electronic communication are applicable nomatter,
if those data are personal or not. European law should

grant protection against intrusion into privacy, among
others against unauthorized entry into the users’ de-
vices.

It has to be said that the ECJ transferred both cases back
to the German courts to finally decide on. However, the as-
sessments of the ECJ must already be taken into account
when applying data protection law (and German regula-
tory authorities have been confirmed in their positions and
approach).

To sumup:Even if it is disputedhowexactly these con-
clusionsmust be applied in these and, evenmore so, other
cases, both judgements principally state that consent in
data collection and tracking via cookies (any, except first
party cookies) is mandatory. It has to be a voluntary, in-
formed, demonstrable and revocable declaration of con-
sent by the user in advance of tracking. It does not bother
if the Cookies store personal or anonymous data.

3 Method: Data Corpus and
Analysis

This section outlines the methodological details for ob-
taining the data basis for carrying out the following dis-
cussion from a legal and users’ point of view.

The Alexa Top Sites1 of February 2019 served as the
starting point for identifying the 100 most popular pages
of each of the 28 states of the European Union. For iden-
tifying unique URLs, different country codes of top-level
domains were distinguished, resulting in 1,391 websites to
be examined for use of web tracking. The Firefox browser
plugin lightbeam2 was used to count the amount of track-
ers on each of these websites. For analyzing the trackers
for their data collection practices, the study is limited to
the tenmost common trackers identified in the sample. For
this task, the Firefox plugin Ghostery3 was used to search
for information provided on data collection and process-
ing practices, including
– the data collected,
– their retention periods,
– the disclosure of this data to third parties, and
– the indication of data processing purposes and
– the specification of a data protection officer or a con-

tact person.

1 https://www.alexa.com
2 https://addons.mozilla.org/en-US/firefox/addon/lightbeam/
3 https://www.ghostery.com/

https://www.alexa.com
https://addons.mozilla.org/en-US/firefox/addon/lightbeam/
https://www.ghostery.com/


36 | T. Jakobi et al., Web Tracking Under the New Data Protection Law

Data were collected on a computer of the university with
the operating systemWindows 10 Professional Build 1809
and the Firefox Browser v65.0.2.

These data form the thematic and motivational back-
ground for the legal classification of web tracking and dis-
cussion of design requirements from a users’ perspective.
In addition to consulting the various legal provisions, pub-
lications (commentary and journal literature) addressing
the future ePrivacy Regulation on the requirements for
data processing and lawful consent under the GDPR was
included in the work on this article.

4 Findings
This section introduces into the basic quantitative findings
and outlines challenges in and ways of accessing tracking
information from a user’s perspective.

Secondly, data collection and processing practices are
outlined for trackers on the most visited European web-
sites. This description serves as a basis for our legal assess-
ment and the discussion of a legally compliant design and
use of trackers according to GDPR.

4.1 Analysis of Web Tracking

To obtain a more detailed picture of web tracking, it is es-
pecially important to consider content a website includes
from third party origins. The 1,391web pages included into
the sample, load 33,292 URLs differing from the top-level
domain (Ø: 22.9 URL/page). Filtering calls to each web-
sites’ subdomains, 31,063URLs remain (Ø: 22.3URL/page).
Regarding the use of trackers onwebsites, a Poisson distri-
bution approximately fits (Figure 1). 162 pages did entirely
without trackers, while a page with 182 trackers occupied
the peak value.

A closer analysis of the foreign URLs shows that
only 1,871 different top-level domains account for all of
these calls. Additionally, different trackers and domains
belonging to the same company or group increase this
concentration. Domains such as googleapis.com, gstatic.
com, googlesyndication.com, googletagmanager.com,
googletagservices.com, googleadservices.com, youtube.
com and doubleclick.com all belong to the parent com-
pany Alphabet. A complete summary of these ties is not
provided in this paper, because the organizational or en-
trepreneurial links between different trackers can hardly
be traced in detail. Only for the overview of the top 10
trackers was an attempt made to identify related compa-
nies.

Figure 1: Amount of trackers found on websites.

Figure 2: The most popular trackers identified.

Themostwidespread trackerswere clearly assigned to
Google, of which accounting for 7,484 hits, making it re-
sponsible for almost a quarter of all trackers. Trackers from
facebook follow a long way behind, which in turn have a
large lead over more specialized companies such as hot-
jar (visitor behavior analysis), AppNexus, Criteo or Adform
(all: sales of personalized advertising).

The ten most widely used trackers of this study (Fig-
ure 2) serve as a small sample for a more detailed analysis
of the data collection and processing (Figure 3). The infor-
mation was obtained from Ghostery’s information pages
to report the data collected.

Interestingly, a fairly well-defined corpus of data col-
lected by the trackers quickly emerged. Although there are
some deviations, it becomes clear that many trackers op-
erate on a very similar set of data. Almost all services store
the IP address and the device identification number. The
collection of browser information, location, and cookies
was also very widespread. But even after this top field,
the collection is quite homogeneous, especially for anony-
mous data. When collecting personal data, it is particu-

http://googleapis.com
http://gstatic.com
http://gstatic.com
http://googlesyndication.com
http://googletagmanager.com
http://googletagservices.com
http://googleadservices.com
http://youtube.com
http://youtube.com
http://doubleclick.com
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Figure 3: Information from Ghostery on data collection practices of the ten most common trackers.

larly noticeable that, in addition to address data, payment
data is sometimes even processed.

With regard to the further handling of the data,
the providers grant themselves quite far reaching rights:
The majority of services not only sends aggregated or
anonymous data to third parties but also what is consid-
ered personal information. Moreover, even with the most
widespread trackers, it was sometimes impossible to ob-
tain any information regarding the transfer of data to third
parties. A similar picture emerged looking at the trackers’
specification of the retentionperiod: seven of the ten track-
ers didnot provide any informationat all. However, at least
they provided the contact details of a data protection offi-
cer or a responsible office in the company.

4.2 Assessing the Findings from a Legal
Point of View

Due to the uncertainty regarding the ePrivacy-Regulation
explained above, the following assessment is based on
the GDPR only. This results in a classification of trackers
into the categories ‘required’, ‘authorised’ and ‘consented’
and a list of the related legal requirements. The discussion
will focus on the requirements of user consent into track-
ing. However, regardless of the legal basis, beyond con-
sent mechanisms, users must at least be informed about
the collection of their personal or personally identifiable
information.

A legal definition of consent exists in Art. 4 No. 11
GDPR; according to this, consentmust be ‘any freely given,
specific, informed and unambiguous indication of the data
subject’s wishes by which he or she, by a statement or by a
clear affirmative action, signifies agreement to the process-
ing of personal data relating to him or her.’

Informing data subjects (i. e. users whose data are col-
lected) is a central condition and is closely related to the
information obligations under Art. 13 (and 14) GDPR. This
definition already mentions several of the conditions for
consent; furthermore, the conditions in Art. 7 GDPR must
be taken into account. Accordingly, there is, among other
things, an obligation on the data processor to provide ev-
idence of a data subjects’ consent and to inform the data
subject of the right to revoke consent at any time with an
effect for the future. In addition, the so-called prohibition
of coupling in Art. 7 (4) GDPRmust be taken into account,
according to which it must be examinedwhether the fulfil-
ment of the contract was made dependent on the consent
to the processing of such personal data which is not nec-
essary for the fulfilment of the contract.

A comprehensive duty to inform results from Art. 13
GDPR. Accordingly, the data subject must be informed
about e. g.: the responsible entity (including contact data);
its data protection officer (if any); the purposes for which
the personal data are processed; the legal basis for the pro-
cessing (including justification and the consequences of
refusal e. g. for a conclusion of a contract or the use of a
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service). In addition, as far as such a transfer of data hap-
pens, information must be provided about the receivers of
the personal data and the non-EU states, which data are
transferred to.

Finally, users have to be fully informed of their rights.
In the case of direct data collection, the information must
be provided beforehand. Only in case that data is not
raised directly at the data subject, this information has not
to be served immediately, butwithin an appropriate period
(at least, within onemonth); see Art. 14 GDPR. However, it
is precisely this information of data subjects, which con-
stitutes a problem: Often, data collection onwebsites does
not only start before a possibly necessary consent could be
given, but already before knowledge could be attained at
all. Thus, the information duties are not fulfilled in these
cases [42]. Finally, it is necessary that the information is
specific and, above all, also understandable for the con-
cerning data subjects (both with the obligation to inform
according to Art. 13 and Art. 14 GDPR).

Furthermore, in all cases also the general principles
from Art. 5 (1) GDPR as well as further relevant defaults,
as e. g. Art. 25 (2) GDPR, are to be kept. In relation to
the information made available by Ghostery, the follow-
ing subchapters introduce the information to be deter-
mined.

4.2.1 Processing Purposes

A basic obligation in the collection of personal data is the
indication of processing purposes for the data collection
on the part of the data controller. It is noticeable that ei-
ther Ghostery does not list these purposes, or (very well
possible) that there is no indication of the purpose speci-
fication.

4.2.2 Collected Data

Asalreadypointedout, also anonymousor pseudonymous
data are collected by the usual trackers indeed, which
are not at all or only limitedly covered by the GDPR (see
recitals 26 ff to the GDPR). Beyond that, however, almost
all trackers also collected personal data in the analysis.
In addition, it is to be considered that also anonymous
data may become person-relatable by merging with per-
sonal data if there is no strict technical-organizational
separation of the data (example: Person-relatability of
the IP address; judgement of the ECJ: v. 19.10.2016, Az.
C-582/14).

4.2.3 Sharing with Third Parties

Practiced by the majority of the services, the transfer of
data to third parties is also carried out without informa-
tion, let alone the naming of a legal basis and informa-
tion about the purpose or identity of the third party. All of
which are basic requirements for the transfer of personal
data (which, in principle, can be permitted, for example,
on the basis of a contract between a controller and its pro-
cessor according to Art. 28 GDPR or the transfer to third
countries according to Art. 40 ff. of the German Data Pro-
tection Act).

4.2.4 Data Retention and Deletion

Regarding the indication of storage duration and deletion
periods, it should be noted that on the one hand they can
be derived from the purpose, but on the other hand they
can also be influenced by statutory provisions (e. g. tax
law). Nevertheless, these must be stated, at least if they
can be determined.

4.2.5 Information on Rights

It is also particularly (negatively) noticeable that no in-
formation, e. g. on rights of withdrawal from profiling, is
provided. However, precisely this information about the
rights of the data subject is also an important component
of either informed (and thus legally binding) consent or
legally compliant information in the sense of Art. 13 (and
14) GDPR.

The points mentioned here are to be seen only as ex-
amples of (ignored) information duties – as already ad-
dressed, these are on the one hand so extensive and on the
other hand also individual case-related that a more con-
crete listing cannot take place here.

5 Discussion

A first challenge for implementations of tracking from a
user, technical and legal perspective concerns the effec-
tive implementation of a choice to allow or block tracking.
While the technical implementation of the actual choice is
not very challenging, the legal and design level are more
complex. Here, two levels in particular prove to be critical
from both a user and a legal perspective: The freedom of
choice and the information of the user.
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Parallel to the evolving technological developments of
tracking (see 2.1) and the complex requirements for user
acceptance of tracking (see 2.2), the legal framework, in
particular, is currently undergoingmajor changes, leaving
essential leeway for its application in a specific case and
thus opening up a design space for (new) interpretations
of lawful data collection andprocessing. In this regard, the
present study makes two contributions:
1. In line with existing studies (also on related issues

such as third party presence [70] and cookies [19]), it
shows that trackers are still widely used even after the
introduction of GDPR – raising the question of the le-
gal basis of data processing (Art. 6) and how to ensure
lawful use of tracking.

2. Personal data are collected by trackers most often
without informing the user. Informing users, however,
is necessary as per the principles of art. 5 GDPR – re-
gardless of the justification of the collection.

Subsequently, the discussion will focus on both of these
aspects and its implications for design.

5.1 General Legal Options for Lawful
Processing of Personal Data in Web
Tracking

In general, of the six existing possible justifications ac-
cording to Art. 6 section 1 GDPR, only the following three
can meaningfully be applied to the context web tracking.:
contract fulfilment, legitimate interest and users consent.

On a closer look, however, the possibilities are further
reduced: First, the basic conditions for a reference to the
necessity for the contract fulfilment (lit. b) are quite nar-
rowly put. In addition, it is not to be assumed as a rule that
a contract will be concluded solely by calling up a web-
site. Second, the invocation of the legitimate interest (lit.
f) presupposes a comprehensive weighing of interests and
entails obligations on the responsible party to provide ev-
idence of having conducted such a weighing of interests.
Thus, this basis of justification would be associated with
a great deal of effort case-by-case. In addition, it also in-
volves a certain legal uncertainty due to the vulnerability
of the weighing carried out.

Third and finally, the users’ consent (lit. a) ar-
guably constitutes the strongest legal basis for the website
provider. It is based on an informed and responsible user
who actively communicates a decision regarding the per-
mission of the processing of personal data by trackers. Ac-
cordingly, it is attractive for organisations to be able to rely
on the informed consent of data subjects because of the

fairly high level of legal certainty. Previous experiences in
the context of the introduction of the GDPR show that en-
terprises frequently rely on such consentmechanisms pre-
ventively [16, 55].

Against the backdrop of the three potential justifica-
tions for data collection and processing, the following dis-
cussion presents different approaches, which are present
both in the jurisprudential discourse, HCI research, and
practical application [19]:
– “Cookie Banner 2.0”: To inform users about the

use of tracking mechanisms, information can be dis-
played by entering a page in the same way as widely
used cookie banners. This solution has already been
adopted by some organizations, by simply adding in-
formation on tracking use into an existing cookie ban-
ner.

– “Opt-in”: Less widely used, somewebsites already of-
fer active options for the user to allow or block cook-
ies and tracking before entering a site and to actively
make appropriate settings.

– “Agent system”: An agent is generally understood to
be software that acts partially or fully autonomously
in the sense of a user. You could negotiate the privacy
settings with the provider when entering a website.
A user would only have to define this once and could
change it continuously.

In the following, these solutions are discussed in the sense
of a scenario analysis [34, 72] from a legal and user per-
spective and make suggestions for practical solutions.

5.1.1 The Legal Point of View

Regarding “how” to inform (and obtain consent), different
ways are now conceivable and to be discussed. The three
options already announced above will now be examined
in more detail.

With regard to the cookie banner 2.0, two different
implementations have to be distinguished: First, inform-
ing banners that solely seek to raise awareness about use
of trackers, and second, banners offering an opt-in.

As an advantage of informing banners, they ensure
that the user receives information about the data collec-
tion at a prominent position on the respective page. The
information can be provided without disturbing the de-
sign of the page and its functions, in various forms (text,
image, audio,...) and to the extent required in the indi-
vidual case. A disadvantage, however, is that no legally
binding consent can be obtained in this way, as this must
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be explicit and, above all, verifiable. Such informing ban-
ners, however, only show a notification, without provid-
ing options to users. It should also be noted that it is a de-
clared aim of the ePrivacy Regulation to significantly re-
duce the number of such banners [67]. In summary, an
informing banner is at least not a useful instrument in
the case of a obtaining a consent since it does not fulfil
the requirements of data protection for legally valid con-
sent. However, theoretically, an information banner could
be legal, if the data processor would not choose to rely
on the legal basis of an informed consent, but e. g. on le-
gitimate interests. Since the legitimacy of these interests,
currently is a case-by-case decision, for most players, it
does not form a viable way to go. In this vein, legal cer-
tainty about truly legitimate interests for data processing
(e. g. by means of standardization) would be highly valu-
able.

In contrast to an informing banner, an opt-in solu-
tion offers the possibility of obtaining verifiable consent.
Depending on the design of the banner (e. g. if it is given
a size that covers the page content and thus forces users
to deal with) and as long as it is technically guaranteed
that the data collection actually takes place only after
an opt-in has taken place, this solution can initially be
regarded as advantageous: It is put in the user’s hands
whether tracking takes place. However, this initially ad-
vantageous characteristic can be turned into a disadvan-
tage relatively quickly. Because against the background of
the (increasing) datamonetarization (service against data)
it is to be doubted that the prohibition of coupling an-
chored in art. 7 para. 4 GDPR (i. e., the performance of a
contract and declaration of consent should not be linked
with each other) works [38]. It rather is to be expected, that
the user feels urged to the consent, to be able to see the re-
spective contents, and consent without informing further
about the background or implications. This would at least
cast strong doubt on the information and voluntariness of
such consent.

In the jurisprudential discussion, software agent sys-
tems are rarely present. An exception is a model of having
the browser act on user behalf as envisaged in the draft of
the future ePrivacyRegulation [67]. According to themodel
at this draft stage, the user should set up all data protec-
tion preferences once when (re-)installing a browser, to
have them communicated when browsing a page and thus
have any unwanted trackers blocked directly. From a legal
perspective, the approach brings the advantage of an ef-
fective and high level of data protection. Additionally, user
sensitivity to data protection is also “forced” since the user
would have to deal with the principles of data protection

and data collection in the network (including cookies and
tracking) when setting up the browser.

However, there are also disadvantages to this model:
First, the agent would not leave room for a possibly ex-
isting legitimate interest of using trackers. Additionally,
browser settings canonly cover apart of thenecessary con-
sents anyway – quasi “general settings”. Moreover, indi-
vidual cases, such as information required for informed
consent to a specific data collection, cannot be taken into
account. Accordingly, in such cases, cookie banners or
similar solutions would again be required, to inform users
(and are explicitly provided for in a proposal by the Eu-
ropean Commission). To ensure that the use of tracking
subsequently also functions technically, an exception rule
must be set in the browser within the scope of this con-
sent. This settingmust bemademanually by the user. As a
result, it is to be feared that an effect will occur that is con-
trary to increasing the level of data protection, in thatmost
users generally allow third-party tracking in their browser
settings to be spared annoying requests for the permission
of a banner [67]. A partial invalidation of this argument
is the result of our study, which showed huge concentra-
tions of ad networks: Almost a quarter of all trackers were
assigned to Google, while a large proportion of trackers
specializing in visitor behaviour analysis and the sale of
personalized advertising were assigned to Facebook. A so-
lution that is not based on a page-by-page control could
therefore adopt the users’ preferences for trackers of these
companies, to cover a large proportion of the potential re-
quests.

5.1.2 The User Point of View

From the user’s point of view, a solution modelled on the
cookie banner cannot be considered an effective [62] or
satisfying [45] tool for privacy management. In addition,
banners only provide basic information, as Leenes and
Kosta [44] have shown. Moreover, even if they are to be
understood as a warning over the website to be displayed,
such banners show strong signs of wear in terms of their
ability to attract attention [12]. Although these facts play
into the hands of the operators of the site, effective infor-
mation or control hardly takes place [19]. Especially, ban-
ners do not leave users with choice. The idea of allowing
data collection and processing without consent, if relying
on legitimate interests could make an interesting debate.
The acceptable formsof processing asusers perceive them,
would have to be researched in-depth to avoid involuntary
disclosure, and find viable middle ways.
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An apparently quasi-logical extension would be a
page-by-page opt-in solution for privacy settings. The
formal-legal information would have to be confirmed be-
fore entering the page. A control would thus be very finely
possible so that a user could represent privacy needs quite
exactly depending on the implementation – at least page-
specific trackers could be rejected. However, analogous to
the first case, it should be noted that with the current dis-
tribution of tracking, context-dependent individual case
regulation by the user will be virtually impossible to man-
age in an informed manner. Opting in has already shown
to lead to fatigue, possibly not least becausemanaging pri-
vacy on every single page stands in the way of the users
immediate goal of entering a page [12].

As a reaction, online advertising alliances have al-
ready come up with pages where users can manage
their tracking preferences for all respective alliance mem-
bers. However, these preferences also are demanding in
terms of both user trust into the alliance member’ self-
commitment.

Moreover, Utz et al. [76] for example, have presented
and compared design options, showing e. g. how nudg-
ing strategies are used tomanipulate users in their choice.
Among general criticism towards the concept of rational
choice [27], the applicability of nudging unveils the limits
of rational decision-making by individuals.

To avoid this danger and still communicate the needs
of privacy for every visited site, a technicallymore complex
solution could be to deliver software agents [30] that re-
side at the user end. To avoid additional software, it would
be a good idea to embed such management support in the
browser, so that every user has the possibility to make pri-
vacy settings without further action, as envisioned by the
ePrivacy regulation.

While the design of such tools remains open at
present, studies have shown that users are quite willing
to accept context-dependent tracking [52], providing room
for negotiation on both ends. Currently, however, this lee-
way is greatly reduced by providers, by essentially forcing
a binary selection. P3P offers some experiences in auto-
matically handling privacy on websites [17, 68] by offering
companies the opportunity to provide information about
the privacy of the user on the respective website voluntar-
ily. Based on such machine-readable protocols, agent sys-
tems could act and negotiate privacy between users and
operators. These could either apply defined rules or in the
form of negotiation processes between the user and the
provider of the site, partially autonomous and based on
a basic profile and self-learning systems, make decisions
for the user. In this scenario, however, prototypical set-
tingswould be used, so that no individual case assessment

would be available for the user. In addition, such agents
would possibly limit the acceptance of personalized ad-
vertising and any tracking very much and possibly also
damage legitimate refinancing models of website opera-
tors.

5.2 On Informing Data Subjects: A Common
Pre-Condition for All Three Former
Options

Irrespective of which option is actually applied, a common
pre-condition is that users are correctly informedabout the
data processing. However, the analysis of trackers shows
that the current information of users, in particular, about
the consequences of the data processing is far from being
legally complete. It furthermore is, as the famous example
of attitude-behavior-gap [2, 20] shows, a practical problem
that is both relevant in research and practical implemen-
tation: How can data subjects be informed when abstract
data is collected, processed and distributed in large quan-
tities and often in the background?

User research in the field of personalised advertising
shows that, in addition to the collection, the handling of
forwarding and storage time is important for users in order
to regulate the disclosure of data [46]. In addition, it is of-
ten important for users what information is obtained from
the shared data, i. e. what becomes known about it [33].
With this inmind, the sample obtained shows a significant
lack of making data collection visible: Overall, in the vast
majority of cases, without additional software, no infor-
mation about the circumstances of trackingwere provided
at all. Retention periods were often not disclosed, and ser-
vice granted themselves far-reaching rights to pass on per-
sonal data to third parties. In the field of usable privacy,
there already are some guidelines that address the ques-
tion of how to achieve information and thus transparency
in data processing [59, 64].

Designing in a way, such that users learn about data
and its underlying information, to make better decisions
in similar scenarios by being able to assess the sensitivity
of data to be disclosed, is less researched. One approach
that oriented towards educating users on thematter of pri-
vacy originating from library sciences and pedagogy, aims
at the production of “data literacy” [29, 39]. Its methods
and concepts are increasingly transferred to other contexts
[48, 49], including those of privacy management [33, 35].
For example, feedback systems and dashboards are re-
searched for the potential to educate users about the in-
formation content of data and system behavior [32, 47, 59].
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These seek to enable users to connect with and better im-
plement their privacy management practices. An example
of a possible implementation of such privacymanagement
systems with a focus on the presentation of risks from the
user perspective is shown by Jakobi et al. [33] in their study
on Usable Privacy in Smart Metering.

From a legal perspective, the risk-based approach an-
chored in the GDPR corresponds to these findings. Art.
25 GDPR requires data controllers to implement the re-
quirements, such as the principle of transparency under
Art. 5 sect. 1 no. 1, and the information duties under Art.
12–14 GDPR, in a way that effectively protects the data
subjects (i. e. users) against the processing risks. Thus,
the provided information only protect users effectively if
they can really understand the information. This goal may
only be achieved if such information (e. g. about the col-
lected data, processing purposes and retention periods)
gets standardized. The reason for this is that only such
standardized information avoids that users have to start,
for each particular case again, for the provided informa-
tion really means and which kind of processing is en-
tailed.

5.3 Synopsis

Overall, an approach based on agent systems seems be
most promising given the legal necessity for consent and
the resulting burden for users to manage said consent.
Agents offer the possibility to articulate privacy needs
without requiring continuous management on a page-by-
page-basis or lacking a consent mechanism and merely
remaining on an informative level. The setup of an agent
also is not necessarily in direct conflict with a current ac-
tion goal (to visit a website), but could be both part of the
setup process of a browser, and continuously available for
redesign.

The interactional designand thepossibilities for nego-
tiation between parties, however, will be vital for success
of such a system. If both users and operators do not offer
any leeway, then such an approach will also run into vain
to the effect that web pages could introduce tracking-walls
analogously to pay- or adblock-walls. For even if there is
a prohibition on linking, many website operators are de
facto financed by personalised advertising [21].

A bridge in this respect could be the offer of non-
personalised advertising as “compensation”, or monetary
compensation as mediation. However, pursuing this alter-
native poses entirely new challenges [19]. Not only would
the question of reasonable pricing in relation to other-
wise disclosed data be reopened. Moreover, such a deci-

sion could also lead to a division of society in that privacy
on the web becomes a luxury good that has to be bought
for money.

In each case, a necessary pre-condition for all so-
lutions seems to be that the information of users about
the data processing gets standardized, to generate re-
producible and therefore predictable outcomes for all
parties involved. This is one important step to make
users intuitively understand such information, and pro-
vide legal certainty, for providers for example, when rely-
ing on “legitimate interest” instead of seeking user con-
sent.

6 Conclusion

This article outlined the current data collection practices
of popular web trackers. It shows that web tracking re-
mains ubiquitous even after the introduction of the GDPR.
Collection, processing and transfer of personal data to
third parties by such trackers is common and still largely
withdrawn from the attention of users. In light of re-
newed and evolving legal conditions, unveiling these cir-
cumstances and discussing them from a user perspective
opens up a design space for improved privacy manage-
ment in tracking. It shows that agent systems offer ad-
vantages from a user and legal viewpoint, but lack re-
search, in particular with regard to the design of mecha-
nisms for negotiationbetweenusers andwebsite operators
or ad-networks. In future research, a comparison of the de-
sign space (cookie banner 2.0, opt-in and agent systems)
with regard to the acceptance of the user should be con-
ducted, to be able to inform regulation (such as with the
yet-to-come ePrivacy regulation) as well as jurisprudential
practice anddesigners,with empirically validated insights
from the user’s perspective.

A data protection-compliant retention of the status
quo seems practically impossible in view of the extensive
information duties; at least not as long as trackers are used
in masses on pages. However, arguably, this use of numer-
ous trackers – as shownabove– is not due to technical rea-
sons, but rather to a business decision – surveillance cap-
italism [79]. However, a major step to make such informa-
tion duties meaningful for users could be to standardize
them. On a standardized basis, users might make their de-
cisions onwhether to reveal their personal data for certain
data usages or not more in line with their protection goals.
These standards, again, would pose a whole new playing
field for usable privacy research.
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