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ABSTRACT 

In this two part paper, we describe the design and implementation of a 
secure online e-auction system called SeTiA (Secure TIFR Auction System). 
Various protocols have been developed/adapted to cater to different auction 
mechanisms, negotiations, payments, certified email, etc. Specifically, the 
system includes the classical auctions (English, Dutch, sealed bid first and 
second price), multi-unit bids, combinational (bundle) auctions, and call markets 
(wherein buyers and sellers are matched repeatedly over time). Further, the 
system provides features such as bid confidentiality (open or sealed), bid 
cancellations, identity confidentiality, auction closure (expiration time or 
timeout). With the growing number of online transactions over the Internet, 
security of negotiations and transactions is a serious issue. In this system, we 
achieve various levels of security using the SPKI/SDSI framework, as well as 
secure payment systems. In this second part of the paper, we shall discuss the 
overall architecture and the auction protocols used in SeTiA to achieve a secure 
multi e-auction system for a spectrum of auction schemes. 

The paper is an extended version of the papers Borkar, Dave, Shyamasundar (2003a), and 
Borkar, Dave, Shyamasundar (2003b) presented respectively at ICCES, 2003 and IFIP 12 E-
Business workshop at the Is' Indian International Conference on Artificial Intelligence (IICAI-
03), Hyderabad, India 

Reprint requests to: R.K.Shyamasundar, School of Technology and Computer Science, Tata 
Institute of Fundamental Research, Homi Bhabha Road, Mumbai 400005, India; e-mail: 
shyam@tcs.tifr.res.in 
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1.0 INTRODUCTION 

In the first part of this paper (Borkar et al., 2004), we introduced SeTiA, 

an auction system developed at TIFR, and several algorithmic issues (notably 

pruning heuristics for multi-unit and combinational auctions, and matching 

schemes). In this second part, we describe the overall architecture of the 

system, implementation of secure auction protocols, and the related 

implementation issues. 

This paper is organized as follows: Sec. 2 describes the overall 

architecture of SeTiA. Sections 3 to 5 deal with the implementation issues. In 

Sec. 3, we discuss the main auction protocols and the underlying choices of 

the cryptographic security measures, including the certification mechanism. 

The characteristic features achieved through the integration of SeTiA with 

our payment systems based on an adapted version of MIES (Shyamasundar & 

Deshmukh, 2002) and ROADS (Shyamasundar & Patil, 2003) are discussed 

in Sec. 4. Some of the important characteristics of implementation and 

performance of SeTiA are discussed in Sec. 5. The paper concludes with a 

brief discussion in Sec. 6. 

As we have already discussed the broad issues in e-auction design in the 

first part of this paper, we do not repeat them here. The reader is referred to 

(Klemperer, 1999; Wolfstetter, 1995) for succinct accounts of auction theory, 

(Franklin & Reiter, 1996; Kumar & Feldman, 1998; Passch et al., 2001; 

Wellman & Wurman, 1998) for an account of the key issues, and (Chavez & 

Maes, 1996; Teich et al., 1999; Tewari & Maes, 2000; Wurman et al., 1998) 

for some related work. 

2.0 AN OVERVIEW OF THE ARCHITECTURE OF SeTIA 

SeTiA is a distributed auction system designed with the aim of 

developing a new paradigm for an e-marketplace, going beyond the 'one-

shot' transactions. Thus, we envisage an 'e-venue' where prospective buyers 

and sellers come and go, conducting their transactions. The structure of 

SeTiA is shown in Fig. 1. 
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Fig. 1: SeTiA Architecture 

A brief overview of the major components of the system is described below: 
1. Authenticated User Registration. The registration of buyers and sellers is 

done through the issuance of certificates with appropriate 'tags' via 
ROADS. ROADS permits authenticated certified services to achieve 
various aspects of privacy and anonymity. For instance, registration 
permits the registrations of bidders or buyers and sellers (auctioneers) 
with the following possibilities: 
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• Full identity name 

• Pseudonyms 

• Authenticated signature key (User«-» signature key) or Proxy 

2. Login Process. This process is responsible for access to authenticated 

registered users. 

3. Auction Scheduling and Monitoring Process. The task of this process is 

to set up the auction requested by the auctioneer. This caters to: 

• Creating and maintaining the public database of the auction with 

parameters such as (item, number, minimum volume, maximum 

volume, minimum amount, highest bid, etc.) as applicable for the 

auction. 

• Schedule of the auctions and the rules of the respective auctions. 

• Keeping the log of the transactions and notarizing the history 

(signing logs etc.) of the auction; this will be used in achieving non-

repudiation of the transactions. 

• The servers that are authorized to close the auction events and issue 

timeouts and the rules for the same. 

4. Auction Executor. The Auction Executor manages the whole auction as 

per the rules of the respective auctions. This is the crucial component that 

manages: 

• Execution of the underlying auction mechanisms. 

• Matching of buyers and sellers to achieve the desired equilibrium 

corresponding to the auction mechanism. 

• Transactions/negotiations among buyers and sellers. 

• Acknowledging the buyers' and sellers' transactions, as well as 

monitoring the transaction process. 

• Distributed decryption to reveal bids. 

• Verifiable signature sharing to commit bids. 

• Verifiable distributed auction closures for sealed bids and timeouts 

for open bids. 

• Permits proxy mobile agents to participate on authentication. For this 

purposes, there is also a need to check the safety of the mobile proxy 

agent. This is not discussed here. 
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• Disallowing users who had set up auction for a particular good to bid 
for the same goods ('phantom bids'1). 

5. User. Submit/re-submit bids in open or closed forms as applicable. 
• Send proxy agents for fixed/floating iterative participation. 
• Withdrawal/cancellation of bids if permitted. 

6. PAN. This refers to the overall interface of the auction system with: 
• Payment System: For this purpose, we use MIES developed at TIFR. 

This allows us to achieve a spectrum of payment instruments such as 
Ε-cash (online/offline), Ε-check, credit card, etc., and allows us to 
achieve various aspects of privacy and anonymity. An overview of 
the system is given in Appendix B. 

• PKI System: For this purpose, we use ROADS developed at TIFR, a 
PKI system based on the SPKI/SDSI framework (Rivest & Lampson, 
1996). This provides the needed authentication and security features 
with various facets of privacy. A broad overview of ROADS is given 
in Appendix A. 

• Auction Notifier: For this purpose, we use PEN developed at TIFR. 
This is elaborated in Appendix C. 

3.0 AUCTION PROTOCOLS OF SeTIA 

SeTiA is a multi-auction distributed auction system, supporting E-
transactions (payments, authentication, etc). To ensure the required security 
and authentication, we use both public key and symmetric key cryptography 
wherever required. We assume the following infrastructure: 
• The server has a public key and a private key for public key cryptography. 
• We assume the existence of a key manager that manages the keys of 

servers as required for symmetric key cryptography. 
• Communication is SSL enabled from clients to auction site. 

3.1 Phases of Auction Process 

The various phases of the protocol for the auction process are described 
below: 
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1. Registration/Authentication Phase: Anyone wanting to take part in the 

auction house (either participate or set up new auctions) must register 

with SeTiA. During registration, users are asked to upload their public 

key on SeTiA server for future use in auctions. Also every user 

participating in SeTiA registers herself with the ROADS registration 

authority and obtains a digital certificate. We use digital certificates for 

authenticating the client and the server to each other. The authentication 

scheme is explained in detail later. The certificate will be stored in some 

directory on user's machine. For this purpose, there is a need to use 

classical physical security measures such as handwritten signature or 

identity issued by an authority etc. As these are not relevant for our 

discussion, we shall not discuss this further here. 

2. Auction Set-up: Seller will provide necessary information about the 

goods, closing date/time for that auction, rules (mechanism) thereof, etc. 

In case of setting up of a new auction for digital goods, the seller has to 

upload digital goods on SeTiA in encrypted form. The key will be made 

available to the server during the payment transfer. 

3. Bidding Phase: To submit a bid, a registered bidder selects a particular 

item of an auction and enters the bid amount. The bid structure is broadly 

of the form: 

Bidvalue = AuctionID, [bidderlD, bidID, bidAmount, parameters] 

where, AuctionID is a unique value for the particular auction, bidderlD is 

the registered SeTiA user identity of who is bidding, bidID is a unique 

identity for particular bid made, bidAmount is the value of the bid by the 

user and parameters relate to attributes such as quantity, etc. With respect 

to the bidAmount, SeTiA handles the following scenarios: 

• Auction rules sometime demand a prior fixed amount to be 

deposited. In this case, we need to get the amount approved from the 

payment system, MIES to which our system is interfaced. 

• If the auction rules do not demand any deposit (due to underlying 

trust), the approval need not go through MIES. 
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The protocol distinguishes: 

• Fresh Bids: Bid information is processed as per respective auction 

setup. 

• Non Sealed-bid: Bid information is stored on the server in plain text. 

• Sealed-Bids: Bid information is encrypted and then loaded onto the 

server. We have used Threshold Secret Sharing scheme (Shamir, 

1979). Here, secret key is denoted by Sk, C for Ciphertext, kbp f ° r 

bidder's private key and Si for shares 

Sk=> Sk[Bid value] =C 
U 

J ^ [Sk[Bid value]] = C1 

u 

S k — y 'Si' shares 
into 

u 
Submits [c]and distributes to |silservers. 

A bidder first generates a secret key S* and then using the key encrypts 

the Bid which will produce ciphertext C, which is further encrypted with 

bidders private key kbp t 0 produce a new ciphertext C1. Bidder will split 

the secret key S* into S/ shares and these are distributed to the servers. 

These shares are tied to AuctionlD. The bidder then distributes shares to 

auction servers using our PEN email system. 

• Regardless of auction type, all information between the user and 

SeTiA server is transferred in encrypted form using the SSL 

protocol. 

The screen shots that are shown in Figs. 2 and 3 show some details with 

reference to the above details. 

4. Auction Closure: A particular auction needs to be closed after keeping it 

open for the declared time period as per the announced rules. Since the 

system is distributed, it is necessary to provide a scheme under which the 

auction servers agree with the closure time. To provide a reasonable fault 

tolerance as well as to keep the trust, we use a majority voting for closure 
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Fig. 2: SeTiA Architecture (upper) 

Fig. 3: SeTiA Welcome Page (lower) 
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by the underlying auction servers. For this purpose, we have used the 

threshold digital certificates under the SPKI/SDSI certification approach as 

realized in ROADS (Shyamasundar & Patil, 2003) for achieving consensus 

for closure for distributed auction servers. A brief overview of ROADS is 

given in Appendix A. The digital certificate issued under ROADS makes it 

possible to send authenticated tokens by the auctions servers. As each server 

supports threshold certificates and hence threshold authentication, an auction 

server will close only after a majority of the servers agree to close (The total 

number of servers is known a priori). In other words, the system effectively 

uses the power of authentication as well as tokenizable tasks under the 

SPKI/SDSI. 

We shall illustrate the scenario with respect to Fig. 4, wherein a threshold 

certificate is issued to all of the participant servers in the auction system that 

have close-auction tags. Let us assume that five is the total number of servers 

taking part in the auction. Then the threshold control at each of the five sites 

(numbered 1 ...5) can be denoted as follows: 

AT— θκ{ Ku K2, Kj, K4,K5j ρ close-auction AuctionID 

Here, § denotes that the threshold control by the auction site cannot be further 

delegated to others by the servers. 

XI 
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Fig. 4: Distributed auction closure 
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Given a mechanism to broadcast and receive the signed requests from all the 

participating auction servers, a decision making process for closing the 

auctions can be implemented. A general pool routine is written for this 

(represented by a bucket in the figure). This routine is responsible for 

collecting the signed requests for close-auction from authorized auction 

servers and triggers the closure of auction mechanism as soon as threshold 

number (k out of η) of valid signed requests arrive in the bucket. This routine 

is incorporated with the closure computing and certificate chain-verification 

mechanism so that it can verify the authorizations, authenticity, and validity 

of the signed requests. 

The threshold certificate issued to all the auction servers is shown below. 

It will be stored in SHOME/.sdsi. This auth cert will let the auction servers to 

exercise their partial rights to close the auction. For this, the auction server 

has to produce a certificate chain showing the flow of authorization over 

close, auction service. The closure scenario can be described as follows: 

• Each auction server issues close-auction at the pre-determined time 

as seen in its clock to all the other servers. 

• Till each server receives a majority of close-auction, tokens from the 

auction servers, auction will continue. 

The above scheme works without further overhead, and assuming the 

majority of the auction servers have the right time, the auction will be closed 

at the right time without allowing for manipulation. It can also be easily seen 

that the threshold can be set to the desired number and need not necessarily 

be majority-based. This is evident in the digital certificate based on 

SPKI/SDSI depicted in Appendix A. For further details on these aspects, the 

reader is referred to (Shyamasundar & Patil, 2003). 

5. Choosing the winner: Two scenarios are possible: 

a) The bids are evaluated continuously to choose the winner. In this 

case, fresh bids are permitted until the auction closure. The final 

winner is the one chosen at the closure time. 

b) The winner is chosen after the auction closure, as described below. 

(i) In case the auction type is an open one, the details are to be given 

to the executor of the given auction algorithm to select the winner. 

(ii) In case the auction type is sealed bid, 
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u 
[Bid] Sk=> Bid value 

Every server will encrypt the shares Sj fo r the closed AuctionID, 

which ensures the authenticity of the server and broadcasts to other 

servers. This particular server also receives similar encrypted shares 

from other servers. Using the public key of the respective servers it 

will decrypt the shares. This server has now threshold number of 

shares S„ which is sufficient to reconstruct the original Secret Sk as 

per the [k, n] simple threshold scheme. This will now decrypt the Bid 

value which will be submitted to the executor of the given auction 

algorithm for selecting the winner. 

(iii) In the case of more than one winner, then one of them is 

randomly chosen (in fact, this has to be a rule declared by the 

auction before the start). 

(iv) Winners are then informed by the PEN. 

(v) If the underlying auction supports proxy bidding, then there is 

no need for explicit information to the bidders except that the 

auction site will record the winner, which is known to all the 

proxy agents. A mixture of proxy agents and non-proxy agents is 

also possible, but we have not implemented it. 

6. Settling of payment·. 
a) For digital goods: From the actions of the protocol, the digital goods 

in the encrypted form are already with the auction server. The 

following protocol describes how the winner actual is able to decrypt 

the file relative to the payment agreed upon: 

(i) When the winner is declared the server will generate an XML 

form which contains the winning bidAmount, AuctionID, sellerlD, 

bidID, bidderlD, encrypted digital goods and other relevant 

information. This form is digitally signed by the auction server. 
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(ii) The signed form is then sent to the winner by the PEN system, 

(ii) The winner verifies the signature of the auction server. At this 

stage the winner has the digital goods in encrypted form. 

(iv) The winner will now generate a similar form that contains the 

bidAmount, bidID, sellerlD, bidderlD and other relevant 

information and is digitally signed by the winner itself. 

(v) The above form is then uploaded on SeTiA server. SeTiA server 

will check the transaction details. The server also verifies the 

contents and the authenticity of the winner's digital signature. 

After the verification, the server embeds the symmetric key, 

endorses the form, and then sends it to the MIES server to 

complete the transaction. 

(vi) The MIES server authenticates the party and issues a certificate 

of payment by the winners along with the key if the amount is 

realized. On the other hand, if the payment is not realizable, the 

MIES server issues the nonpayment advice to the auction server, 

which takes action as per the rules. 

(vii)The winner's digital wallet now deciphers the encrypted goods 

using the symmetric key and obtains the digital goods. 

b) For non-digital goods: If the goods are non-digital, then after the 

payment is completed by MIES server, SeTiA will generate one 

Delivery Form and forward it to a prescribed forwarding company for 

delivery of the product. 

A general integration with payment gateway is shown in Fig. 5, and a 

receipt for a successful transaction can be seen in Fig. 6. 

3.2 Alternative Approach for Sealed Bid 

We will now discuss an alternative approach for Sealed Bid. The 

protocol remains the same as explained in the previous section with the 

exception of the Bidding Phase and Choosing the Winner phase. In this case, 

let us assume that ROADS is a trusted party. 

1. A bidder generates a symmetric key. 

2. Bidder then encrypts its Bid value using the new symmetric key. DES 

(Data Encryption Standard) algorithm is used for encryption. 
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3. Bidder then submits the encrypted bid value to the auction server on 
secured tunnel (SSL). 

4. Bidder now submits the symmetric key along with the AuctionID to the 
Trusted Third Party server (ROADS) through a separate SSL tunnel. 

5. After the auction closure, SeTiA server sends request for symmetric key 
of the particular AuctionID to the Trusted Third Party (ROADS) server. 

6. ROADS sends respective symmetric keys to the SeTiA. The communi-
cation channel between SeTiA and ROADS is also secured (SSL). 

7. SeTiA now fetches the encrypted bid value from its database and 
decrypts it using respective symmetric keys to get the respective bid 
values. 

3.3 Authentication/Security aspects of the Protocols 

1. Authentication: For authentication, entities should have their own digital 

certificates. The certificate is verified using issuers' public key; currently, 

the system can use X.509 certificate and also is integrated with ROADS 

(Shyamasundar & Patil, 2003), which is capable of authentication of 

SPKI/SDSI (Rivest & Lampson, 1996) certificates. 

For purposes of efficiency, at the user end, certificates and other 

important symmetric keys are stored on the user's machine (smart card is 

preferred for further security). Repository Server holds the database of all 

servers' and clients' certificates. We shall now discuss both server 

authentication and client authentication. 

a) Server Authentication: It is important for the client to check whether 

the server with whom she will communicate is the true server or not. 

For this purpose, Server Authentication is necessary and is done on 

the client's machine in the following manner: 

(i) A user/client enters the URL of the auction-site, which is running 

on https protocol, i. e., SSL-supported http protocol. In response, 

the server sends its digital certificate to the client. 

(ii) Τ he server first checks whether the principals of both certificates 

(i.e. server's and client's) have the same issuer. If the issuer is 

the same, then the server's certificate is validated easily. 
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(iii) If both certificates have different issuers, then the client is 

redirected to the Repository Server to fetch the public key of the 

server's issuer. 

(iv) The client will then verify the issuer's digital signature to check 

the integrity of the certificate. 

(v) The server is authenticated only after the server's certificate is 

validated. 

b) Client Authentication: Our system facilitates a strong Client 

Authentication mechanism for SeTiA server, which is described in 

the following steps: 

(i) After successful Server Authentication on client machine, the 

SeTiA server will request a certificate from client side. The 

client will submit its certificate along with the UserlD and 

password to the server on secure tunnel. 

(ii) Τ he client first checks whether the principals of both certificates 

(i.e. server and client) have the same issuer. If the issuer is the 

same, then the client's certificate is validated easily. 

(iii) If both certificates have different issuers, then the server will 

fetch the public key of client's issuer from the Repository Server. 

(iv) The SeTiA server will then verify the issuer's digital signature to 

check the integrity of the client's certificate. 

(v) If the certificate is validated, then the server will check the 

UserlD along with the corresponding password. If the password 

matches with that stored on the database of SeTiA server, then 

only the client/user is given access to the auction services. Thus, 

the client is authenticated. 

While authenticating each other, both parties have to look for a certificate 

path, which essentially helps in verifying each other. Once the verification is 

made for a particular entity, then the information retrieved and generated is 

stored in a secure directory. 

2. Secure Transmission: The communication between the server and the 

user has to be completely secure. In SeTiA, a secure tunnel between the 

two entities is enabled by using SSL (Secure Socket Layer) protocol. 

Data transfer between user and server is in encrypted form. A detailed 
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description of the secure client-server interaction is given below using 

Fig. 7 as the reference. After the Server Authentication phase, client will 

generate the session key. The browser-generated session key, client's 

certificate, UserlD, and password are encrypted with the server 's public 

key and sent to the server. The server receives the client-encrypted key 

and decrypts it using its private key to obtain the client-generated session 

key and other contents. After successful Client Authentication, a secure 

tunnel is created between the client and the server. Any communication 

henceforth between client and server is encrypted and hence secure. The 

session key is responsible for all encryption and decryption for the entire 

client-server communication during that session. Both sides have the 

same session key, which expires as soon as the client signs out. 
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3.4 Auction Mechanism 

Having discussed the protocol broadly, let us consider some of the subtle 

points with particular reference to various auction mechanisms. 

1. Open bid auctions: In open bid auctions, all bidders can view the other 

bidders' bid amount. English and Dutch auctions belong to this category. 

The parameters in the English (PI) auctions are the closing time, 

reservation price, regular interval time. For Dutch (P2) auctions, there is 

an additional parameter, viz., the price decrementing time (pdt). The 

reservation price keeps on decrementing with respect to pdt. Some of the 

characteristic features of open bid auctions are 

a) The regular timeout interval is a prescribed duration such that if no 

new bids are received during the period that exceed the previous highest 

bid, then the auction closes automatically as per the auction closure 

mechanism. 

b) The auction will remain open until the closing time, unless aborted by 

virtue of absence of bidding in a regular timeout interval as described 

above. 

c) The duration of the regular timeout interval can be set by the auctioneer 

herself while requesting the auction setup. 

d) The bid amounts are known to all bidders during the auction. 

e) The item is sold to the highest bidder at the closing time or to the 

current highest bidder after a regular timeout interval during which no 

competing bids are received, as applicable. Note that the closure is 

effected as discussed in Sec. 3.3. 

2. Sealed bid auctions: In both the First Price Sealed Bid (P3) and the Second 

Price Sealed Bid (P4) auctions, bids are kept in encrypted form until the 

specified closing time of the auction. The bids are decrypted after the 

closing time and the winner is selected as per rules. 

3. Multi-unit auctions: In a Multi-unit (P5) auction, the bidder can bid for 

multiple units of the same commodity. No bidder can view the other 

bidders' bids and quantities ordered. Only the auctioneer can view the 

bids throughout the auction. The only complex part in this protocol is the 

evaluation of the bids to determine the winner. Combinational (P6) 
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auction, which is used to bid for a combination of possibly multiple units 

of multiple commodities, is similar. 

4. Agent based auctions: Call Markets (P7) are one among many procedures 

to "negotiate" a price among sellers and buyers. In this auction, both 

sellers and buyers submit bids. An agent is created by each of the 

participating principals (sellers/buyers), which has the preference list for 

the respective buyer or seller. From the profiles, the maximum quantity 

exchanged can be determined by matching selling offers (starting with 

the lowest price and moving up) with demand bids (starting with highest 

price and moving down). This format allows buyers to make offers and 

sellers to accept those offers at any particular moment. Multi-attribute 

Call Market (P8) is similar to P7; it includes additional attributes to be 

considered while creating the agent, along the lines of the 'car buyer' 

example described while discussing call markets. 

5. Proxy Bidding: Here, agents are programmed by bidders and participate 

in e-auctions' bidding. (The agents are programmed for the particular 

auction type and rules. The information is not made public.) 

The bid amount chosen by the bidder is decided by a software agent. For 

instance, let us consider a scenario in which the following information is 

encoded in the agent: min/max amount, function for increment/decrement 

(linear, quadratic, tabular, etc.). For example, if there is an auction with a 

minimum bid of Rs. 25 and one is willing to pay up to Rs. 100 for that item, 

then one would enter Rs. 100 as MAXIMUM bid value. The initial bid may 

still go in at Rs. 25, but at any stage if ever outbid by another user, the 

corresponding software agent will update the bid accordingly on behalf of the 

user until the ceiling of Rs. 100 has been reached. SeTiA ' s software agent 

will never bid more than the MAXIMUM amount prescribed. An overview of 

a typical proxy bidding system is explained below through Fig. 8. 

To activate proxy bidding, the bidder should set the PB (Proxy Bid) flag 

as true and assign an MA (Maximum Amount). As soon as the NB (New Bid) 

is made, the Proxy Bidding process is activated. It will first check the PB flag 

of the bidders who have already made bids at least once for that particular 

auction. If the PB flag is not set, then the Proxy Bidding process will invoke 

the Notifier process to notify that bidder through secure mail. 
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Ν Noti f ier 

Y 

Ν 

Bidding Process 

Υ HB - llew Bid 
PB -- Proxy Bl<l 
MA - Mix Amount 
HBV - Hew Bid Value 
HBV * HB + increment value (if any) 

Fig. 8: Proxy Bidding 

If P B is set, then the Proxy Bidding process goes to the second step where it 

compares the MA with the NBV (New Bid Value). If NBV is less than MA, 

then the bid is updated automatically, else it will again invoke the notifier. 

This al lows bids to be made automatically till a pre-specified maximum 

amount for an ongoing auction such as English, Dutch, etc. 

4. CHARACTERISTIC PROPERTIES REALIZED BY SeTiA 

In this section, properties achieved in SeTiA are described. T h e 

characteristic properties realized are related to the following components of 

SeTiA: 

1. Under lying payment system. 

2. Underlying PKI. 

3. Underlying protocol. 

The respective properties achieved through these components are described 

below. 
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4.1. Properties Achieved Through Payment System 

• Goods Atomicity: This property is applicable to digital goods only. 

Goods Atomicity states that the winner of a particular auction will 

receive 'complete goods' only if the money is transferred. There 

should be no possibility that the winner pays without getting the 

goods, or gets the goods without paying. We now state how goods 

atomicity is achieved. If some communication failure or processor 

failure occurs before the MIES server atomically processes the 

transaction in step (6) of Settling of Payment in section 3.1, then no 

money is transferred, and the winner never receives the decryption 

key. But if step (6) of Settling of Payment in Sec. 3.1 succeeds, then 

both the SeTiA server and MIES server will record the value of the 

symmetric key. Normally this value would be forwarded to the 

winner, but if something goes wrong, the winner can obtain the 

symmetric key (decryption key) from either MIES server or SeTiA 
server at any time. 

• Cash Atomicity: This property states that the transfer of funds from 

one party to another occurs without the possibility of creation or 

destruction of money. As all fund transfers occur at the MIES server 

and the MIES server uses a local atomic database to store fund 

values, no money can be created or destroyed. 

• Non-repudiation: This property is actually the service that gathers, 

preserves, makes available, and validates indisputable evidence that 

concerns a claimed event or action in order to resolve any dispute 

about the occurrence or non-occurrence of the event or the action. 

SeTiA has a Post-Master Certified Mail Notifier that stores all 

automatic mail acknowledgments. Thus, if at any stage, a recipient 

denies receiving a mail, then SeTiA can resolve the dispute by 

producing the mail acknowledgment receipt. 

4.2 Properties Achieved Through PKI 

• Anonymity: In sealed-bid auctions, the anonymity of the bidders is 

very important. The ROADS server will issue every bidder a token. 
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Thus, during the bidding phase, a bidder submits a token (instead of 
bidderlD) that contains the appropriate tag and other bid information 
in encrypted form. By doing so, the auctioneer need not ask the 
bidders any details about their identity as long as each bidder 
produces a proper token. 

• Bid Closure·. Closing time for an auction is very crucial, especially 
for sealed bid in a distributed system. This property is satisfied by 
ROADS and is already explained in Sec. 7.1. 

• Privacy: This property is stated in Sec. 1. It is satisfied as the auction 
contents and features are given access only to the registered users 
who are authorized by ROADS. 

4.3 Properties Achieved Through Protocol 

Losing bidders forfeit no money: As mentioned earlier, sometimes during 
the bidding phase some amount of money has to be deposited. Deposit values 
are transferred from bidder's account to the SeTiA account by MIES. After 
the results of that particular auction are declared, a form is generated that 
contains list of all losers' IDs, AuctionID, along with the deposit value, which 
is digitally signed by SeTiA and is sent to the MIES server. The latter will 
verify the form and will debit the deposit value of SeTiA's account and credit 
it to the losers' (bidder) account. Thus, the money is effectively transferred 
back to the bidder. 

5. IMPLEMENTATION AND PERFORMANCE 

In this section, we shall briefly discuss the implementation and performance 
of the system. 

5.1 Implementation 

The SeTiA site is designed and developed under pure Java technologies. 
Java Server Pages (JSP) are used for generating dynamic pages, Java servlets 
are used for data access on user request, handling cookies, and also to 
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generate dynamic pages. Java servlet programs running on the server have the 

advantage of faster execution than do CGI (Common Gateway Interface) 

applications. Core Java programs are used to implement various algorithms 

for different auction types. JavaScript is used for form validation and other 

calculation work. The server used is the TOMCAT servlets engine. SeTiA is 

also SSL (Secure Socket Layer) enabled, thus ensuring secure log-in and 

bidding. JSSE (Java Secure Socket Extension) is responsible for SSL 

activities. JCE (Java Cryptography Extension) is used for the generation of 

symmetric keys and other cryptographic tasks for secure bids. This makes the 

entire auction system a pure Java-based system. Some auction types call for 

an integer programming routine. For experimental purposes, we used the 

freely downloadable version of LINDO. The database currently used is 

Oracle 8i. It has also been tested on MS-Access and MYSQL. 

5.2 Performance 

We consider the approximate latency numbers in milliseconds for 

different processes of the auction protocol in case of no failures. For the log-

in process in the SeTiA system, it takes 160 ms per process, which means 6 

users per second can be logged-in successfully. The log-in event involves an 

exchange of certificates between the server and user, SSL functionality and 

user id, password verification. For submitting a non-sealed bid, it takes 

around 170 ms per bid. Sealed bids have two encryption schemes, viz., an 

asymmetric scheme and a symmetric scheme, both schemes are explained in 

Sec. 4. The asymmetric scheme usually takes 280ms per bid, which implies 

that SeTiA can process 3 bids per second, whereas for a symmetric scheme it 

can process 4 bids per second. We can still lower the latency numbers by 

shortening the length of the keys, which will process more requests per 

second but will make it easier for hackers to break into the system. Hence, the 

length of the key is very important, especially when designing a system that 

uses both symmetric key and public-key cryptography. Key lengths should be 

such that both should be equally difficult to break. The SeTiA system uses a 

public key of 1024 bits length and a symmetric key of 56 bits. 
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From the limited experiments done so far, it appears that the auction 

system is efficient. However, further experiments are needed for large scale 

deployment. 

6. CONCLUSIONS 

We have described the architecture and implementation of SeTiA, the 

secure auction system designed at TIFR. The system introduces two schemes 

to seal bids. The system has also been interfaced with the payment gateway 

developed by CMC, which achieves properties such as goods atomicity, 

money atomicity, and non-repudiation for digital goods. Again, the role-based 

PKI permits achieving varieties of proxy bidding with authentication as well 

as achieving the closure of auctions at distributed places without explicitly 

looking for clock synchronization; in fact, we achieve the distributed closure 

with majority agreement with authentication and authorization. 
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