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A new method to solve MRHS equation systems
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Abstract. Multiple right-hand side (MRHS) equations over finite fields are a relatively
new tool useful for algebraic cryptanalysis. The main advantage is in an efficient repre-
sentation of the cryptographic primitives. The main methods to solve systems of MRHS
equations are gluing, that relies on merging equations, and various versions of local reduc-
tion, that relies on removing partial solutions. In this paper we present a new algorithm
to solve MRHS systems. The core of the algorithm is a transformation of the problem of
solving an MRHS equation system into a problem of group factorization. We then pro-
vide two alternative algorithms to solve the transformed problem. One of these algorithms
provides a further transformation to the well-studied closest vector problem. A corollary
of our research is that the solution of the group factorization problem arising during the
process of solving an MRHS equation system must be as difficult as the cryptanalysis of a
corresponding block cipher described by this MRHS system.
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1 Introduction

In 2007, as a young PhD student, I took part in TATRACRYPT 2007, the 7th
Central European Conference on Cryptology. Prof. Spyros S. Magliveras and Prof.
Tran van Trung gave interesting plenary lectures on group theoretic cryptography
and on public key cryptography based on covers of finite groups, respectively. I
had an interesting opportunity for a brief collaboration on the security of the MST3
system [9], but then moved on to other research areas. After more than 5 years, my
research in algebraic cryptanalysis led to a familiar group factorization problem.

Algebraic cryptanalysis is based on transforming a cryptanalytic problem to a
problem of solving a system of (non-linear) equations, or equivalently to a SAT
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problem instance. There are various methods used to transform the problem from
the cryptanalytic to its algebraic representation, and many methods to solve the
problem depending on its representation (a nice overview is provided in [17]).
One of the most elegant, but sparsely studied representations, involves multiple
right-hand side (MRHS) equations over finite fields.

The main methods used to solve systems of MRHS equations are “gluing” and
“agreeing” [13,14,16], and various versions of “local reduction” [1,18,21]. Gluing
relies on combining equations. Local reduction methods rely on guessing and
removing incorrect partial solutions, similar to the DPLL algorithm used in most
SAT-solvers. Most of these methods can be called local, in that they operate on
individual MRHS equations. We summarize the preliminaries in more detail in
Section 2. Furthermore, we present our formalization of some of the problems
connected to solving MRHS systems in Section 3.

The main result of this paper is summarized in Section 4. We present a new al-
gorithm to solve MRHS systems, that takes a different, global, view of the system.
The core of the new algorithm is a transformation of the problem of solving an
MRHS equation system into a problem of group factorization. This transforma-
tion connects the research in algebraic cryptanalysis of symmetric ciphers with the
problems connected to the security of public key cryptography based on covers of
finite groups. We conjecture that security of the large class of cover systems must
be at least as hard as the cryptanalysis of block ciphers, because an effective algo-
rithm to break cover systems might be used as well to solve problems of algebraic
cryptanalysis.

In Sections 4.2 and 4.3 we finalize the algorithm by presenting two partial al-
gorithms to solve the transformed problem of group factorization (as well as the
underlying problem of solving MRHS systems). The first algorithm applies meth-
ods adapted from gluing and agreeing to the whole system globally. The second
algorithm works only for binary fields and uses linear algebra to further transform
the system into an instance of the well-studied closest vector problem in a lattice.
Finally, in Section 5 we summarize the results and discuss the implications and
open problems.

2 Preliminaries

Definition 2.1. Let F be a finite field.1 A multiple right-hand side (MRHS) equa-
tion is an expression in the form

Mx D S; (2.1)

1 The notions can be generalized also to infinite fields, but in this article we focus only on finite
fields.



A new method to solve MRHS equation systems 369

where M 2 F .m�n/ is an m � n matrix and S � Fm. We say that x 2 F n is a
solution of MRHS equation (2.1), if Mx 2 S .

An MRHS system M is a set of MRHS equations with the same dimension n,
i.e.,

M D
®
Mix D Si I i D 1; 2; : : : ; k

¯
;

with Mi 2 F
.mi�n/ and Si � Fmi . Vector x 2 F n is a solution of the MRHS

system M, if it is a solution of all MRHS equations in M, i.e., Mix 2 Si for each
i D 1; 2; : : : ; k. We denote the set of all solutions of an MRHS system M by
Sol.M/.

As the underlying field F is finite and Sol.M/ � F n, the number of solutions
of the MRHS system is finite as well. We note that in algebraic cryptanalysis we
are mostly interested in systems with a single solution (or no solution at all).

Informally, we can adapt terminology from standard equation systems. We
call the (not-yet computed) coordinates of x “variables” of the system (or of the
specific equation), vectors in Si right-hand sides of the i -th (MRHS) equation.
When we want to “solve the MRHS system”, we usually want to either show that
the solution set is empty, or find any vector from the solution set. In terms of
“variables” we want to find a value for each variable x1; x2; : : : ; xn, such that
.x1; x2; : : : ; xn/ 2 Sol.M/. Only in some specific instances we may be also inter-
ested in computing the complete solution set.

More formally, we can define several algorithmic tasks, which use an MRHS
system as an input:

(i) Verify a solution: Given M, x 2 F n, decide whether x 2 Sol.M/.

(ii) Decide whether a solution exists: Given M, decide whether jSol.M/j > 0.

(iii) Compute the number of solutions: Given M, compute jSol.M/j.

(iv) Find a solution: Given M, with jSol.M/j > 0, find any x 2 Sol.M/.

(v) Find next solution: Given M and X � Sol.M/, find x 62 X , x 2 Sol.M/.

(vi) Compute the complete solution set: Given M, compute Sol.M/.

We say that an MRHS system is efficiently representable, if it belongs to a class
of MRHS systems with k; jF jmi � c1n

c2 , where c1; c2 are some arbitrary con-
stants. As Si � Fmi , we can see that in an efficiently representable system each
jSi j is polynomially bounded in the number of variables (as well as the number
of MRHS equations). In practice, this means that each Mi and each right-hand
side of the efficiently representable system can be stored in the memory of the
computer for relatively large n.
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We say that an MRHS system is efficiently verifiable if there exists an algorithm
for verification of solutions that is polynomially bounded in n. It is easy to see that
efficiently representable MRHS systems are efficiently verifiable, as the verifica-
tion of a solution consists only of k matrix multiplications and k searches through
a polynomially bounded set.

2.1 MRHS systems in algebraic cryptanalysis

An efficiently representable MRHS system can arise in many problems connected
to algebraic cryptanalysis. In algebraic cryptanalysis we want to express a crypt-
analytic problem as a problem of solving large (sparse) systems of linear equations,
or equivalently as a SAT problem [2].

Many stream and block ciphers can be expressed as a series of smaller steps,
linear and non-linear. If we associate unknowns with the secret bits (usually key-
bits), as well as with intermediate values during the computation, we can describe
each operation by a single MRHS equation, with a small number of right-hand
sides. Linear equations can be aggregated into a single MRHS equation with a
single right-hand side. Non-linear parts of ciphers are described by MRHS equa-
tions with more right-hand sides [12].

More generally, any problem of algebraic cryptanalysis can be transformed into
a 3-CNF-SAT problem instance. And any 3-CNF-SAT problem instance can be
transformed into a problem of solving a system of MRHS equations as follows.
Let

F D C1 ^ C2 ^ � � � ^ Ck

be a CNF formula with clauses Ci D .li;1 _ li;2 _ li;3/, with literals li;j D x�
or li;j D :x�, with � 2 ¹1; 2; : : : ; nº. We want to decide whether there exist
assignments of truth values for every x� such that F is true, and provide a proof
(the assignment of values for which F is true) if one exists. This is a well-known
3-CNF-SAT problem.

We can define a bijection between GF.2/ and truth values (0D false, 1D true).
Now any assignment of truth values for variables x� corresponds to a vector x 2
GF.2/n. For each clause Ci there are exactly three variables that are used in the
literals of this clause (active variables). LetMi be a 3�nmatrix over GF.2/which
contains 1 in row j and column � if and only if li;j D x� or li;j D :x�, i.e., if the
j -th active variable in the clause is x�. There is only a single incorrect truth-value
assignment for the three active variables, out of eight possible. We can construct
a set Si which contains the seven possible assignments for the active variables
encoded as members of GF.2/3.
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As a small example, let Ci D x1_:x3_x5. In this case we get a corresponding
MRHS equation0B@1 0 0 0 0 � � �

0 0 1 0 0 � � �

0 0 0 0 1 � � �

1CA x D
2640 1 1 0 1 0 1

0 0 1 0 0 1 1

0 0 0 1 1 1 1

375 :
Now each solution of the MRHS system ¹Mix D Siº is a solution of the orig-

inal 3-CNF-SAT (encoded as a vector from GF.2/n). This comes from the fact
that each solution of a single MRHS equation Mix D Si gives a valid truth as-
signments for clause Ci , and each solution of the whole MRHS system is also a
solution of each MRHS equation in the system.

We note that if we have more clauses with the same active variables, we can
merge the right-hand sides by a set intersection and produce a single MRHS equa-
tion that has a lower number of right-hand sides. A direct representation of the
cryptanalytic problem by an MRHS system can be more compact than the equiva-
lent one (see Definition 3.1) obtained via the transformation to SAT problem and
back to MRHS. This is especially so if the cipher has complex linear parts (such
as AES), which are difficult to transform to a CNF-SAT formula.

3 Solving MRHS equations by equivalence preserving operations

Definition 3.1. Let M, N be two MRHS systems. We say that M is equivalent to
N , denoted by M � N , iff Sol.M/ D Sol.N /:

We note that two classes of equivalent MRHS systems do not necessarily belong
to the same representation class, i.e., one of them can contain efficiently repre-
sented systems, while the other one does not. An example is given by Lemma 3.2.

The definition of equivalence of MRHS systems does not prescribe F or n, but
usually they must be the same for both systems, or it must be possible to embed
the solution sets (and system representation) into the same F n. By equivalence
operations on the system we understand operations preserving the solution set,
i.e., if A is an algorithm that transforms MRHS system M into a new MRHS
system A.M/, then A is an equivalence operation (on MRHS systems) if and
only if M � A.M/.

3.1 Linear algebra

LetMx D S be an MRHS equation withM 2 F .m�n/. Let .S/ denote them�jS j
matrix constructed by concatenating the vectors of S (in any order). Similarly let
.M jS/ denote the concatenation of the vectors from M and from .S/.
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We do not change the set of solutions of the equation Mx D S if we perform
the following operations on .M jS/:

1. Multiply a row by a non-zero constant.

2. Add two rows together.

3. Permute rows.

4. Remove all-zero rows.

5. Permute columns in the S -part.

6. If the i -th row contains only zeros in the M part, we can remove all columns
of the S -part, which contain a non-zero value in the i -th row.

The first four rules come from classical linear algebra. The last rule allows us
to reduce the number of right-hand sides if a matrix M does not have a full row
rank.

Using a modified Gaussian elimination (with equivalence row operations), we
can transform the system into the following form (a normal form):

.Ir jT jS
0/; (3.1)

where r is the rank of M , Ir is the r � r identity matrix, T is an r � .n � r/
matrix, and S 0 corresponds to the remaining right-hand sides (after eliminations,
using Rule 6).

If we replace all the MRHS equations in an MRHS system by their normal
forms, the solution set of the MRHS system is also unchanged. We say that an
MRHS system is in normal form, if all its equations are in normal form.

Let us consider the number of solutions of an MRHS equation in normal form.
To compute all solutions of an MRHS equation, we must solve the system of linear
equations .Ir jT /x D v for each v 2 S 0. Let ker..Ir jT // D L denote the kernel
of .Ir jT /, i.e., the set of all vectors x such that .Ir jT /x D 0. Then the set
of solutions of MRHS equation .Ir jT /x D S 0 is ¹L C v; v 2 S 0º and the total
number of solutions is N D 2n�r � jS 0j. The solution space is a union of affine
spaces (cosets of vector space L corresponding to individual v 2 S 0).

If M is a non-singular matrix, then clearly jS 0j D jS j and N D jS j. On the
other hand, if M does not have full row rank, some of the vectors in S might
not be valid solutions and can be removed according to Rule 6. If vectors in S
are chosen randomly (with uniform distribution from Fm), only one out of every
2m�r vectors remains (the vector that remains must have all zero coordinates in the
correspondingm�r rows). In this case the expected average number of remaining
right-hand sides is jS 0j D 2r�m � jS j and the expected number of solutions is
N D 2n�m � jS j.
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The complexity of solving an MRHS system containing a single MRHS equa-
tion by a modified Gaussian elimination is O.mn.nC jS j//: We use (at most) n
pivots, for each pivot we process m rows of length .nC jS j/.

Unfortunately, linear algebra operations cannot be directly applied across the
whole MRHS system. One way to solve the MRHS system is to solve each MRHS
equation individually and compute the solution set as the intersection of solution
spaces of individual equations. However, for efficiently representable MRHS sys-
tems mi � n, the intersection is difficult to compute due to the large sizes of
the sets involved. In Section 4 we present our new algorithm that overcomes this
limitation.

3.2 Gluing and local reduction

To compute the solution of an MRHS system, it is possible to first “join” (glue)
individual equations together and to solve the final system containing a single
equation by linear algebra. For this operation we can use Lemma 3.2.

Lemma 3.2. Let M D ¹M1x D S1;M2x D S2;M3x D S3; : : : ;Mkx D Skº

be an MRHS system. This system is equivalent to a system G D ¹M1;2x D S1;2;

M3x D S3; : : : ;Mkx D Skº, where

M1;2 D

 
M1

M2

!
and S1;2 D S1 � S2:

Proof. Let us consider a vector x for which Mix D Si ; for i D 3; 4; : : : ; k. Now
let also M1x 2 S1 and M2x 2 S2, so that x 2 Sol.M/. This implies that also
.M1x;M2x/ 2 S1 � S2. Thus Sol.M/ � Sol.G /. On the other hand let

v D

 
M1

M2

!
x;

with x 2 S1 � S2, so that x 2 Sol.G /. Then proj1;:::;m1
.v/ D M1x 2 S1 and

proj.m1C1/;:::;.m1Cm2/
.v/ D M2x 2 S2. Thus also Sol.G / � Sol.M/, which

concludes the proof.

If we compose .k�1/-times the equivalence operation given by Lemma 3.2, we
will get a system with a single (large) MRHS equation. This can be summarized
in the following corollary:
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Corollary 3.3. Let M D ¹M1x D S1;M2x D S2; : : : ;Mkx D Skº be an MRHS
system. This system is equivalent to a system G given by a single MRHS equation
in the form 0BBBB@

M1

M2

:::

Mk

1CCCCA x D S1 � S2 � � � � � Sk : (3.2)

Lemma 3.2, along with linear algebra operations used to simplify MRHS equa-
tion M1;2x D S1;2, is the basis of the gluing algorithm [10, 11, 15] for solving
MRHS equations. The main problem with gluing is that the equations tend not to
stay efficiently representable. That is, even if we take a system M from a well-
defined class of efficiently representable systems and compute the partial Cartesian
products of l right-hand sides, the size of S1 � S2 � � � � � Sl can in general get
(quickly) out of polynomial bounds, even if linear algebra and the right-hand side
elimination rule are used at every step. We remark that the original system pro-
vides a way for efficient verification for the solutions of the transformed system,
so the gluing algorithm can be rewritten in a guess and verify way, trading compu-
tational complexity for memory storage [14].

Another type of equivalence of MRHS systems is defined by local reduction:

Lemma 3.4. Let M D ¹M1x D S1;M2x D S2; : : : ;Mkx D Skº be an MRHS
system, with v 2 Sj , 1 � j � k. Let x 2 Sol.M/ ) Mjx ¤ v. Then M is
equivalent to MRHS system R D ¹M1x D S1;M2x D S2; : : : ;Mjx D Sj n ¹vº;

: : : ;Mkx D Skº.

Proof. If x 2 Sol.R/, then eachMix 2 Si (this also holds for i D j as Sj n¹vº �
Sj ). This means that x 2 Sol.M/ and Sol.R/ � Sol.M/.

Solution x 2 Sol.M/ fails to also be a solution in Sol.G / only in the case
when Mjx D v. However, the condition of Lemma 3.4 is that x 2 Sol.M/ )

Mjx ¤ v. Thus we get x 2 Sol.M/) x 2 Sol.R/, which means that Sol.M/ �

Sol.R/.

Lemma 3.4 can be used to reduce the size of the MRHS system measured by the
total number of right-hand sides. This lemma is the basis of local reduction algo-
rithms such as agreeing [13] and the method of syllogisms [3, 18–20], which use
specific knowledge derived from the system to evaluate condition x 2 Sol.M/)

Mjx ¤ v even without knowing the solution set. By repeated applications the lo-
cal reduction algorithms can be used to simplify the MRHS system and allow us,
when it is computationally feasible, to find the solution set of the system (usually
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when there is exactly one or no solution). Local reduction algorithms can also be
combined with gluing [16], or used with recursive guessing and backtracking to
provide an algorithm for solving a system similar to the DPLL algorithm used in
SAT solvers [1].

4 A new algorithm to solve MRHS system

Let M D ¹Mix D Si ; i D 1; 2; : : : ; kº be an MRHS equation system over a
finite field F with n variables. Furthermore, let each Mi have full row rank mi
and suppose that 1 � jSi j D li < l . Let S D S1 � S2 � � � � � Sk and construct a
single matrix

M D

0BBBB@
M1

M2

:::

Mk

1CCCCA
with m D

Pk
iD1mi rows and n columns. Let H be a basis for the kernel of MT

with dimension r . Basis vectors are in rows, so that H 2 F .r�m/ and we have
HM D 0. Now for any vector x, it also holds that HMx D 0. This means that if
Mx D v for some x, then Hv D HMx D 0. On the other hand, x is a solution
of the MRHS equation only if Mx D v with v 2 S .

The set S contains all possible right-hand sides. It is in general very large, but
we can use condition Hv D 0 to remove those vectors from S that cannot occur
as a result of the left-hand side matrix multiplication.2

The set of all solutions of M can thus be also found by computing[
v2S WHvD0

¹x WMx D vº:

Our new algorithm does not expand the set S D S1 � S2 � � � � � Sk , but uses
instead the original sets Si and matrix H to provide suitable right-hand sides (v)
as follows.

Let us write H as
H D .H1 jH2 j � � � jHk/;

where Hi has r rows and mi columns. For each vector v 2 S D .v1; v2; : : : ; vk/

2 In the terminology of codes, valid right-hand sides belong to a linear code with generating
matrix M and parity check matrix H .
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we have vi 2 Si . We can write

Hv D .H1 jH2 j � � � jHk/ �

0BBBB@
v1

v2
:::

vk

1CCCCA D H1v1 CH2v2 C � � � CHkvk : (4.1)

Let us define a set of bijective mappings ˛i W ZjSi j
! Si , where each ˛i

enumerates the original vectors in Si . The mappings ˛i and matrixH can be used
to define a new set of mappings ˇi W ZjSi j

! F r W ˇi .x/ D Hi˛i .x/. Our goal is
to find � D .�1; �2; : : : ; �k/ 2 ZjS1j

� ZjS2j
� � � � � ZjSk j

, such that

kX
iD1

ˇi .�i / D 0: (4.2)

Each valid � can be used to compute a valid right-hand side (i.e., Hv� D 0)

v� D .˛1.�1/; ˛2.�2/; : : : ; ˛k.�k//:

Finally, for each valid v� we can compute the solutions of the original MRHS
system by solving a system of linear equations Mx D v� .

4.1 A connection with a group factorization problem

The problem of finding a correct � can be transformed into the following problem:
Let A1; A2; : : : ; Ak � F r . Find ai 2 Ai , such that

Pk
iD1 ai D 0. This is a

problem of factorization of a group element 0 2 F r using a cover [8] of a large
portion of F r .

The hardness of the group factorization problem is a building block of an im-
portant class of asymmetric cryptosystems studied by Spyros Magliveras, Tran
van Trung, and others [4, 5, 8, 9]. Our research provides a bridge between the al-
gebraic cryptanalysis that is normally used for the analysis of symmetric ciphers
and the fundamental problem of the asymmetric systems based on group factoriza-
tion problems. Although the transformation does not provide a formal proof of the
hardness of the group factorization problem, we can see that if we have an efficient
algorithm to solve group factorization problems (where the group is provided by a
vector space over a finite field), we also get a strong tool for cryptanalysis of block
ciphers.

The sets Ai are obtained as Ai D HiSi D ¹HivI v 2 Siº. In general jAi j �
jSi j. The case jAi j < jSi j can only occur if Hi does not have a full column rank.
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In this case, there exists some vector a D Hiv D Hiu for some u; v 2 Si , u ¤ v.
If this vector is a part of the solution of the group factorization problem, then both
u and v can be used as parts of a valid right-hand side. This plays a role only if we
want to compute the complete set of solutions.

We propose two (exponential time or space) algorithms that can solve the prob-
lem. The first one (Section 4.2) is based on operations on covers. It provides a
combination of techniques provided by group factorization research and by the
study of gluing and MRHS systems. The second algorithm (Section 4.3) uses just
the operations of linear algebra. It transforms the problem further to a closest
vector problem in a lattice. This connects the area of algebraic cryptanalysis and
group factorization problems (in vector spaces) to the well-studied area of lattices
and linear codes.

4.2 Global gluing

Input of the algorithm is the sequence of blocks of vectors ŒA1; A2; : : : ; Ak�, each
Ai � F

r . We are searching for any or all vectors ai 2 Ai (if such exist), such thatPk
iD1 ai D 0.

1. Normalize system. Let t0 D tk D 0 and let ti D ai;1 C ti�1 for i D
1; 2; : : : ; k � 1, . Compute a sequence of blocks ŒB1; B2; : : : ; Bk� with Bi D
ti�1 C Ai � ti . Sequence ŒBi � is a two-sided transform (a sandwich) of ŒAi �
(see [6, 7]). If we denote Bi D Œbi;1; bi;2; : : : ; bi;jBi j

�, after normalization we
will have bi;1 D 0 for i D 1; 2; : : : ; k � 1.

2. Concatenate blocks ŒBi � into a matrixB D .b1;1 j b1;2 j � � � j b2;1 j � � � j bk;jBk j
/.

Use Gauss–Jordan elimination (with fixed columns) to get the matrix into row
echelon form, with leading pivot columns containing a single non-zero element.

3. Associate the i -th column of the matrix B with a vector e.i/ that contains a
single 1 in the i -th position. Split the matrix back into blocks of the original
size. Now we have a sequence of blocks of tuples .bi;j ; e.k//, where k marks
the position of the vector.

4. For i D r to 1:

a. Find the first j , such that all block B1; B2; Bj�1 contain only zeros in
row r and Bj contains a non-zero value in row r .

b. Compute new block B 0j D
Pk
lDj Bl , i.e., B 0j contains all vectors of the

form b D
Pk
lDj bl , with bl 2 Bl .

c. Remove all vectors from B 0j that contain non-zero values in row r (can be
combined with the previous step for efficiency).
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d. If no vectors remain in B 0j , the system has no solution.

e. Otherwise set Bj  B 0j , k  j .

5. The remaining blocks contain only zeros in vectors bi;j , so they can be com-
bined in any way to obtain a solution. The corresponding indexes of vectors in
the sum are provided by the e-part of vectors.

4.3 Solution using linear algebra and transformation to the closest vector
problem

In this section, we provide an algorithm for the special case when F D GF.2l/.
This case arises in many problems of algebraic cryptanalysis. The generalization
of this method for different characteristics is still an open problem.

Again, the input of the algorithm is a sequence ŒA1; A2; : : : ; Ak�, where Ai �
GF.2l/r . We are searching for any or all vectors ai 2 Ai (if such exist), such
that

Pk
iD1 ai D 0. We encode each element of F D GF.2l/ as an l-dimensional

vector over the underlying field GF.2/. Each set Ai then induces a matrix Ai D
.ai;j / 2 GF.2/.lr�jAi j/: Then we can rewrite equation (4.2) as a system of linear
equations over GF.2/,

kX
iD1

jAi jX
jD1

ci;jai;j D 0: (4.3)

Solutions ci;j of this system indicate whether or not to use vector ai;j in the sum.
Valid solutions are only those for which

wH .ci;1 ci;2 : : : ci;jSi j
/ D 1; for i D 1; 2; : : : ; k; (4.4)

where wH .v/ denotes the Hamming weight of vector v. In practice, the system
induced by equation (4.3) is usually an over-defined system, with a large solution
space. Our goal is to find those vectors in the solution space that fulfill condition
(4.4).

We can use condition (4.4) to further reduce the solution space. Condition (4.4)
can be rewritten as

PjAi j

jD1 ci;j D 1 over Z. We can reduce this equation modulo 2,
so the similar equation also holds over GF.2/. However, there are more possible
solutions over GF.2/ to this equations than there are over Z. E.g., if jAi j D 4,
the “good” solutions are .1; 0; 0; 0/; : : : ; .0; 0; 0; 1/ and the “wrong” solutions are
.1; 1; 1; 0/; : : : ; .0; 1; 1; 1/.

In practice, we add equations
PjAi j

jD1 ci;j D 1 by “extending” vectors ai;j by
k bits (we recall that k is the number of sets Ai ). Each of these k bits is set to
0, except for the i -th bit, which is set to 1 (this bit marks the membership to Ai ).
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Moreover, we must extend the right-hand side of equation (4.3) by k bits which
are all equal to 1.

Valid solutions of the enhanced system can only contain an odd number of 1’s in
each of k parts. If the original MRHS system has a single solution, there is a single
solution of the induced group factorization problem. The single correct solution
has the lowest Hamming weight among all possible wrong solutions. Thus in
this instance the problem of finding the solution of MRHS system (as well as the
induced group factorization problem) becomes a well-studied problem of finding
the closest vector in a lattice.

5 Conclusions

MRHS equation systems provide a useful tool for algebraic cryptanalysis. In many
cases they are more suitable to represent problems in cryptanalysis of modern sym-
metric ciphers than other representations such as MQ equation systems or CNF.
However, there is a lack of efficient and available solvers that can be used in ex-
periments. The algorithms proposed in this paper can be easily implemented in
a similar way as classical tools for linear algebra, and as such can lead to a more
active interest in this research area.

The algorithms provided in this paper all have exponential complexity. We do
not provide the exact analysis, as the worst-case complexity comes straightforward
from the linear algebra involved and the size of solution spaces. We believe that
the presented algorithms can become basic blocks for more efficient algorithms,
as well as a ground for employing new heuristics to speed up the solving process.

The transformation of the problem of solving MRHS equation systems into a
problem of group factorization (in a vector space) brings a connection of the prob-
lems of algebraic cryptanalysis to the problems of public key cryptography based
on covers of finite groups. The questions of hardness of the vector space factoriza-
tion are thus important both to the asymmetric and symmetric cryptography. We
also note the connection between the binary case of the problem (of either MRHS
system solving and vector space factorization) and the well-studied closest vector
problem. This may lead to new areas of applications for the techniques used in the
analysis of lattice based systems as well.
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